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13 June 1979

MEMORANDUM FOR: Director of Central Intelligence
Deputy Director of Central Intelligence

. " Morning Meeting Participants

FROM: Daniel B. Silver
General Counsel -

SUBJECT: Charter Legislation -- Comparative Analysis
‘of Administrative Positions and S. 2525
Restrictive Provisions

You will recall that at the 4 June morning meeting
I presented a short briefing concerning the current status
of the intelligence charter legislation. I alsco promised
at that time to furnish you with a comparison between the
Administration's positions and the corresponding provisions
of Title II of S. 2525 that would impose statutory restric-
tions on intelligence activities. Attached, for your infor-
mation, is a copy of such a comparative analysis that we
have prepared and that has been circulated to SCC members
for comment by the NSC. I would be happy to discuss this
summary and any further questions you may have regarding
charter legislation.
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. ADMINISTRATION .

, . DI¥FERENCES

. FISA = Court order - U,S. person’
enpaged in clandestine intelligence standard - U,S. person engaged
activities that involve violation of in clandestine intelligence
V.S, criminal law, or international

T
activities that involve violation
. terrorism, sabotage, (Sec., 225) £ U.S. criminal law, or inter- ) )
national terrorism, sabotage. {Sccs,

FISA - Court order, criminal

None, both use "criminal
standard,”

. 311, 341) k
Court ovder - U,S. person in’ ) Court order =~ U.S. person engaged . Acmiristrarion authority bdaged
nopsession of information detex=- in clandestine intelligence activities on nature of informezion soughf
mined by SCC to be "essential' to that would violate U.S, criminal law S. 2525 weliles on "eriminal
. U.S. national security or foreign £ 4n U.S., or in international ter- standard! and other speclfied
, velations, (Sec, 214)° rorism, sabotage, acting as official cire

cumBLANCES,
for foreign power, or is fugitive

from U.S. justice. (Sees., 321, 34l) -

Attorney General approval = to Entity head approval -~ U.S, person ’ Adminferrazion authority based
.+ + collect information determined by or group engaged in clandestine intel~ on nature of information
' SCC to be "essential' to V.S, '

ligence activities, and, in addition

. aough:: 5. 2525 “elica on
national security or foreign in V.S., that invelve violation of U.S, eviminal szandard” in V.S, and
e . velations, In U.S. limited to FBIL - . criminal laws, Also may be approved if other specified cireumstances
o and military, (See. 215) '

subject invelved in international
. ' . . . .  tervorism, sabotage, assassination,
G Co " Lt . \ acting as official for foveign power,
el Lo B ) , . or is fugitive from VU,S., justice

. and allows ncc*v*:y by eatitles
ther than F3% 4n U,S, oniy if
on Fol wehalf, (Under Tizle IV

Al la

CIA onky authorized to collect

) R ; .~ .In V.8, only on behalf of FBI, | o, forelgn inteiiigenca from fovr-
e B ' S . {Sees, 214, 244) " v edgn persons 40 U.S.)
v \ . [ . '
Mail Cavers, - . ' Iatity head approval =':o collect ttorney General written finding = Adminiatration authority based
vsieal Survedlianee, v information deuernined by SCC o be use of cechnique is necegsavy and on nature of infovmation
sizectuing Human Scurges T "{mportant” V.5, natlonali : rveasonable in collection based on pought, appraval by entity head
", ' ' security or foreign velations, In determination V.5, person engaged in and Limited to F3I in V.5,
U C.ULS, Limited to FBL and military, clandestine intelligence activitico, * S, 2525 valieo on 'eriminal
. U . (SEO- 215) : and, &n addition in V.S., that 1nvo;vc rencerd 4n V.S, and other
. U ' ' . s r o or may involve violation of V.S, gncelfied civeumatances,
e oo e . ' eriminal laws, Also may be approved. requires AG appreval, and not
. o ,\F S & 4L subject involved in intermatiéRal Limized o T3L.  {(Under Ticic
Lt ! L Approved For Release 2002/05/29 : CIA-RDR&5-00759R000400400004k sination, IV CIA only authorized zo col-
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Allowed under Gencral authority fwith- Tesipgnated 6LELELAL AppluvaL = wviud
out mention of specific techniques) to. person engaged in clandestine intel= = ., procedurea; S. 2525-relies on
fulfill a lam&BE"ﬂYﬁqE)?rﬂ?x'EﬁSnzmM/m3ﬂ%ﬁ@esﬁ&ﬁm&ﬂmMmodun.qddition - Veriminel standaxd’ and other
governed by procedures approved by the in U.S., that involve or may involve |, specified clrcumatances, L
K Atrorney Geperal, (Sec. 213) a violation of U.S. criminal law, Also’
may be approved if subject involved in
{nternational terrorism, sabotage,
assassination, acting as official for o
foreign power, or is fugitive from ' : S
U.5. justice, (Sec. 214)
.
TI0N CF COUNTER=

i CONCIKNING

TISA = Court order - U.S. person
engaged in clandestine intelligence
activities that involve viclation of
VU,S. criminal law, ox international
terroriam, sabotage, (Sec. 225)

in U.S.

FISA - Court oxder = U,S. person, None, both use "criminal
engaged in clandestine intelligence = '+ standaxd,” :
activities that involve violation of

U.S. criminal law, or international

rerrorism, sabotage, (Sees. 311, 341)

Court order = U.S., person is or may Court order - U.S. person engaged . Admininzrarion authority based
be engaged in clandestine intel-~ in clandestine intelligence activ— on clancostine intckligence
o ligence activities on behalf of a ities that would viclate U.S. activitics) S. 2525 welies on
. forelgn power, (Sec, 219) . eriminal law 1f in U.S. or'in inter- Uewiminal stencazd' and other
"o , national terrorism, sabotage, acting specified circumsiances,

- as official for foreign power, or 1is
. . : fugitive from U.S. justices (Sees 321,
341) ,

Placing Jmnlovecs dn

U.S, Crpanizations o

Sentor official approval - facts and
ciycumotances indicate U.S. person
or group is or may be eagaged in

- clandeacine intelligence activities

Eatity head approval - U.S. person Admininzrazion requires senior

or proup reasonably belicved to be {cinl approval and neceasity

engaged in clandestine activities, lawful objectives; S. 2525,
and, in addition in U.S., that favolve 1{cs oa entity head approvak

on behalf of a foreign power, and or may iavolve violation of U.S. eri- lcriminal szancard” in U.S.

governed by procedures approved by minal law. In VU,S, only on behalf of and otheyr specificd circun-

the Attorncy General limiting activity FRI. Also may be approved if subject arances and allows activity by

to that neceagsary to achieve si nificant involved in international terroriam, '

and. Lawful objeetives. (Sec. 220) sabotage, assassination, acting as

entities oghey than FBI in V.S,
only Lf on FBI behall.
) . official for foreign power, (Sees 213,
o . : 244) :

. .

- 2 o
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S, Governed by procedures approved by A:to.uey General (or Service Secretary Administration relies on AG
urveliinnee, the Attorney Geneval = seaior official iZ military subject) written finding = procedures and scnhor official
Directing luman Souvees vaview requived at lesst oace a year use of technique is necessary and review; §. 2525 requires AG
to determine facts and civcumstances seasonable belief U.§. person engaged approval and eriminal
indicate U.S. person is or may be in clandestine intelligence activities standard" in U.S. and other
engaged in cla destlne intelligence v, in addition in U. S., that iavolve specified circumstances.
activities on behalf of a Zfoxeign v may iavolve violation of U.S:
power. (Sec. 221) ¢rimianl law. Also may be approved if
. subject iavolved in intersation
terrorism, sabotag e, assassination,
acting as official for forvelgn power. .
o {Secs. 213, 215} L .
Allowed under General Authority Designated official approval = - U.S, Adninisteation allows collecw
(without mention of specific tech- person reasonably belleved to be tion if subject yﬂbaged in
nicucs) 1f feers and circumstances apaped in clandestine intellipence clandestine activity; §. 2525
person is or may be activities, and, in addition in U.S., requires offilclal app‘:ovaj
enpaged in clandestine intelligence that involve a on of U.S. and Meriminal standard" in
activities on behalf of a foreign criminal law. Also may be approved if U.S. and other specified
power. (Sec. 218) subject involved in international ter-

circumstances.
rorism, sabotage, assassination, acting '
as official for foreign power.

(Sec. 213)

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



‘T
——s

.

P INFORMATION

PURSQONS

5 0
N GENCE OR TERRORIST

AT AL T T (s
ki Vokd L

. PERSONS
NTIAL SOUKCES

Aibilicy,

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

No specific provision. Authority
included in counterintelligence and
potential source provisions and to
be governad by procedures approved
by Attorney General. (Secs. 218~21,
223)

Governed by procedures approved by
Attorney Seneral and limiting scope,
intensity, duratlon; as requived

to determine suitability or cred-
Yo extraordinary
techniques may be used. (Sec. 223)

Authorized up to 180 days if subject:i:

- reasonably believed to be recruitment
rayget of intelligence or International
tervorist organization

~ engaged in activity or possesses
information reasonably believed to be
target of intelligence or terrorist
activity, but only to extent necessarvy
to protect against the activity.

Authorized 1f reasonable belief of use
as potential source = limlted to
determining suitability oxr credibility,
and up te 90 days. Conseat required
unless designated officlal finds seri=
ous intent to use and request for con=
sent would jeopardize activity. With-
out consent limited to public infor-
mation, record checks, pretext
interviews. (Sec. 221)

4 .
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Administrarion relies on

procedures; S. 2525 explicitly
limivs duration and
chreumstances,

Administration.relies on
procedures; S. 2525 more
expliciltily limits duration
and techniques,

B
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1ON - Coverned by .procedures approved by Authorizes
, Attorney General and Limiting - physical surveillance and veeord:
collaction by partieular apencies cheeks to Limit access TO facdlicien
as well as scope, intensity, dura= = local physical surveiliance, vecovd
cion, as vequived to deveTnine cheeks and pretext {nterviews as St .
sultability and trustwevthiness of aecessary to determine whethet phyade=r, sty .
appiicants fof empLoyment or access cal threat to property oF persons R o
should be vefexved to law enfovecment

. Adninintracion relies on'
teoprocedures) S 2525 meve -

s explicdtly Limits duration ! v
and techniquas, .

=6 protect against security breaches

' : by nyvesent ot former employees, to officlals S "“'; .
,'. protect agaimst divect of imminent - physical surveillance, record cheeks, : v RS
. shycats to peroonnely nc:ivities,\ qall covers and human sources for up Ot o
infovmation, propevty. No extra= o 180 days, with entity head approval i, o
. ordinavy rechniques may be useds and with extensions, to datermine : ' o
o (Sec, 224) . ' Jhether employee, contractor of con= S ' .
: o teactor employee has violated ‘
i securicy wegulations (Sec. 222) - ‘ - :

No provisions except use of elec~
conie surveillance and phyeical,
. secarch 1imited by FISA to officia
) of foreign power, OT member of inter- - officer or employee of foreign power .+govies of authorized
Lo national terrorist group, OT £ - circumstances incicate reasonably - eollaction,
o . 4nvolved .dn clandestine intelligence - iikely to engage in esplonage, clan= . - "
' ... . aetdvity. destine intelligence activity
i et ) . - entity head determines ngignificant!
o ' L .o e ' foreign intelligence sought
) o . i _ colleccion would be authorized if sub-
BT ject were U,S. person but without
L : limitations on duration and teehniques’
. ' } . oo o + availadle.

Same limitations as Administration under’

FISA on use of extraordinary cechniques.
Also authorized if

. Ry

Administration does not regu= ’
Tate non-Lintrusive collection;

¢, 2525 contains broad cage-
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SCTAL ACTIVITTES . o

and Aporoval

Approved by ?regidzn:, after NSC
vavlew, 4§ substantial Tegources OX
viske involved and 'important’ to
. o nacional securdty, LE ne substan~
tial Tesources or Tisks, may de
L anproved by NSC committes 4F Mwlll
ryrrher” national- security, but may
require Presidenc's approval if

. committee member withholds
aporovals (Sees. 231, 232)

Nozify only two intelligence.
committces on & timely basise

(Sec, 233)

'Nized Types ot Assagsination. (Sec. 234) ¢

-

Authorized to
Seecian Activities

CIA, DoD during period of hostilicties
or when military activities involved,
orher entities under unusual circum-
Lyt ‘grances Lf President determines
LoLon Y neceosarys (See, 231)

ties
uet

. TRepeals Mughes-Ryan (Sec. 2422 of
. . eitle 22, U.S.C.Lgﬁ

Seoved 3t Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

ALL approved by PTresident, after .0
NS¢ veview, based on specified L
fastows and finding acsivity %8
Ygszential’! to national defense

or foreign velisy, benefits outs ‘e
wedgh risks, other means inadeguates o
pecailed annual review requireds

(Sec, 131)

Worify two intelligence committees © |
prior to activity (fughes=Ryan

would continue to require timely . -
notice to other "appropriate”
commictees)s (See. 13L)

Agsassination,” support of inter=~
national terrorism, mass property
destruction, food ov water shortages,
cpidenics, use of chemieal orx
biologlc weapons, violent overthrow
of democratic governments, support
of human rights violatidns, Und{s=
closed support for distridution of
books,

"1ikely result” would be "gubstantial
redistriducion’ in V.S, .Limits use
of <ntelligence employees as
combarants abroads (Sees. 134, 135)°

CIA, and during period of war
declared by Congress, U.S. Armed
Forces, (See, 13L(3)) - '

Not mentioned,

..

6 A .

f
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. Adminetratisn allows approval

. .

Cone

% Vonow Preeiucntial level of

.
.

ere., 4n U.S., or abroad whevre

routing activities and uees
"imnorzant' and "will furcher!
seandarie) 5. 2525 requives
oLl be approved by President
ar Mesoentiak," ospoekfd

PRy

fagtors, annual NSC voview.

Adminiateation notice timely’
and onLy to w0 committees)
g, 2525 notdce prior Lo Lwo

comniicecs and timely to

others, T

.
.

Administration bars only
nssooainacion: S, 2525 bars
other wpeeifle typee of
gpeclal activities, -

Admintstration allows greater
Tloxinilicy: S. 2525 retains
current limitatlong,

Adminintration conpiders repeal 88

comnanion action TO See, 233,

requiring timely notilicazion

to SSCT and WPSCIt S, 25 S acds
LA N

requiremonts to lugnhes-ilya

g
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1il. %ﬁ%EQQQAPQ&DQMhhiiicd' * pAdministrarien leaves uhis
T Th i GINCE Lo, ) by President. Suegidential veview . ayed Lo Sxecutive regulationg. :
TOULLCTION Pu:;:ffg__- ‘o T::L"f'ﬁnl " and approval of projects of “excep= , 5. 2523 apecifies atandazds w
' . cional importance OF sensitivity” AnG proceduzos. .
' . vased on spacliied critervia and v L St
' . finding informatiof sougit 15 " , . Lo
Messantial’ to natilenalk defense o¥ -
' . foreign poliey, benefit justhfdes ' o, [
pigk, othey means inadequate. Pedor , o
worlce to intelligence comaittees of R ﬂ ;
. ‘ projects approved by President. ' o o o
- ' Antual NSC review and pyesidential .ot : e
e - oo ceaffimation requized: (Sec VY -
. * toa ~' . N ey
X, No provision. ' - WSC revicw and spprovel o8 gpecified Adminintration Leaves this
" by. President. presidential review .. ares to Lxecutdve ceguListion;
ACTIVIVLIES . o -and approvel of projects of “excep= doss 2525 apecifies atandarcs
. ' ' e i <ional importance O sensitivizy,” and proceduras,
o ‘ Sased on speckfied eriteria. Prioy
. ' . motice to intelliigence committees of
e e " o - ’ sctivities approved by President. B N
: e o L ' Annual NSC revicw and presidential v R
’ ‘ o L : o reaffirmation required (sec, L41) « 7 o
o e Y. Y Lo . .'; N ' 1 "
SRCANIZATIONS' e - - . . e .
o © Yo provision, . " 3ars paid use for cpc:ociannl'purpoaes" Administraricn Leaves to
. . Lo ) o ’ ot collection.(Sec 132(a) (1)) o A, Exccutive regulation;’S. 2525

;. Limits gpeckiically,

. . BN C cL Pars paid use fox operational "’ ! Administration ileaves to
‘ N N o . PurpOSes oY intelligence ‘collection’ Lxecutive tegulation; S. 2525
. o A ' oo of participants in U.S. sponsored ., limits specilficaliy.
e e : o "_". PR ’ cultural exchange pPrograwms: . SRR ' :
) o o : ' (sec. 132(a)(2)) | ) S '
. o . " i . . . . R
N ' ‘ No provision. ' . Bars patd use for operational purpoaea" Adminiatyation wecaves o
' e T . S or inteliigence coliection of accredited Lxecutdve cogulation; S. 2525
o : . ' . journalists, regular contributors, © 1imkts speckfically.
. o R R . N . editors, or policy~level officials. ) : .
- ‘ ’ (sec. 1324a)(3)) : . L '
) : " LT ' :
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ivil Remedies

> Sce
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President may waive aay or all festric
ticas. Exercisable during any perioed:
- of war declared by Congress, oF

- coverad by a repert te Congress
uader the War Powers Resolution; as
necessary to carry out the activity
that is the subject of the report.

Such waivers must be veported in timely
manner t6 the intelligence committees
along with velated facts and
circumstances. (See. 241)

or electronic
hysical search
opening) conducted

the charter. ({Sec. 261)

Civil remedy available against indi-
viduals for elctronic surveillance and

_physical search (including mail opening)

conducted in violation of the charter.

Any person who is not an agent of a
forelgn power. (Sec. 261)

vresident may waive only limitations

on use of clergy and exchange pro=

gram participants, use of certain
organizatiens fow cever, use af
permanent resident aliens and academics
aborad, and bars on support of inter-
national terrorism, mass Propert
cestruction, creation of food and water
shortages, violent overthrow of
democratic governmenis.

enalty for electronic
ce, physical search

ail opening) conducted
tion of the charter

and unconsented human experimen—
tajion and assassination.

(Secs. 331, 251, 252, 134)

Civil remedy available against the
U.S. and officials for electronic
surveillance, physical search
(including mail opening), and human
experimentation conducted in violation
of the charter, and for any other intel-
ligence activity engaged in for the
purpose of interfering with legal or
constitutional rights. Givil remedy
available only against the U.S. for
violations of the Charter that also
violate a constitutional right.

(Secs. 331, 253, 254)

Any person. (Secs. 253, 254)

Approved For Release 2002/05829 : CIA-RDP85-00759R000100100004-1

Administration allows all

restrictions to be walved in
war or armed coafilict with
timely notice to intelligence
committees; S. 2525 speclfies
certain limitation waivable in
war, armed conflict, or grave
threat, with prior notice.

Administration criminal penal=

ties only for intrusilve
technlques; $. 2525 criminal
penalties also for unconsented
human experimentation and
assassination,

Adminilstration civil remedies
against individuals only for
intrusive techniques or inten-
tional violations of constitu-
‘tional rights; S. 2525 civil
remedies against indilviduals
also for human experimentatlon
and other violations of legal
or constitutional rights.

Administration limits class of
plalntiffs; S, 2525 allows
any person to suc.




T S80S waael O
Procecures and Repulations

Supnression of Zvidence
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No iajunctlon may be obtained and

srocedures and regulations to imple=
meat Title II cannot create enforce-

able substantive or procedural
rightss (See. 264)
raformation obtained in violation

the charter or implementing
procedures may not be barred £rom
¢ trial. (Sec. 264)

o provision:

No provision.

9
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Administration bars injunctions

and sults bascd on implementing
regulations; S§. 2525 does not.

Admindstration provision does

ot allow suppression of
evidence in most clrcum=
stances; S. 2525 does not
bar suppression.
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Sec.
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Sec.

*°>

Sec.
Sec.
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Sec.

Sec.
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212.

213.
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Principles and Procedures Governing
Collection of Information Concerning
United States Persons, and Foreign
Persons Within the United States

General Principles

Implementing Procedures and
Regulations

Authority to Gollect Intelligence
Concerning United States Persons

Authority to Collect Counterin-
telligence and Counterterrorism
Intelligence Concerning United

States Persons

Authority to Collect Foreign Intelli-
gence Concerning United States Persons

Attorney General Approval of Collec-
tion Utilizing Certain Techniques
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Duration of Collection JK
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States Persons
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TITLE II =-- INTELLIGENCE ACTIVITIES AND CONSTITUTIONAL RIGHTS

PART A

GENERAL PROVISIONS; RESPONSIBILITIES QF THE
ATTORNEY GENERAL

SHORT TITLE
Sec. 201." This title may be cited as the "Intelligence

Activities and Constitutional Rights Act of 1978".

[Xs
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STATEMENT OF FINDINGS

Sec. 202. The Congress hereby finds that--

(1) properly limited and controiled intelligence
activities conducted within the United States or directed
against United States persons abroad are necessary to
protect against espionage and other clandestine intelligence
activities harmful to the security of the United States, to
protect against sabotage, international terrorist
activities, and assassinations, and to collect information
concerping foreign powers, organizations, or persons which
is essential to the formulation and conduct of the foreign
policy and to the protection of the nationél security of the
United States;

(2) illegal or improper intelligence activities have
undermined due process of law, inhibited the exercise of
freedom of speech, press, assembly, and association, invaded
the privacy of individuals, and impaired the integrity of
free institutions; and

(3) legislation is needed to allocate clearly the
responsibility for directing and supervising all
intelligence activities conducted within the United States
or against Uhited States persons abroad, to establish
standards and procedures for the conduct of such activities,
to prohibit certain activities, and to establish adequate
legal safeguards to ensure adherence to such standards and

procedures.

(RS
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STATEMENT OF PURPOSES

Sec. 203. It is the purpose of this Act—;

(1)  to provide statutory authorization for
intelligence activities which are directed against United
States persons or performed within the United States and
which are necessary for the formulation and conduct of the
foreign affairs ané the protection of the national secgrity
of the United States;

(2) to establish comprehénsive statutory standards
and procedures for the conduct of the intelligence
activities of the United States in order to protect
individuals against violations and infringements of their
constitutional rights;

(3) to provide fair and effective remedies and
sanctions whenever any person's rights under the
Constitution or laws of the United States are infringed or
violated by intelligence activities of the United States;
and

(4) to delineate the role of the Attorney Genéral in
ensuring that intelligence activities of the United States
are conducted in conformity with the Constitution and laws

of the United States.

s
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DEFINITIONS

J3

ec. 204. {a) Except as otherwise provided in this

L

saction, the definitions in title I of this act shall apply to
this title.
(b) As used in this title--

(1) The term "clandestine intelligence activity"
means any intelligence activity on behalf of a foreign power
which 1s planned and executed in a manner intended to.
conceal the nature or fact of such activity or the role of
such foreign power, and any activity carried out in support
of such activity.

(2) The term "confidential records” means any
documentary information or material which i; not generally
available to a private person. '

(3) The term "covert human source" means any person
acting on behalf of any entity of the Intelligence Community
who is directed to collect specific information or material
for such entity in a manner intended to conceal the nature
or the fact of such collection, inciuding any person who
voluntarily agrees to perform such activity without
compensation.

(4) ‘The term "electronic surveillance within the
United States" shall have the same meaning as in title III
of this Act.

(5) The term "foreign electronic or signals
intelligence activities" shall have the same meaning as in

title III of this Act.

(6) The term "foreign organization"§means--

(A) any unincorporated association organized
outside the United States and not substantially
composed of United States citizens or aliens lawfully
admitted for permanent residence (as defined in

section 101 (a) (20) of the Immigration and Nationality

Act); or
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(B) any corporation ‘incorporated outside the
United States.
(7) The term "foreign person” means any foreign

power, any foreign organization, or any individual who is

not a citizenrof the United States or an alien lawfully

admitted for permanent residence (as defined in section

101 (a) (20) of the Immigration and Nationality Act).
(8) The term “"foreign power" means--

(A) any government of a foreign country,
including any person or group of persons exercising
sovergign de facto or de jure political jurisdiction
over any country, other than the United States, or
over any part of such country, and including any
subdivision of any such group and any group or agency
to which such sovereign de facto or de jure authority
or functions are directly or indirectly delegated;

(B) any faction or body of insurgents within a
country presuming to exé:cise governmental authority
whether such.faqtion or body of insurgents has or has
not been recognized by the United States; ”

(<) any foreign political party including any
organization or any other combination of individuals
in a country other than éhe United States, or any unit
or branch thereof, having for an aim or purpose, or
engaged in any activity devoted in whole or in part
to, the establishment, administration, control, or

acquisition of administration or control, of a

government of a foreign country or a subdivision
thereof, or the furtherance or influencing of the
political or public interests, policies, or relations
of a government of a foréign country or a subdivision
thereof, but not including any United States
organization; or

(D} any corporation incorporated in the United
States which is directed and controlled by any

government of a foreign country.
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(9) The term "mail cover" means any systematic and
deliberate inspection of the exterior of mail to or from a
particular verson without such person's consent before such
mail is delivered to the person to whom it is addressed.

(10) The term "national agency check" means & record
check of the Federal Bureau of Investigation fingerprint and
investigative files, the Civil Service Commission
security/investigations index, the Department of Deferfse
central investigative index, the central files of the
Central Intelligence Agency, or the central files of the
Department of State, and, when there is a reasonable
likelihood that relevant biographic information will be
found in such files, the central files of any other Federal
agency.

(11) The term "physical surveillance" means (A) any
Systematic and deliberate observation of a person without
that person's consent by any means on a continuing basis, or
(B),unconsenfeé acquisition of a nonpublic communication by
4 person not a party thereto or visibly present thereat
throﬁgh any means not involving electronic surveillance
within the United States or foreign electronic or signals
intelligence activities. This term does not include
overhead reconnaissance not directed at specific United
States persons.

(12) The term "United States", when used to describe
a geographic location, means the several States, the Virgin

Islands, the Commonwealth of Puerto Rico and the possessions

l
Tt

and territories of the United States.
(13) The term "United States organization" means any
unincorporated association or corporation which is a United

States person.
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RESPONSIBILITIES OF THE ATTORNEY GENERAL

[¥r)

ec. 205. {a) Tt shall be the duty of the Attornev
General to sarcicipate, as appropriate, in the Hational Zecurity
Council, and with the Director of National Intelligence, the
Intelligence Oversight Board, and the heads of the entities of
the Intelligence Community, in ensuring that all intelligence
activities of the United States are conducted in conformity with
the Constitution and laws of the United States and do not ab}idge
any right protected by the Constitution or laws of the United
States. In discharging this duty the Attorney General shall--
(1) have responsibility for the approval of all
regulations or p;ocedures proposed by the Director of
National Intelligence or by the head of any entity of the
Intelligence Community to implement any provision of this
title;
(2) evaluate on a continuing basis all statutes,
:executive orders, presidential directives and memoranda, ard
all regulations and procedures, relating to intelligence
activities to determine whether they adequately protect the
rights of United States persons under the Constitution and
laws of the United States, and the legal rights of any other
persons who are in the United States, and make such
recommendations for changes therein as the Attorney General
may deem necessary to achieve such purposes;
(3) supervise the inteliigence activities of the
Federal Bureau of Investigation authorized in title V of
this Act; i
(4) review o; approve intelligence';ctivities when
required to do so by this Act;
(5) submit a wfitten report annually to the
Permanent Select Committee on Ihtelligence of the House of
Representatives and the Select Committee on Intelligence of
the Senate on those intelligence activities which under this
title require the approval or review of the Attorney General

or his designee.
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(b) (1) .To assist the Attorney General in the discharge
of his responsibilities under this title, the Attorney General
shall designate--

(a) an official or officials from émong the Deputy
Attorney General, the Assocliate Attorney General, and
Assistant Attorneys General who shall perform any duty
assigned to the Attorney General's designee under this Act;
and .

(B) an internal inspection officer who shall have,
to the extent determined by the Attorney General, the same
responsibility and authority with respect to the
intelligence activities of the Department of Justice as the
inspector general of each entity of the Intelligence-
Community has under se;tion 151 of this Act with respect to
the intelligence activities of that entity.

(2) The Attorney General, on or before the effective date
of this Act, shall notify the Permanent Select Committee on
Intelligence of the House of Representatives and the Seiect
Committee on Intelligence of the Senatge which of the officials
specified in paragraph (b) (1) (A) of this section shall perform
the duties assigned to the Attorney General's designee unéer this
Act. 1If any such'duties are subsequently assigned or transferred
to any person who on the effective date of this Act had already
been appointed to such office by the President, by and with the
advice and consent of the Senate, the Attorney General shall
promptly notify the Permanent Select Committee on Intelligence of
the House of Representatives and the Select Comm}ttee on
Intellgéence.of the.Senate of such assignment o?gtransferral.

Any such duties shall be assigned or transferred to any person
who on the effective date of this Act had not yet been appointed
to such office only if the Attorney -General designates such
person to exercise such duties prior to such person'snéppointment
to such office by the President, by and with the advice and

consent of the Senate.
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PART B
AUTHORITY TO COLLECT INFORMATICN CONCERNING UNITED STATES
PERSCNS, AND FOREIGN PERSONS WITHIN THE UNITED STATES
-SUBPART 1
PRINCIPLES AND PROCEDURES GOVERNING COLLECTION OF

INFORMATION CONCERNING UNITED STATES PERSONS,
AND FOREIGN PERSONS WITHIN THE UNITED STATES

GENERAL PRINCIPLEé

Sec. 211. (a) ¥o information concerning any United
States person, or any foreign person within the United States,
may be collected for aﬁy foreign intelligence,
counterintelligence, or counterterrorism purpose except in
accordance with this part.

(b) Information concerning any United States persoﬁ, or
any foreign person within the United States, may be collected by
any entity of the Intelligence Community with the consent of that
person. The consent of any such person shall be requested
whenever making such a request would not frustrate the lawful
purposes of the collection.

(c) Publicly available information concerning any United
States person, or any foreign person within the United States,
may be collected by any entity of the Intelligence Community when
such information is relevant to an authorized function of that
entity.

(d) All collection of information concerning United States
persons, or foreign persons within the United States, shall be
conducted by the least intrusive means possible. Whenever the
information sought can reasonably be ocbtained fﬁpm publicly
available information, i£ shall be so obtaineq. :Whenever there
is a choice between two or more techniques of collection, each of
which can reésonably be expected to obtain the information

sought, the technigue which is least .intrusive shall be used.
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IMPLEMENTING PROCEDURES AND REGULATIONS e
Sec. 21Z. The head of each entity of the Intalligence %%g

Community sha;l,vsubject to the approval of the Attorney General,.
promulgate procedures and Legulations--

(1) designating ﬁhose officials of that entity who
are empowered to--

(3a) authorize the initiation, renewal, of
extension of collection of information under thi;
part; and

(B) authorize the use of particular technigques
of collection;

(2) ensuring that the least int;usive techniques
necessary to collect information concerning United States
persons, or foreign persons'within the United States, are
used; '

(3) providing guidance with respect. to the
circumstances in which the initiation or continuation of
collection of information under the authority of this part

*would be juétified and in which the use of a particular
technique would be appropriate;

(4) prescribing requirements for the maintenance of
written records, in accordance with section 152 of this act,
on the use of particular techniques; and

(5) prescribing any other reguirements necessary to
protect constitutional rights and to limit the use of
information collected under this part to lawful governmental

purposes.
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SUBPART 2
AUTHORITY TO COLLECT. INTELLIGENCE
CONCERNING UNITED STATES PERSONS
" AUTHORITY TO COLLECT COUNTERINTELLIGE&CE AND
COUNTERTERRORISM INTELLIGENCE CONCERNING UNITED STATES PERSONS
Sec. 213. Counterintelligence or counterterrorism
intelligence may be collected concerning any United States person
who—-— .
.

(1) is reasonably believed to be engaged in
espionage or any other clandestine intelligence activity
which involves or may involve a violation of the criminal
laws of the United States, sabotage, any international
terrorist activity, or any assassination, to be aiding and
abetting any person in the conduct of any such activity, or
to be conspiring with any éerson engaged in any such
activity;

(2) is reasonably believed to be engaged in any
clandestine intelligence activity outside the United States;
or

(3) ‘ resides outside the United States and is acting
in an official capacity for any foreign power or
organization which is reasonably believed to be engaged in
espionage or any other clandéstine intelligence activity,
sabotage, any inteérnational terrorist activity, or any

assassination.
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AtITE.IORITY TO COLLECT FOREIGN INTELLIGENCE
CONCERNING UNITED STATES PERSONS
214. Foreign intelligence may be collected concasrning
any United States person when a properly designated official of
an entity of the Intelligence Community determines that the
foreign intelligence would be significant foreign intelligence,
and when such person--

(1) is reasonably believed to be engaged in .
espionage or any other clandestine intslligence activi}y
which involves or may involve a violation of the criminal
laws of the United States, sabotage, any international
terrorist activity, or any assassination, to be aiding and
abetting any person in the conduct of any such activity, or
to be conspiring with any person engaged in any such
activity;

(2) is reasonably believed to be engaged in any
clandestine intelligence activity outside the United States;

(3) resides outside the United States and -is acting =
in an official capacity for a foreign power and the
informatioﬁ sought concerns such person's official duties or
activities; or

(4) is a fugitive from United States justice abroad,
reasonably believed to have relationships with foreign

governments or organizations which would constitute

significant foreign intelligence.
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ATTORNEY GENERAL APPROVAL OF COLLECTION
UTILIZING CERTAIN TECHNIQUES
Sec. 215. The following techniques may be used to collect
intelligence ﬁoncerning a United States person under this
subpart, but only under exigent circumstances or when the
Attorney General or his designee, or, in the case of
counterintelligence or counterterrorism collection concerning a
member of the armed forces, the appropriate service Secretagy,
has made a written finding that in che collection of information
concerning such person the use of such techniques is necessary
and reasonable:

(1) examination of the confidential tax records of
any federal, state, or local agency in accordance with any
applicable law;

(2) physical surveillance for pur?oses other than

identification;

(3) the direction of covert human sources to collect
information;
(4) mail covers in accordance with applicable law of

the United Stétes;

(5) requests for information, for purposes other
than identification, pertaining to employment, education,
medical care, insurance, telecommunications services, credit
status, or other financial matters from the confidential
records of any private institution or any federal, state, or
local agency; and .

(6) electronic surveillance within the United
Séités,'foreigd electronic or signals inte}éigence
activities, physical search, or mail opening in accordance

with title III of this Act.
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DURATION OF COLLECTION

Sec. 215. (a) Intelligence collection under the

O
Fh

auchority this subpart may be initiated only upon the writtan
approval of a properly designated official of an entity of the
Intelligence Community. Such approval shall be valid for not
more than 90 days, renewable in writing for one additional 90-day
period.

{b) Intelligence collection dnder the authority of this
subpart may continue beyond the 180 days authorized in subsection
(a) only if a properly designated official of the entity of the
Intelligence Community conducting such collection makes a written
finding that continuation of collection is necessary and
reasonable.

(¢) The Attorney General or his designee, or, when the
subject of the collection is a member of the armed forces, the
appropriate service Secretary, shall review annually each
collection under this subpart which has continued for more than
180 days. Any such collection shall terminate after such annual
review unless the Attorney Generél or his designee, or, if
appropriate, the service Secretary, makes a written finding thag

the continuation of collection is necessary and reasonable.
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WRITTEN FINDINGS

Sec. 217. Written findings under sections 213 or 216 shall
be pased on the following considerations--

(1) the degree to which continuation of collection
or the use of particular techniques of collection would
infringe99 the rights of the subject of the collection;

(2) the importance of the information sought; |

{3) the credibility and specificity of information
already obtained indicating that the subject of the
collection continues to satisfy the standards for collection
under this subpart; and

(4) when the collection is for a counterintelligence
or counterterrorism purpose, the likelihood, immediacy, and

magnitude of any harm threatened by such activity.
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SUBPART 3
AUTHORITY TO COLLECT OTHER INFORMATION
CCNCERNING UNITED STATES PERSONS

AUTHORITY TO COLLECT INFORMATION CONCERNING
TARGETS QOF FOREIGN INTELLIGENCE SERVICES
OR INTERNATIONAL TERRORISTS/

Sec. 218. (a) Information may be collected for up to 180
days by any entity of the Intelligence Community concerning any
United States person—--— | .

(1) who 1is reasonably believed to be the object of 2
recruitment effort by the intelligence service of a foreign
power Or by any person or organization engaging in any
international terrorist activity; or

(2) who is engaged in activity or possesses
information or material which is reasonably believed to be
the specific target of any international terrorist activity
or the target of any clandestine intelligence collection
activity, or who is reasonably believed to be the target of
any assassination attempt by any foreign. person or by .
international terrorists, but oniy to the extent necessary
to protect against such terrorist or intelligence activity
or assassination attempt.

(b) Any person who is the subject of collection of
information under this section shall be advised of any risks to
that person posed by the intelligence activities of a foreign
power or by international terrorist actiyities, and such person's
consent-for collection shall be reguested, unless a properly
designated official determines that--

o (1) informing the person would jeoﬁgrdize
intelligence sources and methods; or )

(2) there is reasonable uncertainty as to whether
such person may be cooperating with the foreign intelligence

service or international terrorists.
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AUTHORITY TO COLLECT FOREIGN INTELLIGENCE
IN THE POSSESSION COF UNITED STATES PERSONS
Seca 219. foreign incelligence in the possession of a
Uniced States person may be collectad by any antity of the
Intelligence Community without the consent of such person if--
(1) a properly designated official of the collecting
entity determines that such intelligence is significant
foreign intelligence, not otherwise 6btainable;
(2) collection of infermation cencerning the United
States person is limited to information essential to
understanding or assessing the foreign intelligenpe; and
(3) collection is limited to interviewing any other
person to whom such United States person may have

voluntarily disclosed such foreign intelligence.
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AU'I'HO.RITY TO COLLECT INFORMATION CONCERNING
PERSONS IN CONTACT WITH SUSPECTED
INTELLIGENCE AGENTS

Sec. 220. Information may be collectad for not to exceed
90 days by any entity of tpe Intelligence Community concerning
any United States person who has contact with any person who is
reasonably believed to be engaged in espionage or any other
clandestine intelligence collection activity, but such
information may be collected only to the extent necessary ts
identify such United States person and to determine whether such
person currently has, has had, or will have access to any

information, disclosure of which to a foreign power would be

harmful to the United States.

W
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AU'I'HO'RITY TO COLLECT INFORMATION CONCERNING
PERSONS IN CONTACT WITH SUSPECTED
INTELLIGENCE AGENTS

Sec. 220. Information may be collected for not to exceed
90 days by ‘any entity of the Intelllgence Community concerning
any Unlted States person who has contact with any person who is
reasonably believed to be eéngaged in espionage or any other
clandestine intelligence collection activity, but such
information may be collected only to the extent necessary te
identify such United States person and to determine whether such
person currently has, has had, or will have access to any

information, disclosure of which to a foreign power would be

harmful to the United States.

!
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AUTHORITY TO COLLECT INFORMATION
CONCERNING POTENTIAL SOURCES OF ASSISTANCE
Sec. 221. Information may be collected for up to 90 days
Oy any entity of the Intelligence Community concerning any United
States person who 1is reasonably believed to be a potential source
of information or operational assistance, but only to the extent
necessary to determine such person's suitability or credibility
as such a source. Collection without the person's consent shall
be limited to publicly available information, national agency
checks, and interviews. The consent of any such person shall be
requested unless a properly designated official of the collecting
entity makes a written finding that:
(1) there is a serious intention to use such person
as a source of information or assistance, and
(2) such a request would jeopardize the activity for

which information or assistance is sought.
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AUTHORITY TO COLLECT INFORMATION FOR THE
PROTECTION OF THE SECURITY OF INSTALLATIONS,
PERSONNEL, COMMUNICATIONS, AND SOURCES AND METHODS

Sec. 222. (&) Each entity of the Intelligence Community,
" in order to determine whether any United States person within, on
the grounds of, or in the immediate vicinity of any installation
of that entity should, in accordance with any rule or regulation
applicable to that installation, be excluded from that
installation or from the immediate vicinity of that installation,
may conduct physical suirveillance of any such person, may reguest
information concerning such person from the records of any
federal, state, or local law enforcement agency, and may conduct
a national agency check on such person.

(b) Each entity of the Intelligence Community may collect
information concerning any United States person who is reasonably
pelieved to be engaging in any activity which poses a clear
threat to the physical safety of any installation or of any
personnel of that entity, but the collection of such information
within the United States shall be limited to such inforﬁation as
is necessary to depermine whether the matter should be referred
to an appropriate law énforcement agency, at which point the
collection of such information shall be terminated. 1In no case
shall the collection of such information within the United States
go beyond--

(1) physical surveillance within, on the grounds of,
or in the immediate vicinity of any installation of such
entitys

(2) national agency checks; .

(3) reéuesté for information from E%e records of any
federal, state, or local law enforcement agency; and

(4) interviews.

(¢) + Each entity of the Intelligence Communiky may collect
information concerning any employee or contractor of that entity
or any employee of a contractor of that entity to determine
whether such entity employee Or contractor or contractor employee
has violated any rule or regulation of that entity pertaining to
the security of that entity's installations, personnel,
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communications, sources or methods. Such collection may continue
beyond 180 days only with the written approval of the head of the
entity. The head of each entity mav approve in writing the use
of the following‘techniques of collection with respect to any
such employee--

(1) examination of the confidential records of any
federal, state or local tax égency in accordance with
applicable law;

(2) physical surveillance for purposes other than
identification;

(3) the direction of covert human sSources to collect
information;

(4) ° mail covers in accordance with applicable law of
the United States; and

(5) requests for information, for purposes other
than identification, pertaining to employment, education,
medical care, insurance, telecommunications services, credit
status, or other financial matters from the confidential
records of any private institution or any federal, state or

local agency.
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SUBPART 4

AUTHORITY TO COLLECT INFORMATION CONCERNING

FOREIGN PERSONS WITHIN THE UNITED STATES
Sec. 225. Information concerning any foreign person within

the United States may be collected for foreign intelligence,
counterintelligence, or counterterrorism intelligence purposes
if--

(1) such person is an officer or emplovee of any
foreign power or organization:

(2) the circumstances of such person's presence in
the United States make it reasonably likely that such person
may engage in espionage or any other c¢landestine
intelligence activity;

(3) information concerning such person is determined
by the head of the collecting entity of the Intelligence
Community to be significant foreign intelligence; or

(4) the collection of information concerning such
person would be permitted under this part if such person
were a United States person, but any limitation under this
part on duration or techniques of collection that would bé
applicable to collection concerning a United States person

shall not apply to collection under this section.
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PART C
RETENTION AND DISSEMINATICN OF
INFORMATION CONCERNING UNITED STATES PERSONS
RETENTION
Sec. 231. (a) Informaticn concerning any United States

person which is collected in the course of collection of

information for any foreign intelligence, counterintelligence, or

counterterrorism purpose, which is not publicly available, %und
which permits tﬂe identification pf such person (hereinafter in
this part referred to as "private information"), may be retained
in the records or files of any department or agency without such
person’'s consent only if--

(1) collection of information concerning such person
has been approved in accordance with the provisions of this
title and such information is relevant to the approved
purposes of collection;

(2) it is reasonably believed that such information
may provide a basis for initiating intentional coliection of
information pursuant to the provisions of this title;

(3) such information concerns a possible threat to
the physical safety of any person;

(4) it is reasonably believed that such information
may be evidence of a crime;

{3) such information was collected in the course of
authorized foreign intelligence, counterintelligence, or
counterterrorism intelligence collection and is essential
for qnderstanding or assessing such intelligence;

(6) such information constitutes fg%eign
intelligence, counterintelligence, or counterterrorism
intelligence and the United States person concerned is the
incumbent of any office of the United States Government
having significant responsibility for the conduct of United
States defense or féreign policy; or

{(7) such information»was acqguired by overhead
reconnaissance not directed at any specific United States

person.
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(b) Publicly available information concerning. any United
States person may be retained in the records or files of any
antity of she Intelligence Community when relevant to a lawful
function of that éntity.

(c) Notwithstanding any other provision of ‘this part,
information collected by means of electronic surveillance within
the United States or foreign electronic or signals intelligence

activities shall be retained or disseminated only in accordance

with the provisions of title III of this Act.
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DISSEMINATION

Sec. 232. (a) Private information may be disseminated
without the consent of the person which such information
identifies only in accordance with this section.

(b) Private information may be disseminated within the
entity of»the Intelligence Community collecting such information
(hereinafter in this part referred to as the "collecting agency")
or within any departmenp or agency subsequently veceiving suéh
information only to those persons who require such information
for the discharge of autﬁorized governmental responsibilities.

(c) Private information which constitutes foreign
intelligence may be disseminated outside the collecting agency if
the dissemination is to another department or agency having
lawful access to foreign intelligence information and the
identity of the United States person is essential to an
understanding or assessment of the information's importance.

(@) Private information which constitutes
counterintelligence or counterterrorism intelligence may be
disseminated outside the collecting agency if-—'

(1) the dissemination is to another entity of the
Intelligence Community havihg lawful counterintelligence or
counterterrorism responsibilities, as the case may be, and
having a direct interest in the particular information; or

(2) the dissemination is to a foreign government, if
the information indicates that the United States person
concerned may be engaged in international terrorist
agEivities or in clandestine intelligence éétivities of
direct interest to that-fqreign government,.énd if such
dissemination is clearly in the interests of the United
States.

(e) Private information which relates to any criminal
activity may be disseminated outside the collecting agency if the
United States‘peréon concerned is apparently involved in such
criminal activity or is or may become the victim of that

V activity, and if--
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(1) dissemination is to any federal, state, or local
law enforcement agency having investigative jurisdiction
over such c¢riminal activity or resoonsibility for protecting
against such criminal activity; or

(2) dissémination is to a foreign law enforcement
agency having investigative jurisdiction over such criminal
activity, and such dissemination is determined by the
Attorney General or his designes, having due regard to the
seriousness of the activity and any legal cbligation imposed
on the United States by any treaty or other international
agreement, to pe in the interests of the United States.

(£) Private information relating to the trustworthiness of
any United States person who'currently has, has had, or is being
considered for access to classified information may be
disseminated to the department or agency which employs, employed,
or intends to employ that person, the department or agency which
granted that person a Security clearance or access to classified
information, or to any departmeht or égehcy having respénsibility
to investigate that person's trustworthiness.

(g) Private information relating to the suitability of any
United States'person as a source of information or assistance for
any lawful intelligence purpose may be disseminated to any entity
of the Intelligence Community requesting such information, if the
request certifies that there is a serious intention to use such

person as such a source of information or assistance.
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RETENTION AND DISSEMINATION
FOR OVERSIGHT PURPOSES

Sec. 233. (a) In the event that private information i3
coliected by a means or in 2 manner prohibited by this Act, such
information may be retained ot disseminated only for purposes of
oversight, accountability, and redress. Such information, whén
relevant to an§ administrative, civil, or criminal proceeding,
shall not be destroyed or otherwise dispoéed of if the collecting
agency 1is on notice of such a proceeding. )

(b) This part shall not be construed to limit or otherwise
affect in any manner any'right of the Congress or any committee,
subcommittee, or member thereof to have access to any
information.

(c) This part shall not be construed to prevent the
retention or dissemination of information about any United States
person in a manner which would clearly not permit the

identification of the United States person concerned.
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PART D

RESTRICTIONS AND LIMITATIONS

PROHIBITION OF POLITICAL SURVEILLANCE
Sec. 241. No inteiligence activity may be directed against
any United States person solely on the basis of such person's
exercise of any right protected by the Constitution or laws of
the United States, and no intelligence activity may be desiyned
1

and conductad so as to limit, disrupt, or interfere with the

exercise of any such right by any United States person.

-
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PROHIBITED DISSEMINATION

Sec. 242, No person acting on 5ehalf of any eﬁtity of the
Inceiligence Community may disseminats anonfmously or under a
false ldentlty 1nformatlon concerning any Unlted States person
without such person's consent unless such dissemination poses no
risk to the physical safety of such person, is not for the
purpose of discrediting such person because of such person'§
exercise of rights protected by the Constitution and laws of the
United States, and is made--

(1) to a foreign intelligence service when necessary
to protect against espionage or any other clandestine
intelligence activity;

(2) to persons engaged in sabotage, international
terrorist activities, or assassination, when necessary to
protect against any such activity; or

(3) to any person when necessary to the maintenance
éf properly authorized cover for an officer, emplecyee, or
person acting for or on behalf of an entity of the

Intelligence Community.
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PARTICIPATION IN ILLEGAL ACTIVITY

de

Sec. 243. No person acting dﬁvbehalf oL an entity of the
Inteiligence Community may instigate or commit any violation of
the criminal statutes of the United,States unless such activity
is undertaken pursuant to procedures approved by the Attorney
General and--

(1) does not involve acts ofiviolence;

(2) does not involve a viclation of any other
provision of this Act; and

(3) is necéssary to protect against acts of
espionage, sabotage, international terrorist activity, or

assassination.
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RESTRICTIONS ON UNDISCLOSED PARTICIPATION
IN UNITED STATES ORGANIZATIONS

Sec. 244. (a) No person may, except in accordancé with
this section, join or otherwise participate in any United States
organization, of any other organization within the United States,
on behalf of an entity of the Intelligence Community without
disclosing such person's intelligence affiliation to appropriate
officials of that organization. :

{b) The head of an entity of the Incelligence Community or
his designee may, when essential for intelligence activities
authorized by this Act, authorize undisclosed participation on
behalf of that entity, without disclosing affiliation with that
entity, in an organization within the United States which is
composed primarily of foreign persons and is acting on behalf of
a foreign power.

(¢) The head of an entity of the Intslligence Community or
his designee may authorize undisclosed participation in a United
States organizétion without disclosing affiliation with ‘that
entity when necessary to collect information concerning the
o:ganiz;tion or its members under part B of this Acﬁ. Such
participation shall be confined to the collection of information
as authorized by that part, and shall be conducted so as not to
influence the lawful activities of the organization or its
members. Within the United States such participation may be
undertaken to collect nonpublicly available information only on
behalf of the Federal Bureau of Investigation.

(d) The head of an entity of the Intelligence Community or
his de%iénee may authorize undisclosed participaéion in a United
States organization without disclosing affiliation with that
entity when such participation is essential for preparing the
participant for assignment to an intelligence activity outside
the United States. Such participation shall be conducted so as
not to influence the lawful activities of the organization or its

members.
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RESTRICTIONS ON THE PROVISION OF

ASSISTANCE TO LAW ENFORCEMENT AUTHORITIES

Sec. 245. (a) SExcépt as otherwise provided in this Act,
no entity of the [ntelligence Community othear than the entities
of the Departﬁents of Justice and Treasury having law enforcement
responsibilities-may provide services, equipment, personnel or
facilities to the Law Enforcement Assistance Administration or to
state or local police organizations of the United States, or
participate in or fund any law enforcement activity within tge
United States.

(b) Any entity of_the Intelligence Community may--

(1) cooperate with appropriate law enforcement
agencies for the purpose of protecting the personnel and
facilities of such entity and conducting background checks
on applicants for employment;

(2) participate in law enforcement activities, in
accordance with this Act, to protect against espionage or
any other unlawful clandestine intelligence activity,
sabotage, any international terrorist activity, or any
assassination; or

(3) with the prior approval of a designated officiai
of such entity, provide specialized equipment, technical
knowledge, or, pursuant to procedures approved by the
Attorney General, the assistance of expert personnel for use
by any federal law enforcement agency or, when lives are
endangered, to support local law enforcement agencies.

(c) The Attorney General or the Attorney General's
desigmee  shall be notified in a timely manner o§$such provision
of equipment, knowledge, Or personnel, and shaliéreview at least
annually all provision of expert personnel to determine whether
the procedures approved by the Attorney General have been

followed.
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'RESTRICTIONS ON THE USE 5F HUMA;&
SUBJECTS FOR EXPERIMENTATION

Sec. 246. No entity of the Intelligence Community shall
spongor, contract for, or conduct research on any human subject
except in accordance with guidelines on research involving human
subjects issued by the Secretary of Health, Education, and
welfare. The requiremehts for informed consent and the
documentation relating to such consent shall be the same as,
provided in such guidelines of the Secretaryv of Health, ]
Education, and Welfare. The National Commission for the
Protection of Human Subjects of Biomedical and Behavioral
Research shall have jurisdiction to monitor, under appropriate
security arrangéments, compliance with such guidelines by the
various entities of the Intelligence Community which conduct
research on any human subject: and such commission shall advise
the Director of National Intelligence and the Secretary of
Health, Education, and Welfare on any changes in such guidelines
as may be necessary to protect fuliy the health and safety of.

such human subjects.
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PART F

REMEDIES

SUBPART 1

CRIMINAL SANCTIONS

ILLEGAL PHYSICAL SEARCHES

Sec. 251. (a) Section 2234 of title 18, United States
Code, 1is amended by inserting "or other appropriate court order,"
immediately after "search warrant".

(b)‘ Section 2235 of title 18, United States Code, is
amended by inserting "(a)" before "Whoever" at the beginﬁing of
such section and adding a new subsection as follows:

"(b) Whoever maliciously and without complying with the
provisions of the Foreign Intelligence Surveillance Act of 1978
procures a court‘order under that Act for an.unconsented physical
search, shall be fined not more than $1,000 or imprisoned not

‘more than one yéar.“;

(c) The first paragraph of section 2236 of title 18,

United States Code, is amended by-- k
(1) inserting "or engaged in any intelligence
activity (as defined in the National Intelligence Act of

1978)", immediately after "any law of the United States".

(2) inserting "or other appropriate court order"

immediately after "“property without a search warrant".
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UNCONSENTED HUMAN EXPERIMENTATION

Sec. 252. (a) Part I of title 18, United States Code, is
amended by adding at the end thereof a new chapter as follows:
"Chapter 123 -- Unconsented Human
Experimentation
"Sec.

"2551. Prohibition against unconsented human
experimentation.

"Section 2551. Prohibition against unconsented human
experimentation

"Any officer, employee, or agent of the United States who
knowingly engages in or authorizes the use of a human subject for
experimentation in a manner which results in injury to or
seriously jeopardizes the health or safety of such subject
without such subject's informed consent shall be fined not more
than $10,000 or imprisoned not more than 5 years, or both."
v (b) The table of chapfers at the beginning of part I of
title 18, United States Code, is amended by adding at the end
thereof the following:

"123. Unconsented human experimentation.”.

ol
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SUBPART 2

CIVIL DAMAGES

JOINT AND SEVERAL PERSONAL AND GOVERNMENTAL LIABILITY

Sec. 253. (a) Any person shall have a civil cause of
action against any employee or agent of any entity of the
Intelligence Community, and against the United States, jointly
and severally, if such person is aggrieved as the direct result
of any act or omission committed by such employee or agent, under
color of law, in which such employee or agent--

(1) authorizes or engages in any of the following
activities without a court order where a court order. is
required by law or the Constitution:

(A) electronic surveillance within the United

States;

(B) foreign electronic or signals intelligence

activity: .

(C) physical search; or
(D) mail opening;

(2) authorizes or engages in any intelligence
activity and such activity was engaged in for the purpose of
limiting, disrupting, or interfering with the exercise of
any right of such person protected by’the Constitution or
laws of the United States; or

(3) sponsors, contracts, or conducts research on

such person except in accordance with this title.

({b) Except aé provided in subsections (cf«and (d), civil
damages shall be assessed against any employee or agent found
liable under subsection (a) and against the United States,
jointly and severally, as follows:

(1) actual and general damages, but in no event less
than liquidated damages computed at the rate of $100 a day
for each day of vieolation orISI,OOO, whichever is higher;

(2) punitive damages; and
(3) reasonable attorney's fees and court costs.
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(c) The provisions of this section shall not apply to any
cause of action arising from the interception or disclosure of a
wire or oral communication in violation of chapter 119, chapter
120, or chapter 121 of title 18, United States Code.

(d) (1) Proof that any act or omission committed by any

employee or agent of any entity of the Intelligence

Community giving rise to any civil action under this subpart

- was committed in good faith by such employee or agent shall
constitute a complete defense to such action.

(2) A good faith reliance by an employee or agent of
any entity of the Intelligence Community on--

(A) a written order or directive issued by an
officer or employee of the United States having
apparent authority to authorize the action in
guestion; or

(B) a written assurance by any person employed
as a legal counsel or legal advisor in any entity of
the Intelligence Community stating that the action in
question is legal,

shall constitute conclusive proof of good faith under

paragraph (l) on the part of such employee or agent.

(3) Notwithstanding the existence of a good faith
defense under paragraph (1), the United States shall, if
such employee or agent was acting under color of law, be
liable for any damages actually sustained by any person who

has a cause of action under this section.
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SOLE GOVERNMENTAL LIABILITY

Sec. 254. Any person shall have a civil cause of action
against the United States ifvsuch person is aggrieved as a direct
result of any act or omission by any employee or agent of any
entity of the Intelligence Community that-- '

(1) violates any provision of this Act;
(2) is committed under color of law; and
(3) violates any right of the aggrieved person

protected by the Constitution.
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JURISDICTION

Sec. 255. The district courts of the United States shall
have original jurisdiction, concurrent with the United States
Court of Claims, for all civil actions for money damages brought

under section 253 or 254.

-
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STATUTE OF LIMITATIONS

Sec. 256. No civil action may be brought under section 253
or 254 unless filed within two years after the date on which the
aggrieved person discovered or reasonably should have discovered

the facts giving rise to a cause of action under such section.
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EXCLUSIVE REMEDY

Sec. 257. The remedies provided -under sections 253 and 254
shall be the exclusive remedies for money damages under the laws
of the United States, but shall not exclude any other reémedy or

relief (except for money damages) under law.
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DEFENDANT 'S FEES AND COSTS .

Sec. 258. (a) , The Attorney General, upon recommendation
of the head of the aépropriate entity of the Intelligence
Community, may pay reasonable attorney's fees and other
litigation costs reasonably incurred by any employee or agent of
such entity against whom a civil action is brought under section
253.

(b) The court may award ahy employee or agent of the
United States not found liable under section 253 reasonable
attorney's fees and other litigation costs reasonably incurred if
such costs are not paid under subsection (a). Fees and costs so

awarded shall be paid by the United States.

L P
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ADMINISTRATIVE ADJUSTMENT OF CLAIMS

.Sec. 259. (a) The first paragraph of section 2672 of
title 28, United States Code, is amended by striking out the
colon before the proviso and inserting in lieu thereof a comma
and the following: "or any claim for money damages against the-
United States for any injury or loss arising under any provision
of the Intelligence Activities and Constitutional Rights Act of
1978 committed by any employee or agent of any entity of th;
Intelligence Community (as defined in the National Intelligence
Act of 1978), but the amount of damages.may not exceed an amount
that could be awarded under section 253 or 254 of the
Intelligence Activities and Constitutional Rights Act of 1978, as
determined by the head of the entity concerned with the approval
of an official of the Department of Justice designated by the
Attorney General:".

(b) The first sentence of section 2675(a) of title 28,
United States Code, is amended by striking out the comma after
"employment" and inserting in lieu thereof "or upon a claim
against the United States for money damages arising out of any
provision of the Intelligence Activities and Constitutional
Rights Act of 1978 committed by any employee or agent of any
entity of the Intelligence Community (as defined in the National

Intelligence Act of 1978),".

. puvion
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SUBPART 3

ADMINISTRATIVE SANCTIONS

DISCIPLINARY ACTION

Sec. 260. (a) The head of each entity of the
Intelligence Community shall be empowered to take disciplinary
action against any officer or employee of that entity for any
action or omission that violates the provisions of this act or
any regulation issued thereunder. Notwithstanding any other
provision of law, such action may include-~

(1) suspension from employment without pay for a
period not to exceed 180 days;

(2) reduction of salary or grade or both;

(3) dismissal from employment; or

(4) a combination of (1) and (2).

(b) Before any disciplinary action is taken under this
sectlon, the officer or employee shall have the opportunity to
present evidence and to cross examine accusers and witnesses
offering evidence against such officer or employee.

(c) Any disciplinary action taken by the head of the

-entity concerned shall be conclusive with respect to both law and

fact.

v

(d) Nothing contained in this section shall be construed
to effect or limit the authority of the head of any entity of the

Intelligence Community to terminate the employment of any officer

L)

or employee of such_entity under any other provision of law.
. :
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FURTHER ADMINISTRATIVE AND DISCIPLINARY ACTION

Sec. 261. In any case in which an employee or agent of any
entity of the Intelligence Community is found guilty or liable
under section 251 or 253, committed any act or omission which
resulted in government liability under section 254, or committed
any act or omission which resulted in an award, compromise, or
settlement by the United States under section 2672 of title 28,
United States Code, the Attorney General shall refer the matter
to the head of the appropriate entity of the Intelligence
Community for such further administrative investigation and

disciplinary action as may be appropriate.
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PART F

PRIVILEGED COMMUNICATIONS; RULEMAKING

PROTECTION OF PRIVILEGED COMMUNICATIONS

Sec. 271. No otherwise privileged communication shall lose
its privileged character as a consequence of this Act; and the

Attorney General shall promulgate regulations to protect

privileged communications against intelligence activities of the

United States.
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TITLE II -- INTELLIGENCE ACTIVITIES
AND CONSTITUTIONAL RIGHTS

PART A
GENERAL PROVISIONS

SHORT TITLE

=3

Sec. 201. This title may be cited as the "Intelligence

Activities and Constitutional ights Act of 1978".

"R Y
091.;.3)
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STATEMENT OF FINDINGS

Sec. 202. The Congress hereby finds that--

(L) properlyvlimited and controlled intelligence activi-
ties conducted within the United States or directed against
United States persons abroad are necessary to protect against
espionage and other clandestine intelligence activities harm-
ful to the security of the United States, sabotage, interna-
tional terrorist activities, and assassinations, and to collect
information concerning foreign powers, organizations, or per-
sons which is essential to the formulation and conduct of the
foreign policy énd to the protection of the national security
of the-United States;

(2) United States intelligence agencies have in the past
collected and disseminated unnecessary information about the
. political activities and personal lives of Americans and have
employed surreptitious intelligence collection techniques;

(3) United States intelligence agencies have in the past
engaged in covert operatilons within the United States to dis-
rupt and discredit lawful political activities of indi&iduals
and domestic groups;

(4) such illegal or improper intelligence activities
undermine the foundations of a free society by depriving per-
sons of liberty without due process of law, by inhibiting tﬁe
exercise of freedom of speech, press, assembly, and associa-
tion, by invading the privacy of individuals, and by impairing
the integrity of free institutions; and

(5) legislation is needed to allocate clearly the respon-
sibility for direciting and supervising all intelligence activi-
ties conducted within the United States or directed against
United States persous abroad, to establish standards and pro-
cedures for the conduct of such activities, to prohibit certain
activities, and to establish adequate legal safeguards to ensure

adherence to such standards and procedures.
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STATEMENT OF PURPOSES

Sec. 203. It is the purpose of tﬁis Act-~-

(1) to provide statutory authorization and guidance for
the performance of intelligence activities necessary for the
conduct of the‘foreign affairs and the protection of the na-
tional security of the United States;

(2) to safeguard constitutional rights of the individ-
ual against violation or infringement by the intelligence ac-
tivities of the United States by . establishing comprehensive
statutory standards and procedures in accordance with which
all intelligence activities of the United States shall be con-
ducteds

(3) to confer upon the Attorney General authority neces-
sary to permit the Attorney General to participate effectively
in ensuring that intelligence activities of the United States
are conductea in conformity with the Constitution and laws of
the United States and that such activities do not abridge any
right guaranteed or protected by the Constitution or laws of
the United States;

(4) to provide fair and effective remedies for any per-
son whose rights under the Constitution or laws of. the United
States are infringed upon or vioiated by the intelligence ac-

tivities of the United Startes.
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DEFINITIONS

Sec. 204. (a) Except‘as otherwise provided in this sec-
tion, the definitions in Title I, the National Intelligence
Act of 1977, shall apply to this title,

(b) As used in this title--

(1) The term "clandestine intelligence activity"
means any activity of an intelligence service or network
of a foreign power which is planned and executed in a

i

manner intended to conceal the nature or fact of such

activity,oy the role of such foreign power, and any ac-

tivity carried out in support of such activity,

= (2)  The term "confidential records" means any in-

formation which is not generally available to any pri-

vate person.

(3) The term "covert human source" means any person
acting on behalf of any entity of the Intelligence Commun-
ity who is directed to collect specific information or
material for such entity in a manner intended to conceal
the fact of such collection, including any person who
voluntarily agrees to perform such activity without com-
pensation.

(4) The term "national agency check" means a record
check of the Federal Bureau of Investigation fingerprint
and investigative files, the Civil Service Commission
security/investigations index, the Department of Defense
central investigative index, the central files of the
Central Intelligence Agency and the State Department, and,
1f necessary based on information revealed through the
record checks of the foregoing agencies che central files of

other Federal agencies.

(3) The term "electronic or signals intelligence
activities" means the acquisition of information by the

interception of wire communications, radio communications,
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or oral communications without the knowledge of all par-
‘ties, or the installation or use of a device for moni-
toring to acquire information without the knowledge of
the persons or activities monitored, but not including
"electronic surveillance" as defined in Chapter 120 of
Title 18, United States Code (as set out in S.1566).

(6) The term ""electronic surveillance' shall have
the same meaning as is found in Chapter 120 of Title 18,
United States Code (as set ocut in $.1566).

(7) The term "foreign organization' means--

(A) any uninborporated assoclation organized
outside the United States and not substantially com-
posed of United States citizens or aliens lawfully
admitted for permanent residence as defined in sec-
tion 101(a) (20) of the Immigration and Nationality
Act; or

(B) any corporation incorporated outside the

United States.
(8) The term ''foreign pefson” means any foreign
power, any foreign organization, or any individual who
is not a citizen of the United States or an alién law-
fully admitted for permanent residence.

(9) The term ""foreign power' means--

(A) any government of a foreign country;
(B) any corporation incorporated in the

United States which is directed and controlled by

any government of a foreign country.

(10) The term '"mail cover' means any systematic and
deliberate inspection of the exterior of mail to or from
a particular person before such mail is delivered to the
person to whom it is addressed.

(11) The term 'physical surveillance"'" means any un-

consented, systematic, and deliberate observation of a
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person by any means on a continuing basis, or unconsented
acquisition of a nonpublic oral communication by a person
not a party thereto or visibly present thereat through

any means not involving electronic surveillance or elec-
tronic or signals intelligence activities. This defini-
tion does not include overhead reconnaissance not directed
at specific United States persons.

(12) The term "United States', when used to describe
a geographic location, means the United States and its
territories.

(13) The term "United States organization' means any
unincorporéted association or corporation which is a
United States person.

(14) The term "United States person' means--

(A) any citizen of the United States;

(B) any alien lawfully admitted for permanent

- residence; provided that such alien may be presumed

to have lost status as a United States person for

purposes of this Act after one year of continuous
residence outside the United States until informa-
tion suggesting an intent to return to the United

States as a permanent resident alien is obtained;

(C) any unincorporated association organized
in the United States or substantially composed of
United States citizens or aliens lawfully admitted
for permanent residence; provided that unincorporated
associations outside the United States may be pre-
sumed not to be United States persons until infor-
mation suggesting the contrary is obtained; or

(D) any corporation incorporated in the United
States which is not directed and controlled by any

government of a foreign country.
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(15) The term "unlawful', when used with respect to
any clandestine intelligeﬁcé activity, means an:activity
which invoives or may involve a violation of the laws of
the United States, any state or subdivision thereof, or,
in the case of an activity conducted outside the United
States, which would involve a violation of such laws 1if

conducted within the United States.
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RESPONSIBILITIES OF THE ATTORNEY GENERAL

Sec. 205. (a) It shall be the respoasibility of the
Attorney General to participéte, as appropriate, with the
' National Security Council, the Director of National Intelli-
gence, the Intelligence_Ovefsight Board, and the heads of the
entities of the Intelligence Community, in ensuring that all
intelligence activities of the United States are conducted in
“conformity with the Constitution and laws of the United States,
and ‘that such activities do mot abridge any right guaranteed
or protected by the Constitution or laws of the United States.
In discharging this responsibiLity, the Attorney General shall--

- (1) approve or disapprove all regulations or pro-

cedures proposed by thngiré§§§ff§§:ﬁaEiBﬁéI\Intelligence

or by the heads of the entities of the Intelligence Com-

P

munity to impléﬁent any proéision of this Title;

(2) evaluate on a continuing basis all statutes,
Executive orders, Presidential directives and memoranda,
and all regulations and procedures, relating to intelli-
gence activities to determine whether they adequately
protect the privacy and freedom of United Stateé persons,
the integrity of United States organizations, and the
rights of any other persons who are in the United States,
and make such recommendations for changes therein as he
may deem necessary to achieve such purposes;

(3) supervise intelligence activities of the Federal
Bureau of Investigation, authorized in Title IV of this
Act;

(4) review and, when required by this Title approve
intelligence activities that may significantly affect the
privacy or freedom of United States persons, the integrity

£ United States organizations, or the rights of any other

person who 1s in the United States; and
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(5) submit a written report annually to the Permanent
Select Committee on Intelligence of the House ovaepresenta~
tives and the Select Committee on Intelligence of the ‘
Senéte on those intelligence activities which under this
Title require the approval or review of the Attornmey General
or his designee.
(b) To assist the Attorney General in the discharge of
his responsibilities under this Title, the Attorney General shall
designate--
(1) an official or officials from among the Deputy
Attorney General and Assistant Attorneys General who shall
perform any duty assigned to the Attorney General's desig-
fee under this Title, provided that such designation is
made prior to the appointment of such official by the
President, by and with the advice and consent of the
; Senate; and

(2) an internal inspection officer having jurisdic-

ion over the intelligence activities of any entity of the
Department of Justice who shall perform such duties
assigned to the Inspector General of each entity of the
Intelligence Community by Section 119(a) (5) of Title I of

this Act as are assigned to him by the Attorney General.
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PART B
AUTHORITY TO COLLECT INFORMATION CONCERNING UNITED STATES
PERSONS AND FOREIGN PERSONS WITHIN THE UNITED STATES
SUBPART 1
PRINCIPLES GOVERNING COLLECTION OF

INFORMATION CONCERNING UNITED STATES PERSONS
AND FOREIGN PERSONS WITHIN THE UNITED STATES

Sec. 211. (a) No information concerning any United
States person or any foreign person within the United States may
be collected for any foreign intelligence, counterintelligence,
or counterterrorism purpose except in accordance with this part.

(b) Information concerning any United States person or
any foreign person within the Unitéd States may be collected
by angtentity of the Intelligence Community with the consent
of that person. The consent of any such person shall be re-
quested whenever making suéﬁ a request would not frustrate the
lawful purposes of the collection.

(c) Publicly available information concerning any United
States person or any forelgn person within the United States
may be collected bv any entity of the Intelligence Community
when such information is relevant to an authorized function of
that entity.

(d) All collection of informaticn concerning Upiced States
persons or foreign persons within the United States shall be
conducted in the manner which least infringes upon the personél
rights of such persons. Whenever the information sought can
veasonably be obtained from publicly available information, it
shall be so obtained. Whenever there is a choice between two
or more techniques of collection, each of which can reasonably
be expected to obtain the information sought, the technique

which least infringes on person rights shall be used.
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: ATTORNEY GENERAL APPRCVAL OF COLLECTION
UTILIZING CERTAIN TECHNIQUES

Sec. 212. The following techniques may be used to collect
~information concerning a United States person for any foreign
intelligence, counterintelligence, or counterterrorism purpose
only under exigent circumstances, or when the Attorney General
or his designee, or, in the case of counterintelligence or
counterterrorism collection directed against a member of the
b armed forces, the Secretary of the appropriate branch of the
armed forces, has granted writtén approval with respect to col-
lection concerning such person--
(1) examination of t?e confidential records of any
-
federal, state, or local tax agency in accordance with
any applicable law;
(2) physical surveillance for purposes other than
identificétion;
(3) the direction of covert human sources to col-
- lect information;
(4) mail covers:
(5) requests for information pertaining to educa-
tion, medical care, insurance, telecommunications ser-
- vices, credit status, or other financial matters from
the confidential records of any private institution or
| any federal, state, or local agency; or
(6) electronic surveillance in accordance with
either Chaprer 120, Title 18, U.S. Code, or Part C of

this Title.
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IMPLEMENTING REGULATIONS AND PROCEDURES

Sec. 213. The head of each entity of the Intelligence
Community shall, subject to the approval of the Attorney General,
promulate rules and regulations--

(a) designating those officials of such entity who are
empowered to--

(1) authorize the initiation, renewal, or extension
of collection of information under this Part; | and

(2) authorize the use of particular techniques of
collection.

(b) ensuring that the least intrusive techniques necessary
to colfect information concerning United States persons or
foreign persons within the United States are used;

(e) .setting out the circumstances in which the initiacion
or continuation of collection of information under the authority
of this Part would be justified and in which the use of a
particular technique would be appropriate; and

‘(d) prescribing requirements for the maintenance of
written records, in accordance with Section 125 of this Act,

on the use 0f particular techniques.
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SUBPART 2
AUTHORITY TO COLLECT FOREIGN INTELLIGENCE, COUNTER-

INTELLIGENCE, OR COUNTERTERRORISM INTELLIGENCE
CONCERNING UNITED STATES PERSONS

AUTHORITY TO COLLECT COUNTERINTELLIGENCE AND COUNTER-
TERRORISM INTELLIGENCE CONCERNING UNITED STATES PERSONS

Sec. 214. Collection of information may be iﬁitiated for
counterintelligence or counterterrorism purposes against a
United States person who--

(1) 1is reasonably believed to be engaged in esplonage or
any other unlawful clandestine collection activity, sabotage,
any international terrorist activity, or any assassination, or
to be Zonspiring with or aiding and abetting any person engagad
in such activity; or

(2) resides outside the United States and is acting in
an official capacity by any foreign power or organization
reasonably believed to be engaged in espionage or any other
clandestine intelligence activity, sabotage, any international

terrorist activity, or any assassinatiom.
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AUTHORITY TO COLLECT FOREIGN INTELLIGENCE
CONCERNING UNITED STATES PERSONS

Sec. 215. Collection of information may be initiated for
foreign intelligence purposes against a United States person
who--

(1) 1is reasonably believed to be engaged in espionage,
or any other unlawful clandestine intelligence activity, sabo-
tage, any international terrorist activity, or any assassina-
tion, or to be conspiring with or alding and abetting any per-
son engaged in such activity, and when the information sought
to be collected is determined by a properly designated official
of an entiﬁy of_the Intelligence Community to be significant
foreign intelligence;

(2) is an officer or employee of a foreign power residing
abroad, information about whose official duties or activities
would constitute significant foreign intelligence; or

(3)  is a fugitive from justice, information about whose
relationships with foreigﬁ governments or international
terrorist groups would constitute significant foreign intelli-

gence.
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DURATION OF COLLECTION

Sec. 216. (a) 1Intelligence collection under the authority
of this Subpart may be initiated only upon the written approval
of a propérly deéignated official of an entitv of the Intelli-
gence Community. Such approval shall be valid for no more than
ninety days, renewable in writing for one additional ninety day
period.

(b) Intelligence collection under the authority of this
Subpart may continue beyond the 180 days authorized in paragraph
(a)vonly 1f a properly designated official of the entity of the
Intelligence Community gonducting such collection makes a written

findirg that continuatiqn of collection is necessary and reason-

able. The Attorney General or his designee shall be promptly
notified of all such findings.

(¢) The Attorney General or his designee, or, when the sub-
ject of the collection is a member of the armed forces, the
appropriate service Secratary or his designee, shall review
annually all collection under this Subpart which has continued
beyond 180 days. Such collection shall terminate after such
annual review unless the Attorney General or his designee, or,
if apprdpriate, the service Secretary or his designee, makes a
written finding that the continuation of collection is necessary
and reasonable.

(d) Written findings under Sﬁbsections (b) and (c¢) shall
be based on the following considerations--

(1) the degree to which continuation of collection
would infringe upon the rights of the subject of the
collection;

(2)  the impqrtance of the information sought; and

(3) when the collection is for a counterintellizence

or counterterrorism purpose--
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(A) the credibility and specificity of infor-
mation already obtained indicating that the subject
of the collection is engaged in clandestiné intelli-
gence or International terrorist activities; and

(B) the likelihood, immediacy, and magnitude
of any harm threatened by such clandestine intelli-

gence or international terrorist activities.
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SUBPART 3
AUTHORITY TO COLLECT INFORMATION
CONCERNING OTHER UNITED STATES PERSONS

AUTHORITY TO COLLECT INFORMATION CONCERNING
POTENTIAL TARGETS OF FOREIGN INTELLIGENCE
SERVICES OR INTERNATIONAL TERRORIST GROUPS

Sec. 217. (a) Information may be collected for up to 180
days by any entity of the Intelligence Community concerning any
United States person--

(1) who is reasonabiy believed to be the object of

a recruitment effort by the intelligence service of a

foreign power or by any person or organization engaging

o

in any international terrorist activiﬁy; or

(2) who is engaged in activity or possesses informa-
tion or material which is reasonably believed to be the
target of any international terrorist activity or the tar-
get.of any intelligence activity by an intelligence service

. of any foreign power, or who is reasonably believed to be
the target of an assassination attempt by any foreign power
or any international terrorist group, but only to the ex-
tent necessary to protect against such terrorist or intel-
ligence activity.

(b) Any person wﬁo is the subject of collection of infor-
mation under this section shall be advised of any risks to that
person posed by the intelligence activities of a foreign power
or by internatiomal terrorist activities, and such person's con-
sent for collection shall be requested, unless--

(1) informing the person would jeopardize intelli-
gence sources and methods; or

(2) there is reason to believe that such person may
Ee cooperating with the foreign intelligence service or

international terrorist group.
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AUTHORITY TO COLLECT INFORMATION CONCERNING
PERSONS IN CONTACT WITH POTENTIAL ESPTONAGE
' AGENTS OR INTERNATIONAL TERRORISTS .

Sec. 218. Information may be collected for up to 90 days
by any entity of the Intelligence Community concerning any
United States person who has contact with any pérson who is
reasonably believed to be engaged in espionage or any other
clandestine intelligence activity, sabotage, any internatioﬁal
terrorist activity, or any assassination, but only to the ex-
tent necessary to identify such United States person and to
determine whether such person has, has had, or will have access
to information,_disclosure of which to a foreign power would be

harmful to the United States.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
-19-

AUTHORITY TO COLLECT INFORMATION
CONCERNING POTENTIAL SOURCES OF ASSISTANCE

Sec. 219. Information may be collected for up ‘to 90 days
by any -entity of the Intelligence Community concerning any

United States person who is reasonably believed to be a po-

tential source.of information or operational assistance, but

only to the extent necessary to determine such person's suita-

bility or credibility as such a source. Collection without
L e e e T

the person's consent shall be limited to publicly available

information, physical surveillance solely for purposes of
identification, national agency checks, requests‘for records
of any federal, state or local law enforcement agency, and
interviews. The consent of any such person shall be requested
unless a properly designated official of the collecting entity
makes a written finding that:

(1) there is a serious intention to use such person
as a source of assistance, and

(2) such a request would jecpardize the activity for

which assistance is sought.
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AUTHORITY TO COLLECT INFORMATION FOR THE
PROTECTION OF THE SECURITY OF INSTALLATIONS,
PERSONNEL, COMMUNICATIONS, AND SOURCES AND METHCDS

Sec. 220. (a) Each entity of the Intelligence Community,
in order to determine whether any person within, on the grounds
of, or in the immeidate civinity of any installation of that
entity should, in accordance with any rule or regulation appli-
cable to that installation, be excluded from that installation or
from the immediate vicinity of that installation, may conduct
physical surveillance of any such person, may request informa-
tion from the records of any federal, state, or local law enforce

-
ment agency, and may conduct a national agency check.

(b) Each entity of the Iﬁtelligence Community may collect
information concerning any person who is reasonably believed to
be engaging in activities which pose a clear threat to the
physical safety of any installation or of any personnel of that
entity, provided that within the United States such collection
shall be limited to such information as is necessary to deter-
imine whether the matter should be referred to an appropriate
law enforcement agency, at which point such collection shall
be terminated, and provided further that such collection within
the United States shall be limited to--

(1) physical surveilance within, on thelgrounds of,
or in the immediate vicinity of any installation of such
entiﬁy;

(2) national agency checks;

(3) requests for information from the records of
any federal, state or local law enforcement agency; and

(4) interviews.

(c) Each entity of the Intelligence Community may collect

information concerning any employee or contractor or employee
S SR
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of a copntractor of that entity to determine whether such employee

e .
or contractor has violated any rule or regulation of that entity

pertaining to the security of hat_entity's installations, per-

sonnel, communications, or sources and methods. Such collec-

e

tion may continue bevond 180 days only with the written approva

i

of -the head of the entity. Notwithstanding section 212, the head
of each entity may approve in writing the use of the following
techniques of collection with respect to any such employee——’

(1) examination of the confidential recdrds of any
federal, state or local tax agency in accordance with
any applicable law;

i (2) physical surveillance for purposes other than
identification;

‘(3) rhe direction of covert human sources to collect
information;

(4) mail covers; or

(5) requests for information pertaining to education,
medical care, insurance, telecommunications services,
credit status, or other financial matters from the confi-
denfial records of any private imstitution or any federal,
state or local agency.

(d) No entity of the military services may under this sec-
tion collect nonpublicly available information concerning any
United States person without such person's consent unless--

(1) such person i1s present on any military installa-
tion, is a member of the military services, or is an em-
ployee, contractor, ot employee of a contractor of the
Department of Defense; df

(2) such information is essential to understand
or assess the importance of information concerning a
particular member of the military services or employee,
contractor, or employee of a contractor of the Department

of Defense.
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SUBPART &

AUTHORITY TO COLLECT INFORMATION CONCERNIN
FOREIGN PERSONS WITHIN THE UNITED STATES

Sec. 221. Collection of information may be initiated for
foreign intelligence, counterintelligence, or counterterrorism
intelligence purposes against a foreign person within. the United
States if--

(1) such person satisfies the standards of this Title
for the initiation of collection against United States persons;

(2) such-person is an officer or employee of any foreign
power or organization; or

(3) the circumstances of such person's presence in the
United States make it reasonably likely that such person may
engage in espionage or any other clandestine intelligence ac-
tivity, sabotage, or any international terrorist activity, or
may conspire with or aid and abet any person engaged in such

activities.

Approved. For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-I2Q3DP85-00759R000100100004-1

PART C
AUTHORITY TO COLLECT INTELLIGENCE INFORMATION

BY THE USE OF ELECTRONIC SURVEILLANCE,
PHYSICAL SEARCH AND MAIL OPENING

ELECTRONIC SURVEILLANCE

Sec. 231. (a) No entity of the Intelligence Community
may conduct electronic surveillance as defined in Chapter 119
or 120 of Title 18, United States Code, unless authorized to
do so in accordance with the provisions of such chapter.

(b) No entity of the Intelligence Community may conduct
electronic or signals intelligence activities, not targeted
against a United States person, for foreign intelligence
purpose: unless information so obtained concerning United
States persons is treated in accordance with minimization
procedures, as defined in Chaptér 120 or Title 18, United
States Code, approved by ﬁhe Attorney General.

() No entity of the Intelligence Community may
intentionally attempt to acquire, directly or indirectly,
information concerning a particular United States person
or persons by means of electronic or signals intelligence
activities, under circumstances in which such person has a
reasonable expectation of privacy with respect to activities
of the United States Government and a warrént would be fequired
for law enforcement purposes within the United States, except
pursuant to this section. Applications for a court order for
electronic or signals intelligence activities targeted against
a United States person are authorized if the President has, by
written authorization, empowered the Attorney General to approve
applications to the special court having jurisdictidn under
Section 2523 of Chapter 120, Title 18, United States Code, and

a judge to whom an application is made may grant am order, in
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conformity with subsection (e), approving electronic or

signals intelligence activities targeted against a United

- States person.

(d) Each application for an order approving electronic
or signals intelligence activities under subsection (c)
shall be made by a Federal officer in writing upon oath or
affirmation to a Judge of the special court having jurisdiction
under Section 2523 of Chapter 120, Title 18, United States Code.
Each application shall require the approval of the Attorney
General based upon his finding that it satisfies the criteria
énd requirements of such application as set forth in this
section. It shall include the following information--

(1) the identity of the Federal officer making
the application;

(2) the authority conferred on the Attorney General
by the President of the United States and the approval
of the Attorney General to make the application}

(3) the identity or a description of the target
of the electronic or signals intelligence activities;

4) a statement of the facts and circumstances
relied upon by the applicant to justify electronic or
signals intelligence activities targeted against a
United States person;

(5) a statement of the proposed minimization
procedures;

(6) a statement whether the activities involve
acquisition of information from a wire communication,
from a radio communication, from an oral communication,
or from the monitoring of another activity, and a statement

whether physical entry may be involved;
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(7) a statement of the period of time during which
the activities are required to be conducted;

(8) a statement of the facts concerning all pre-
vious applications that have been made to any judge under
this Section or under Chapter 120, Title 18, United States
Code, involving the target specified in the application,
and the action taken on each previous application; and

(9) any other information or affidavit from any
other officer required by the Attorney General in connec-
tion with the application or required by the judge as
necessary for him to make findings required by Subsection
(e).

(®) TUpon an application méde pursuant to subsection (d)
of this section, the judge shall enter an ex parte order as re-
quested or as modified approving electronic or signals intelli-
gence under subsection (c¢) if he finds that~--

+ (1) the President has authorized the Attorney General
to approve applications for electronic or signals intelli-
gence aetivities targeted against a United States person;

(2) the application has been made by a Federal offi-
cer and approved by the Attorney General; |

(3) on the basis of the facts submitted by the appli-
cant there is probable cause to believe that--

(A) the United States person targeted is an
agent of a foreign power as defined in Section
2521(b) (2)(B) of Chapter 120, Title 18, United
States Code;

(B) the United States person targeted is en-
gaged in activities outside the United States which,
if engaged in within the United States, would meet
the definition of agent of a foreign power under
Section 2521(b)(2)(B) of Chaptgr 120, Title 18,

United States Code;
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(C) the United States person targeted is an
officer or employee of a foreign power residing
abroad, information aboutvwhose official duties or
communications may constitute foreign intelligence
information as defined in Chapter lZO, Title 18,
United States Code;

(D) the United States person targeted is a
fugitive from justice, information about whose re-
lationships with foreign governmments or international
terrorist groups would constitute foreign intelli-
gence information as defined in Chapter 120, Title
18, United States Code;

~ (4) the proposed minimization procedures meet the

definition of minimization procedures under Section 2521(b)(8)

of Chapter 120, Title 18, United States Code;

(5) the period of time during which the activities
are ‘required to be conducted is reasonable; and
(6) where the activities involve the installation of

a device, either for monitoring or to intercept communica-

tions, such installation is reasonably necessary to effect

 the activities, and the nature, reliability, or timeliness
of the foreign intelligence information sought cannot
reasonably be duplicated by other means of collection.

(£)  An order approving electronic or signals intelligeﬂce
activities targeted against a United States person under this
Chapter shall--

(1) specify the identify or a description of the
target of the activities;
(2) specify whether the activities involve acquisi-

tion of information from a wire communication, from a

radio communication, from an oral communication, or from

the monitoring of another activity, and whether physical

entry may be involved;
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(3) specify the period of time during which the
activities are authorized;

(4) where appropriaﬁe,‘specify that the installa-
tion of a device ig authorized; and

(5) direct that the minimization procedures be
followed. ]

(g) Where the senior United States official of an agency
authorized by‘the President or by statute to conduct electronic
or signals intelligence activities in a foreign country reason-
ably determines that an emergency situation exists such that

‘foreign intelligence information might be lost before an order
authorizing such activities targeted against a United States
person-could with due diligence be obtained, and the basis for
the issuance of an order exists, he may authorize the conduct
of such activities targeted against a United States person in
that foreign country for a period not to exceed 72 hours, pro-
vided that--

(1) an application for an order under Subsection (d)
of this Section is filed within those 72 hours;

(2)  the activities shall cease upon the denial of
the order or 72 hours, whichever occurs first; and

(3) information obtained before the order is granted
or denied shall, to the maximum extent feasiable, be treated
in accordance with the minimization procedures in the order
or be destroyed aﬁd not disseminated if the order is denied.

(h) Nothing in this Section shall be construed to require
any agency or any Federal officer or employee to confirm or deny
the existence of any cooperative relationship any agency may have
with any foreign government or component thereof; to identify any
particular such cooperative relationship; or to reveal in any
manner whether or not any information used in support of an appli-
cation for an order was obtained directly or indirectly from such
a relationship,.or whether or not any foreign government or compo-
nent thereof may participate in any electronic or signals intelli-

gence activity.
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PHYSICAL SEARCHES

Sec. 232. (a) No entity of the Intelligence Community ma&
conduct unconsented physical searches within the United States
or unconsented physical searches directed against United States
persons abroad unless--

(1) such searches are conducted under the standards
énd procedures required by the Constitution or laws of

the United States flr law enforcement purposes; or

(2) such sear$hes are authorized in an order issued
under Subsection (b) of this Section.

(b) Applications for a court order to conduct unconsented
physicdal searches within the United States or directed against
a Uniﬁed States person abroad are authorized if the President
has, by written authorization, empowered the Attorney General
to approve applications to Federal judges having jurisdiction
under Section 2423, Title 18, United States Code, and a judge
tovwhom an application to conduct unconsented physical searches
withiﬁ the United States or directed against a United States
person abroad is made may grant an order approving unconsented
physical searches within the United States or dirscted against
a United States person abroad if--

(1) the purpose is to obtain foreign intelligence
information, as defined in Section 2521(b)(5) of Chapter

120, Title 18, United States Code; and

(2) the target of the searéhes ié a forelgn power

or an agent of a foreign power, as defined in Section

2521(b)(1)-(2) of such Chapter, or in the case of a

United States person abroad satisfies the requirements

of Section 231 of this Act for electronic or signals

intelligence activities.
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MAIL OPENING

Sec. 233. (a) No entity of the Intelligence Community méy
engage in the opening of mail in United States postal channels
or opening of mail of a known United States person in foreign
postal channels unless-- -

(1)  such opening of mail is conducted under the
standards and procedures required by the Constitution or
laws of the United States for law enforcement purposes;
or

(2) such cpening of mail of a known United States
person outside United States postal channels is authorized
in an order issued under Subsection (b) of this Section.
(b) Applications for a court order Lo open the mail of a

known United States person in foreign postal channels are
authorized if the President has, by written authorization, em-
powered the Attorney General to approve applications to Federal
judges having jurisdiction under Section 2423 of Chapter 120,
Title.18, United States Code, and a Jjudge to whom an application
to open the mail of a known United States person outside United
States postal channels is made may grant an order approving the
opening of mail of a known United States person in foreign
postal channels if--

(1) the purpose is to obtain foreign intelligence
information, as defined in Section 2521(b)(5) of Chapter
120, Title 18, United States Code; and

(2) the United States person is an agent of a
foreign power, as defined in Section 2521(b) (2)(B) of
such Chapter, or satisfies the requirements of Section
231 of this Act for electronic or signals intelligence

activities.
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- PART Dr

MAINTENANCE AND DISSEMINATION OF
INFORMATION CONCERNING UNITED STATES PERSONS

MAINTENANCE

Sec. 241. (a) Information concerning any United States
person which has been collected in the course of collection
of information for any foreign intelligence, foreign counter-
intelligence, or foreign counterterrorism purpose, which is
not publicly available, and which permits the identification
of such person, (hereinafter in this éhapter referred to as
[ "private information'"), may be maintained without such person's
consent only if--
- (1) intentional collection of information concerning
such person has been approved pursuant to the provisions of
this title and such information is relevant to the approved
purposes of collection;
. (2) it is reasonably believed that such information
- may provide a basis for initiating intentional collection
of information pursuant to the provisions of this title;

(3) such information concerns a possible threat to
the physical safety of any person;

(4) such information is reasonably believed to be
evidence of a crime; or '

(3) such information constitutes foreign intelligence,
foreign counteringelligence, or foreign counterterrérism
information and the United States person concerned is the
incumbent of any office of the United States Government
having significant responsibility for the conduct of
United States defense or foreign policy.

(b)  Publicely available information concerning any United
States person may be maintained by any entity of the Intelligence

Community when relevant to a lawful function of that entity.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

-31-
DISSEMINATION
Sec. 242. (a) Private information may be disseminated

without the person's consent only in accordance with this sec-
tion.

(b) Private information may be disseminated within the
collecting entity or within any department or agency subse-
quently receiving such information only to those persons who
require such information for the discharge of authorized gov-
ernmental responsibilities.

(¢) Private information which constitures foreign intelli-
gencgtmay be disseminated outside the collecting agency if--

(1) the dissemination is to another department or
agency having lawful accéss tc foreign intelligence in-
formation and the identity of the United States person
is essential to an understanding or assessment of the
iriformation's importance; or

(2) such information has been collected at the
request of the department or agency to which it is being
disseminated, and the request specifies in writing a law-
ful need for the identity of the United States person
concerned. |
(d) Private information which constitutes foreign counter-

intelligence or foreign counterterrorism information may be
disseminated outside the collecting agency 1if--

(1) the dissemination is to another entity of the
Intelligence Community having lawful foreign counter-
intelligence or foreign counterterrorism responsibilities,
aé the case may be, and having a direct interest in the
particular information; or

(2) the dissemination is to a foreign government,

if the information indicates that the United States
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person. concerned may be engaged in intérnationél terrorist

activities or in clandestine intelligence activities of

direct interest to that foreign government, and if such
dissemination is clearly in the interest of United States
defense or foreign policy.

(e) Private information‘which related to criminal activity
may be disseminated outside the collecting agency if such
United States person is appérently involved in such criminal
activiﬁy or is or may become the victim of that activity, and
if--

(1) dissemination is to any federal, state, or local
?aw enforcement agency having investigative jurisdiction
over such criminal activity; orx v
(2) dissemination_is to a foreign law enforcement
agency having inveﬁtigative jurisdiction over such criminal
activity, and such}dissemination is determinéd by the

Attorney General or his designee, having due regard to

the seriousness of the activity and any legal obligation

imposed on the United States by any treaty or other inter-

national agreement, to be in the interests of the United

States.

(£) Private information relating to the trustworthiness
of any>United States person who has or had access to classified
information may be disseminated to the department or agency which
employs or employed that person, the department or agency which
granted that person a security clearance or access to classgified
informatidn, or to any department or agency having responsi-
bility to investigate that.person’s trustworthiness.

(g) Private information relating to the suitability of
any United States person as a source of assistance for any

foreign intelligence, foreign counterintelligence, or foreign
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counterterrorism purpose may be disseminated to any entity of .
the Intelligence Community requesting such information, if the
request is made in writing and evidences a reasonable expecta-
tion by the requesting agency that such person will be used as

such a source of assistance.
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MAINTENANCE AND DISSEMINATION
FOR OVERSIGHT AND OTHER PURPOSES

Sec. 243. (a) In the event that information is collected
by a means or in a manner prohibited by this Act, such informa-
tion may only be maintained or disseminated for purposes of
bversight, accountability, and redress.

(b) This chapter shall not be construed to prevent the
maintenance or dissemination of information about any United
States person in a manner which would clearly not permit the
identification of the United States person concerned.

g(c) This chapter shall not be construed to affect in any
manner any right of Congress or any committee or subcommittee
thereto of access to information.

| (d) Notwithstanding any.other provision of this section,
information collected by means of electronic surveillance as
defined in chapter 120 of Title 18, United States Code, shall

be maintained or disseminated only in accordance with the

provisions of part € of this title.
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PART E
RESTRICTIONS AND LIMITATIONS

PROHIBITION OF POLITICAL SURVEILLANCE

Sec. 251. VNo intelligence activity may be directed against
any United States person solely upon the basis of such per-
son's exercise of rights protected by the Constitution and laws
of the United States, and no intelligence activity may be con-
ducted for the purpose of limiting, disrupting, or interfering

with #he exercise of any United States person of those rights.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
-36~

PARTICIPATION IN ILLEGAL ACTIVITY

Section 252. No person acting on behalf of an entity of
the Intelligence Community may participate in any activity

within the United States or directed against any United States

person which involves the instigation or commission of any

violation of the criminal statutes of the United States, unless
such activity is undertaken pursuant to procedures approved
by the Attorney General and--
(a) -does not involve violence;
(b) does not involve a violation of any other pro-
~ .
vision of this Act; and

(¢) 1is necessary for a covert human source to ob-
tain information needed to protect against imminent acts

of espionage or sabotage, international terrorist activity,

or assassination.
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RESTRICTIONS ON DOMESTIC SECURITY INVESTIGATiONS 0{/

Sec. 253. No entity of the Intelligence Community other

than the entities of the Departments of Justice and Treasury
having law enforcement responsibilities may conduct, participate

in, or provide the assistance of personnel for use in any domesti

security investigation.
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RESTRICTIONS ON THE USE OF UNITED STATES
PERSONS FOR OPERATIONAL ASSISTANCE

Sec. 255. No entity of the Intelligence Community may
use any United States person to provide operational assistance
in the conduct of clandestine intezzzgggzg_gzzivities unig;;#
such person is informed of the nature of such assistance and
of any reasonably anticipated risks to physical safety that

such assistance may pose and such person voluntarily consents

to provide such assistance.
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'RESTRICTICONS ON CONTRACTING

Sec. 256. No entity of the Intelligence Community may
enter into any contract or arrangement for the provision of

goods or services with any private company or institution in
e tm e =PR

the United States unless the entity sponsorship is known to
e St i S

ORI

appropriate officials of the company or institution. In the
_WMM

case of any company or institution other than an academic

institution, entity is determined, Pursuant to procedures approve

by the Attorney General, that--
(1) such concealment is necessary to maintain
essential cover or proprietary arrangements for

intelligence purposes authorized by this Act; and

(2) the contract or arrangement i1s consistent

company or institution.
— _.——’d‘_‘ﬁ——"\
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RESTRICTIONS ON UNDISCLOSED PARTICIPATION
IN UNITED STATES ORGANIZATIONS

Sec. 257. (a) No person may, except in accordance with
this section, join or otherwise participate in any United

States organization, or any other organization within the

United States, on behalf of an entity of the Intelligence Com-

munity without disclosing his intelligence affiliation to appro-
priate officials of the orgdnization.

(b) The head of an entity of the Intelligence Community or
his designee may authorize participation in a United States
organization when necessary to collect information under chapter
C of this Act. : Such participation shall be confined to the
collection of information as authorized by that chapter, and
shall be conducted so as not to influence the lawful activities
of the Qrganization or 'its members. Within the United States
such participation may be un&ertaken only on behalf of the Fed-
eral Bureau of Investigation.

(c) The head of an entity of the Intelligence Community
or ﬁis designee may authorize participation in a United States
organization when such participation is essential for preparing
the participant for assignment to an intelligence activity
outside the United States. Such participation shali be conducted
so-as not to influence the lawful activities of the organiza-
tion or its members.

(d) The head of an entity or his designee may, when
essential for intelligence activities authorized by this Act,
authorize participation on behalf of that entity in an organi-
zation within the United States which is composed primarily
of foreign persons and is-acting on behalf of a foreign power.

(e) VNothing in this section shall be construed to pro-

hibit any person employed by an academic institution from
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recommending or assisting in the recruitment of empioyees or
sources of information or operational assistance on behalf of
any entity of the Intelligence Communitj, [provided that the
appropriate officials of the institution are notified that such
activities are taking place, though the individuals conducting

them need not be identified. ]

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
42~

. RESTRICTIONS ON THE PROVISION OF
ASSISTANCE TO LAW ENFORCEMENT AUTHORITIES

Sec. 258. (a) Except as otherwise provided in this Act,
no entity of the Intelligence Community other than the entities
of the Departments of Justice and Treasury having'law enforce-

ment responsibilities may provide services, equipment, personnel

or facilities to the Law Enforcement Assistance Administration
| N—
Or to state or local police organizations of the United States,

or participate in or fund any law enforcement activity within
the United Staees.
~«(b) Any entity of the Intelligence Community may--
(1) cooperate with appropriate law enforcement
agencies for the purpose‘of protecting the personnel
and facilities of such entity;
(2) participate in law ennforcement activities,
in accordance with this Act, to protect against espilonage
or any other unlawful clandestine intelligence activity,
sabotage, any international terrorist activity,'or any
assassination; or

(3) with the prior approval of a designated official

of such entlty provide specialized equipment, technical

knowledge or, pursuant to procedures approved by the

Attorney General the assistance of eiﬁEft'personnel for

use by any federal law enforcement agency or, when lives

are endangefed, to support local law enforcement agencies.

(c) The Attorney General or his designee shall be notified

in a timely manner of such provision of equlpment knowledge or

personnel, and shall review at least annually all provision of

expert personnel to determine whether the procedures approved

by the Attorney General have been followed.
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RESTRICTIONS ON THE USE OF HUMAN SUBJECTS
FOR EXPERIMENTATION

Sec. 259. No entity of the Intelligence Community shall
sponsor, contract for, or conduct research on any human subject
except in accordance with the guidelines on research involving
human subjects issued by the Department of ﬁealth, Education
and Welfare. The requirements for informed consent and the
documentation relating to such consent shall be the same as
provided in such guidelines of the Department of Health, Educa-
tion and Welfare. The National Commission for the Protection
of Human Subjects of Biomedical and Behavioral Research shall
have jurisdiction to monitor, under appropriate security arrange-
ments, compliance with such guidelines by the various entities
of the Intelligence Community which conduct research on any
human subject; and shall advise the Director of National Intelli-
gence and the Secretary of Health, Education and Welfare on any
changes in such guidelines as may be necessary to protect fully

the health and safety of such human subjects.
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PART F
OTHER PROVISIONS
PROTECTION OF PRIVILEGED COMMUNICATIONS
Sec. 261. No otherwise privileged communication shall lose
its privileged character as a consequence of this Act; and the
Attorney General shall promulgate regulations to protect pri-

vileged communications against intelligence activities of the

United States.
~
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ADMINISTRATIVE RULEMAKING

Sec. 262. The Director of National Intelligencé and the
heads of the entities of the Intelligence Community shall, in
consultation with and subject to the approval of the Attorney
General, forﬁulate regulations necessary to carry out the pro-

visions of this title and submit such proposed regulations to the

Permanent Select Committee. on Intelligence of the House and the

Select Committee on Intelligence of the Senate. No such regu-
lation, or amendment thereto, shall become effective until 60
days after the date on which such regulation or amendment, as

-

the case may be, has been submitted to such committees.
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EFFECTIVE DATE

i Sec. 263. This Title shall become effective the fifst
day of the third clendar month following the month in which

it is enacted.
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WORKING DRAFT: NOT FOR PUBLICATION OR DISSEMINATION

INTELLIGENCE ACTIVITIES AND CONSTITUTIONAL RIGHTS ACT OF 1978

TITLE II -~ INTELLIGENCE ACTIVITIES AND CONSTITUTIONAL RIGHTS

)]

PART A -- General Provisions

. Sec. 201. Short Title
Sec. 202. Statement of Findings
Sec. 203. Statement of Purposes
Sec. 204, Definitions
Sec. 205. Responsibilities of the Attorney General
ART B == Authority To Collect Information Concerning United States

Persons and Foreign Persons Within the United States
Subpart 1

i
Sec. le..EQPrinciples and Procedures Governing Collection of
Information Concerning United States Persons and.
Foreign Persons Within the United States
* Crevanad ?rulcbpiaf

Sec. 212. mplementing Procedures andiRegulations

Subpart ‘2 - Authority to Collect Intelligence Concerning
United States Persons

Sec. 213. Authority to Collect Counterintelligence and
Counterterrorism Intelligence Concerning United
States Persons

Sec. 214, Authority to Collect Foreign Intelligence Concerning
United States Persons

Sec. 215. Attorney General Approval of Collection Utilizing
Certain Techniques

Sec. 216. Duration of Collection

Subpart 3 - Authority to Collect Information Concerning Other
United States Persons

Sec. 217. Authority to Collect Information Concerning Targets
of Foreign Intelligence Services or Inkternational
Terrorists

Sec. 218. Authority to Collect Inf ormat*“n Concarning Persons

in Contact with Res e At P SISO
Pebernaticpal-Tersoricis S'prﬂ c:“ed lﬂf&lhacﬂca lqgtflf'S

Sec. 219. Authority to Collect Information Concerning
Potential Sources of Assistance

Sec. 220. Autheority teo Collsct IﬁFormation for the Pro*ec ion
of the Security of Installations, Personne
Communicaticns, and Sources and Methods

Subpart 4

Sec. 221. Authority tc Collect Information Concerning Foreign
Fersons within the United States
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C =-- Authority to Collect Intelligence Information by the
Use of Electronic Surveillance, Physical Search and
Mail Opening

231. Electronic Surveillance
232. Physical Searches
233. Mail Opening

D - Maintenance and Dissemination of Information Concerning
United States Persons

. 241. Maintenance

242, Dissemination

243. ' Maintenance and Dissemination for Oversight Purposes

E -- Restrictions and Limitations

251. Prohibition of Political Surveillance

252. Prohibited Dissemination

253, Participation in Illegal Activity

254, Restrictions on Domestic Security Investigations
255. Restrictions on the Use of United States Persons

for Operational Assistance

256. Restrictions on Contracting

——

257. Restrictions on Undisclosed Participation in
United States Organizations

258. Restrictions on the Provision of Assistance to
Law Enforcement Authorities

259, Restrictions on the Use of Human Subjects for
Experimentation

F-- Remeches (fo be nserteel)

G =~ OTHER PROVISIONS

271. Protection of Privileged Communications

272. Administrative Rulemaking
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TITLE TI -- INTELLIGENCE ACTIVITIES AND COWSTITSTIONAL.ﬁIGHTS

PART A

GENERAL PPCVISIONS

SHOPT TITLZE

Sec. 201. This title may be cited as the "Intelligence
. :

Activities and Constitutioral Rights Act of 1978,

- ) =/, o8
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22.

The Conuress hereby finds that--

o
M
a
]

properly limited and controlled intellitence.

the irected against

jon

conducted within Urited gtates or -

abroad arz necessary to protect against

United States versons
espionaje and other clandestine intelligence activities har=rful
the security of the United States, sabotaage, internatisnal

2 . . . - .°
terrorist activities, and assas<inatins, and to collect

irformation concerning foreian powars, organizations, or nersons
which is essential to the formulation and conduct of the foreiqgn
policy and to the protection of +he national secirity of the
United States;
{2) illecal or irprorer intelligence activities have
P
undorminod due process of law, irhibited Ere oxercisa of freedom

of speech, press, assembily, and association,

ot 1ndividad 1ails, and ingalrred s lnt;".’r;_{ ct Tree i tu ons
2 1 -1 ~10ons;3
ana, there re,

i3 reeded to allocate clearly the
for directiry ani surervising all

within the

States versors albroad, to estahlish s=andar-s and orocelires for
the condust of such activiticrs, *o prohibit certairn acktivities,
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STATEMENT OF PURPCSTS

Sec. 203. It is the purpose of this Act--
4N to vrovide statutory authorization for intellijence

activities directed against United States persons or verforred
within the Jnited States which are necessary for the conduct of

the foreigqn affairs and the prctection of the natiocnal gecurity

of the "Inited States:
{2) to establish comvrehencsive Statutory standards and

procedures to protect the constitutional rights of the individual
acainst violation or infringement by intellicence activities of

the United States:

@) tc provide fair and 2ffective rermedies and s

anctioans

rh

whenaver any ©arson's rijhts unider the Constitution or laws o

the Unitedl States are infrinaed or violated bhv intelligence

activitises orf the Jnited States; and
%) to delineats the role of the Attornev deneral in

ernsiring that irtelligence activities of the Unite States are

[ 1)

the

conduched in conformity with the Constitation ard laws o

United 3tates,
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DETI&ITICNS

Sec. 204. (a) Excent as otherwise providad in +his

section, the definitions in title T of this Act shall anmply o

title.
{b) As used in +his +*itle--

i The term '"clanrdestire ipkelligence activity"®
means any activity on rehalf 2f an intelligence service of a

s
-
foreian power which is planned and executed in a manner

intenied to conceal the nature or fact of such activity or

the rale of such foreiqn power, and any activity carried out

irt,

in support of such activity.
2) The term "gonfidential records" means any
documentary information or raterial which is not generally

available to any rrivate cerson.

1 The term Ycovert hwman source' Teans any person

inr)

of any entity of the Intelliternce Community

P4

actiny on hehal

I

ic irforrmaticn or material

who 1s directed to collect srect
£or such entity in a manner intonded to conceal the fact nf
s'1ch c¢ollection, includina anv vrerson who voluntarily agrees
to mercoarm such activity without compensation.

) The term "electronic or sianals intelliqgence
activities?” means the actiisition of inforration Ly the
intercention of wire communications, ronvarlic radio
oomrunications, or oral communications withour the Xnowl=:l7e
of all varties, or the installation or use of a Jdevice tfor
monitoring to acaquire inforration without the Xnowledge o

th~a rersong or activities nonitore:d, it not including

" Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
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"electronic surveillance" as defined in chaster 120 of title

18, United States Code {as set out in S. 1564).

{5) The term Yelectronic surveillanze" shall have

the same meaning as is found in chavter 120 of title 14,

United States Code (as set out in &, 156€).

{F) The term "foreiarn organization" means--
{2 any unincorporated association orsaniz

outside the lnited States and not surstantiallwv

compose’d of United States citizens or aliens

admitted for oermanent residence (as defin

section 101(&)(2) of the Immicration ard Nationality

13) any corporation incorporated outbsi

{7) The term "Iorelan person! means any

not a <citizer 0f the Unitel States

aAd
(518

3

iy

aimitted for permanent residence (as
101(a) (27) of the Immigra+tion éni tatiosnalisy ooy,
§:3) The term "Ecoroian nower' ceans--
{3) any covernwent oI 4 toreiin country
{8 any coruporation incorndrated Lnesthe
States which is dirzcted and cortroliel by any
Jovernrent of a foreian. country.
9N The term "mail cover" means any Incansent

systematic, and delitora*e in:

rom a particular person before such

(B3}

mail to or

delivered to the gerson *+o whom it is 3lidressed.

nection of tle exterio
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£{10)  The term "natioral agency check" reans a record
check of the Federal Burcaua of Investigation fingerorint and
investigative files, the Civil Service Commission

Def

B

nse

rt,

security/investigations index, the Department o

n
T
oy
D

central investigative index, the central files of

r

1,

Central Tntelligence Azency and the Department of State,

and, 1f necessary based on informatior revealed through the
reco&d checks of the foreqoing agencies, the central files

of other Federal agercies.

{11)  The tern "ophysical surveillance! wmeans any

=
j=!
G
O
3
)
[p]
3
ot
[p]
(o))
~
4]
e
o
pod
[
2]
o
o
I
Q
(]
3
o
i
[
s
-
tr
o]
oy
w
o

e pbegervation of a
tasis, 2r uncorsented
DA rerson ndt o a

through any means

not involving elechtronin surveillance or 2lactronic or

siTnals intelliqgence astivitieos, .This Aefinition does nox
incluie gwverhead recornaissance not directel at snecific

a feoqgranhic location, geans the United States and its
territories,

{13)  The term "Iniknd Skates oraganization” means any
unineorporate? asscciaticn or =sornoration which is a United
Jtarus norson.

1

L1 The term "rnlawful", when used with resooct &9
any clandestine intolligence activity, means an actiwvity

which involves or may involve a violation oSf the laws of t-o

any state or sundivision the

on]

C2s52 of an activity conduched catside the
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which would involve a violation of such laws if conducted

within the United States.
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EFSPCNSIBILITIES OF THF ATTCRNEY GIVERAL

N

Sec. 205. (a) It shall re the duty of the Attorney
feneral to varticipate, as appronriate, in the Fational Security
Council, ani with the Director ¢ National Intelligence, the
Intellience Oversight RBoard, and the heads of the entities of
the Intellijence Community, in ensuring that all intelligenca
activities of the TUnited States are coniucted in cenformity with

.

the Constitution and laws of the Tnite

o

jh

3

States, a that 3uch

activities 1o not akriidge any riaght gquaranteed or vrotectad ry

. . oy
trhe Constitution a=d laws of the nited States. In discharging

this dutv the attorney General 3hall--

L evaluate on a zonzinuing rasis 11 statutes,

exacurive orders, vregidential directives and mromorania, and

|9
all rerulations and orocesiures, relating o intellicence
activities +*o darermine whather they adematoly protect hne
viahts of Urited States nersons inder the Tonstitztion anl
laws of the Jnited States, the irntearity 0f ‘Jnitsd S=3-es
iahts of any other versons wno
arae in the United States, and marxe such recynmeniations for

N
1

ghanges trerein as the Attorney 3oneral may Jeem necossary

[a

0 achieve such purnoses:
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k)

{3 supervise the intelligence activities of the

Federal Rureau of Investigation authorized in title IV of

this act: o

{W) review or avprove intelligence activities when
required to do so by this act;
{5) submit a written recort arrually to the
Permanent Select Committee on Intelligence of the House of
Reoresentatives and the Select Comrittee on Intelliaence of
-

the Senate on those intelligence activities which under this

title require the aporoval or review of the At-orney General

or his designee.

M To assist the Attorneyv fGeneral in the discharage of Ahis
resvonsibilities under this title, thne Attorney General sna{l
desianate--~ |

N arn official or officials from amons the Tenuty

Attorney Gereril ard Assistant Attorneys General who shall

perform any Auty assigned 2o the Attorney General's designes

ander this title, vrovided that siuch desiagnatior is made

grior %o the avpointment of such official 'y the Prasident,

“v and with the advice and corsen® of the Senate: and
{2) an internal insvection officer having

inrisiicrion over the intellijencn activitiss of any entity
of the2 Devartment of Justice who shall periorm such Jduties
iszianad £9 tre Inspector General of each snzity 5p +he

Intellisence Community bfv section 119(a) (5) of title I OF
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PART B
AUTHCRITY TC COLLECT INFORMATICYN CCNCEENING UNITED 3TATES
PERSOMNS AMD TFTORTIGY PIRSONS WITHIN THTZ UNITED STATLS
SURPART 1
PPINCTPLES AND PROCEDURES GCVERNING CCLIECTION OF
IMFOPMATION CCMCERNING UNITED STATES DIRSCNS
AND FOFEZIGN PRRSOMS WITHIN THE UNITED STATES
SJENERAT, PEINCIDPLES
Sec. 211. {a) Mo information concerning any United
-

States overson or any‘foreiqn kerson within the United States may
be collected for any foreign intelligence, counterintelligence,
Oor counterterrorism purpo5e except- in accordance with this part.

{b) Inforration concerning any United States person or any
foreign person within the United S ates may e collected Ly any
entity of the Intelligence Comnunity with the consent of =hat
zerson. The consent of any suzh verson shall be rejuestel
whenevef making such a regquest would not frustrate the lawful
purnosas of the collection. |

{o) Publicly availarle i{nrormation corncerning any flniteld
States verson or any foreiagn noarson within the United States may
be collected 1y any entity of the Intelligence community when

such information is relevant to an authorized fanction of tnat

{Y All colléction of information concerning Unitad States
ersons or forelan persons within the United States s
conductmd in the manner which least infrinaes the oersonal rights
of such persons. Wherever the information sought can reasonably

ke obtained from pubklicly availatle information, it shall he so

)

[e}e)

r

aired, “Whenever there is a choice hetween two cr more

t

~

anigues of collection, each of which can rog@orably be

a
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expacted to obtain the information sought, the techrnique which

least infringes personal rights shall be used.
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IMPLEMENTING PFOCEDURES AND RTGULATTIONS

Sec. 212. The head of each entitv of the Intelligence

Community shall, subject to the approval of the Attorney General,

promulagate orocedures and regqulations--

{a designating those officials of that entity who

are emnowered to--

KN, authorize the initiation, renewal, or

extension ## of collecticn of information under this

~

Part; and

{3 authorize the use of particular techniyues

of collectior;

lb) ensuring that the least intrusive technigues

o]

versons cr foreiqn persons within the Inited) States are

()] rroviding gquidance with resgect +o the

Circumstances in which the initiation or continuation of

~ T Y e g - S e - 3 : =
Co-iectlon of information urder the authority of this Part

néd in which the use of a particular

£
e}

=

I
joN
OF
i)

e
vl

0

s
1

(a7
-

m

V]

tecnni jue woull re apuropriate; and

el vrescribing regquirements for the maintenance of

written records, in accordarce with section 125 of this Act,

on the use of particular techniques.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

ecessary to collact information concerning nited States

8.2

2.12

3,13

3.15
8.16

2.18



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

-13-

SURPART 2

AUTIICRITY TO COLLECT INTELLIGENCE
CCMCEPMING TINITRD STATES PIRSONS

CCUNTFRINTTLLIGENCT AND

JTHORITY TO COLLEC
I CZ CCNCEFNING UNITED STATES PTERSCNS

) o
RORISM TNTELLIGEN

-3

Sec. 213. Collection of counterintelligence or

counterterrorism intelligence pay ke initiated concerning any

-

United Stakes person who--

M is reasonably believed to re engaged in
espionage or any other unlawful clandestine intellig=ance
activity, satotare, any internatﬂgal terrorist activity, aor
anv assassiration, or to he consviring with or aiding and
abetting any verson engaged in such activity; or

{2) resides outside the United States and is aétinq
in an official capacity for any fnreian vower or

oriyanizatior reasonrnacly believed to e engaged 1n escionage
Ty 7 8 3

s
P

or anv other clandestine intellligence activity, sabotage,

any internaticnal terrorist gctivity, or ary assassination.
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AUTHCEITY TC CCLLECT FOREIGN INTELLIGENCE 1.3

COMCERNING UNITED STATES DPERSCNS 10.4

Sec. 214. Collectiorn of foreign intelligence way he 10.8
initiated concerring any Urited States rerson who-- 12.9
{n ié reasonably believed to be engaged in 10.11
esnwonaqge, or any other unlawful clarndestine intelligjence 10.12

activity, sarotage, any international terrorist activity, or
any assassination, or to ke conspiring with or aiding and 10.13
abetting any rerson engaged in such activity, and when the 19.14

informatisn sought to ke collected is determined by a

properly designated official of an entity of the ) 10. 15
Intelligence Cormunity to he signiticant foreign 19.16

intelligance;

{2 is acting in an official capacity for a foreign 10.18
power when irformation about such verson's official duties 10.19
or activities would constitute sigrificant Zforeign 10. 20
intelligence; or

{3 is a fugitive from justice abroad, information 17.22
about+ whose relationships with foreign governrents or 10.23

orranizatiors would constitute significant foreian

Approvéd For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
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ATTCPNEY GRWETAL ARPROVAL OQF CCLLECTICH
DTTLIZING CESTAIN TECHNIQUES
Sec. 215. The following techniques may be used to collect
’ under +his subgart; but

intelligence concerning a United States personAonly under exiqgent

circumstances, or when the Attornev General or his designee, or,
in the case of counterintelliqencé or counterterrorism collection
directed against a member of the armed forces, the Secretary of
the approrriate btranch of the aéved forces, has granted written
aprnroval for collection of information concerning such person--

N examination of *the contidential records of any

federal, state, or local tax agency in accordance with an

urveillanc? for purrceses other than

[,
N3

)
Y

<
t
te
Q
W
b
0]

{3) the direction of covert human sources to collect
information;

%) rail covnars in accorlance with any applicabtle
law of tze TInited States;

(s requests for information, for pnrroses other

medical care, insurance, telecommunications gervices, crodit

status, or other financial matters from the confidential

acnris of any orivate institution or any tederal, state, or
~) electronic surveillance, electronic or sinals

intelligence activities, physical gearch, or mail onening in

accoriance with Part C of this title.
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DURATION CF CCLLECTIONM

Sec. 216. (a) Intelligence collection under the
authority of this Subpart rmay he initiated only upon the written
approval of a properly designated official cf an entity of the
Intelligence Community. Such aprroval shall ke valid for no ﬁore
than nine%y days, renewahle in writing for one additional ninety
day period.

{h) Intelligence collection under the aﬁthority of this
Subpart may continue peyond the 180 days authorized in caraqraph
{a) only if a properly desiqnated official of the entity of the
Intelligence Commuhity conducting such collection makes a written
finding that continuation of collection is necessary and
reagonabille. The Attorrey General or his designee shall be
nromotly notified of all such findings.

{=) The Attorrey Seneral or nis Jfesigree, or, when the
subjoct of the collection is a member of the arred forces, the
appropriate service Secretary, shall review annually all
collection under this Subpart which has corntinued reyond 180
days. . Such collection shall terminate after such annual review
unless the Attorney General or his designee, or, it aporopgriate,
the service Secretary, makes a written firding that the
continuation of collection is necessary and reasonable.

N “rittern findings under subsections (f) and {(¢) shall
be based on the following considerations--

{1 the deqreelto which continuation of collection
would infringe the rights of the subject of the collection;

{2) . the importance of the information sought; and
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{3). when the collection is for a counterintelligence
Or counterterrorism purpose-- =
{A) the credirility and specificity of
information airéady 2Ftained indicating that tne
subject of the collection is gndaqed in espionage or
arv other clandestine intelligence activity, sabotiage,
ary internaticnal terrorist activity, or any
_Assassination: and

{3 the likelihood, immediacy, and magnitude

of any harm threatened by such activity.
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SUZPART 3

AUTHORITY TO CCLLECT INFORMATICN
COMNCERNING OTHER UNITED STATES PLRSONS

AUTHORITY TO COLLECT INFCEMATION CONCERNING
TARGETS CF' FORFIGN INTLELLIGEFMCFE SFRVICES
OR INTEFNATIONAL TERRQRISTS
Sec. 217. (a) Information may he collected for up t5 189

days by any entity of the Intelligence Community ccncerning any
United States person--
in who is reasonazly helieved to Le the object of a
recruitment effort hy *he intelligence service of a foroign
power Or hy any Dnerson or organization engaging in any
international terrorist activity; or
{2) who is engaged in activity or possesses
information or material which is reigBorably Felieved to re
the specific target of any international terrorist activity
or the taraet of any clandestine intelliagence collection

ctivity, or who is reasonally telieved to be the target of

[ B2

m

ny assassination atterpt by any foreian power or by

international terrorists, but only £o the extent necéssary

t
O
5] '

rotect against such terrorist or intellicgence activity

assassination.

10
A

{h) Any verson who 1s the subdect of collection of
irformatior undar this gection srall be advised of any risks o
that person posed by the irtelligence activities of a foreian

power or Iy internaticnal terrorist activities, aril such nerson's

[
—
or

lection sha e rerquested, unless--

[y

consent for co
{1 irforming “he rerson would jeopardize

intelliacence sonrces and methods; or
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{2) there is reason to telieve that such person may 13.37
be cooperating with ;he foreign intelligence service or 13.38

international terrorists.
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_20_
AUTHCRITY TO CCLI.ECT INFCRMATICN CCNCERNING 14.3
PERSONS IN CONTACT WITH SUSPECTED ,NTEccieoiicE ) 14.4
ARcENTS 14.5
Sec. 218. Information may be collected for up to 97 days 14.9

by Any entity of the Intelligence Community concerning any United 14.10
States person who has contact with any person who is reasonably 14. 11
believed to he engaged in espionage or any other clandestine .12

intelligence collection activity, but only to the extent

necessary to identify such United States person and to determine 14.13
whether such person has, has had, 2r will have access to 14.14
information, disclosure of which to a foreign power would be 14.15

harmful to the United States.
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AUTHCRITY TO CCLLECT INFORMATION
CONCERNING POTENTIAL SCURCES OF ASSISTANCE

Sec. 219. Information mav ke collected for up to 90 days

by any entity of the Intellicence Community concerning any United -

States person who 1s reasorably telieved to be a potential source
of information or operational assistance, Lut only to the extent
necessary to determine such person's suitalrility or credibility
as such a gource. Collection without the person's consent shall
e limiteg to publiclv availatle information, national agency
checks, arnd interviews. The consent of any guch person shall be
requested unless a properly désiqnated official of the collecting
entity makes a written finding that:

N there is a seriocus intention to use such person

as a gource of information or assistance, and
{2) such a request would jeopardize the activity for

inforration or assistance is gought.
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AUTHCFITY TC CCLLECT INFORMATICN FOR THE
PROTECTION OF THE SECURITY OF INSTAT.LATIONS,
PERSONNEL, CCMMUMICATIONS, AND SOURCTS AND METHODS

Sec. 220, (a) Fach entity of the Intelligence Community,
in order to determine whethér any person within, on the grounds
of, or in the immediate vicinity of any installation of that
entity should, in accordance with any rule or requlation
applicarle to that installation, ke excluded from that
;nstallatfbn or from the immediate vicinity of that installation,
may conduct physical surveillance of any such person, may request
information from the records of ary federal, state, or local law
enforcement agency, and may conduct a national agency check.

) fach entity of the Tntelligence Community may collect
information concerning any person who is reasonably believed to
be engaging in activities which pose a ¢clear threat to the
physical safety of‘any installation or of any personnel of that
entity, rcrovided that within +he 'Ini+ed States such collection
shall be limited to such information as is necessary to determine
whether the matter should re referred L0 an approwpriate law
enforcement agency, at which point such collection shall he
terminated, and provided further that.such colleétion within the
United States shall be limited to--

i vhysical surveillance within, on the qrounds of,
or in khe ;rwediate vicinity of any installation of such
entity;

{2) national ageéncy checks;

{3 requests for information from the records of any
federal, gtate; or local law enforcement agency; and

{4 interviews.
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'ic) Tach entity of the Iﬁtelligence Comﬁunit? maj‘colléct
infofmation concerning any employee or contractor or employée of
a contractor of that entity to determine whether such person has’
violated any rule or requlation of that entity pertaining go'the
security of that entity's installations, personnel,
communications, or sources and methods. Such collection may
continue beyond 180 days only with the written approval of the
heal of the entity. The head of each entity may aprrove in
writing the use of the following techniaues of collection with
rﬁspéct to any such employee--—

in rxamination of the confidential records of any
Trieral, state or local tax agency in accordance with any
vor Lvcable lawe

B rhysical surveillance for purposes other than

Teawew 5 6 5~ 14 1 v
L ien-itn s o,

LD ‘it tirection of covert human sources to collect
information;

) wall covert in accordance with any applicable
law of the Initel Stat.=; Hr

{5 requests for 1nior-ation, fop murposes other
than identification, r-rbtatiir 9 employment, education,

medical care, insurance, teld TH Tiricationsg services, credit
status, or other financial marters ‘rem ena confidential
records of any private institati o 't anv roderal, state or

local agency.
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SUBPART 4
AUTHIOFITY TO COLLECT INFORMATICN CONCERNING
FOREIGY PFRRSOMNS WITHIN THE UMNITED STATES
Sec. 221. Collection of information concerning any foreign
person within the United sStates may be initiated for foreign
intelligence, courterintelligence, or counterterrorism
intelligence purposes if--
i such perscn is an officer or erployee of any
-~
foreiqn power or organization:

{2) the circumstances of such vrerson's presence in
the United sStates make it reasonably likely that such person
ray engage in esvionage or any other clandestine
intelliqence activity, sabotage, or any international
terrorist activity; or

(Y such person satisfies the standards of this vart
for the initiation 2f collection concerning United States
persons, except that any limitatiorn under this part on
duration or technigues of collection that would he
aoolicarle to collection concerning a United States nerson

need not apply to collection under this section.
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PART C : 13.3
AUTHORITY TO COLLECT INTILLIGEMCE INFORMATICN 18.5
BY THE US® OF ELRECTPCNIC SUPVIILLANCE, 18.6
PHYSTICAL SEARCH AND MAIL OPTNING 18.7
ELEZCTFONIC SURPVEILTLANCE 18.9
Sec. 231. {a) No entity Of the Tntelligence Community 18.13

may condnct electronic surveillance as defined in chapters 119 or 18,14
129 (as set out in S. 1566) of title 18, Ynited States Code,

unless adthorized to do so in accordance with the provisions of 18.15
such chapter.

(b} Ho entity of the Intelligence Community may conduct 13.17
electronic of sigrals intelliqgence activities, not targeted 13.18
against a 'Inited States person, for foreign intelligence purposes 13,12
unless information so obtained concernina United States persons

is treated in accordance with wminimization procedures, as defined 13.20

in chapter 120 of title 12, United States Code, aprroved by the 13.21
Attnorney fGeneral.

(<) o entity of the Intelligences Community may 13,23
intentionally attempt to aciquire, directly or indirectly, 13.24
information concerning a particular United Statos gerson or 13.25

nersons by means of electronic or sisnals intelligence
£ ; casmable exgpcc i
6‘-{11/”50"‘ has a reas ob pro anct

activitias, under ¢gircumstances in whichAa warrant would be g.28
remaired for law enfqrcoment purvoses within the United States, 195.27
excnpht Dursiant to this section. Applications tor a court order

for elaec-ronic or signals intelliqence activities targjeted 19.28
againsk United States persoh are authorized if the President 18.29

has, by written anthorization, erpowered the Attorney General to

[#8)
O

anprove arnlications &5 the special court having Jjurisdiction 13.3

under section 2523 of chaoter 120, title 18, United States Code, 18.31
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Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

A;26;A, .

and ; judse to whom an aovplication is made may qrant.an order, in
conformity with subsection (e), approving electronic or signals
intelligence activities tarceted ajainst a Urnited States DEerscn.

1) Zach application for an order approving electronic or
signals intelligence activi+ties under subsection (c) shall ke
made hy a federal officer in writina unon cath or affirmation to
a judge of the srecial court havirg jurisdictior. under section
2523 of c:épter 120, title 18, United States Code. EZach
.application shall require the abvroval of the Attorney General
hased‘upon nis finding that” it satisfies the criteria and
requiremwents of such application as set forth in this section.

\

It shall include the followiny informa-ion--

in the iientity of the federal officer making the
applicationg

i the authority contfarrved on the Attorney fdencral
by the‘gresident of £he "nited Sta*tes and tne anproval of
the Attorney General ko make the asplication;

{3 the identity or a descrivtion of the target of
the electroric or szigrals intelligence activities;

{5) a Statement of the facts and circurstances
relied nwon bty the aprlizant to justify electronic or
51i1nmals intelligence activities targeted asainst a Ynited
States persorn;

{5) a statement of the proposed minimization
grogeiures;

") a statement whether the activities involve

acquisition of information from a wire communication, from a

raiio communication, from an oral ¢ommunication, or from the
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monitoring of arother activity, an- a statement whether 13.63
physical entry may be involved;

17) a statement of the period of time during which 13.65

the activities are reguired to ke conducted; 19,66

{8) a statement of the facts concerning all previous 18.68
appfications that have bteen made +o ary judge under this 13.69
section or under chapter 120, Eitle 18, United States Coie, 13.70
invol¥zing the person svecified in the application, and +the 18;71

action taken on ecach previous application: and

19 any other information or affidavit from any 13.73
Other offiqgr required by the Attorney General in connection 13.74
with +ne avplication or remiired bty the Judge as necessary 1941

for him to rake findirgs recuired by subsection (e) .

(=) Joon an application made pursuant to subtsection (d) of 19.2
this se2ctiosn, the 3udae shall enter an gx varte order as 17.4

requested or as rodified ADOrovirg electronic or signals

irtellizence under subsection (c) if he finds that--~ ‘ 19.5
{n the President has authorized the Attorney 19.7
Generél to approve apvlications for electrcnic or signals 13.8
intelligence activities targeted acainst a nited States
Person; 19.9
(M the avplication has heen rade Yv a federal 9.1
officer and appfovod Ly the Attorney General: 19.12
13) on the basis of the facts submitted] by the - 17,14
onlicant there is probable cause to believa that-- ~ 19.15
_ ) the United States person tarjeted is an 13.17
agent of a foreiyn sower as definred in section 12.14
2521(k) (2) (3) of chaoter 120, title 138, United States
Code; 19.19
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iﬁ) the United States pefson targeted is
engaged in activities outside the United States which,
if engaged in within the United States, would meet the
definition of agent of a foreign power under section
2521 (k) (2) (B) of chapter 120, title 18, United States
Code;

{C) the United States person targeted is an
officer or employee of a foreign power residing
abroad, information arout whose official duties or
communications may constitute foreign intelligence
information as defined in chapter 120, title 18,
United States Code;

D) the United States person targeted is a
fugitive from justice abroad, information akout whose
relationships with foreign governments or .
organizations would constitute foreian intelligence
information as defined in chapter 120, title 18,
United States que:

{4) the proposed minimization procedures meet the
definition of minimization procedures under section
2521 (b) (8) of chapter 120, title 18, United States Code;

&) the period of time during which the activities

"are required to be conducted is reasonable; and

{f) where the activities involve the installation of
a device, either for monitoring or to intercept
communications, such installation is reasonably necessary to
effact the activities, and the nature, reliability, or

timeliness of the foreign intelligence information sought
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cannot reasonably be duplicated by other means of
collection.
1£) An order approving electronic or signals intelligence

activities targeted against a United States person under this

.. part shall--

{1  specify the identity or a description of the
target of the activities;

{2) specify whether the activities involve
actulsition of information from a wi?e communication, from a
radio communication, from an oral communication, or from the
monitoring of another activity, and whetbér physical entry
may re involved;

{3) specify the period of time during which the’
activities are authorized;

{%) where appropriate, specify that the install;tion
of a de&ice is authorized; and

{5 direct that the minimization procedures be
followed.

NG)) Where the senior United States official of an agency
authorized by the President or by statute to conduct electronic
or signals igtelliqence activities in a foreign country

‘——“reasonably determines that an emergency situation exists such

that foreign intelligence information might be lost before an
order authorizing such activities targeted against a United
States person could with due diligence Le obtained; and the basis
for the issuance of an order exists, he may aﬁthorize the conduct
of such activities targeted against a United States pérson in

‘that foreign country for a period not to exceed 72 hours,

provided that--
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i an anplication for an order under subsection (d) 20.4
of this section is filed within those 72 hours; : 20.5

{2) the activities shall cease upon the denial of 20.7
the order or the expiration of 72 hours, whichever occurs 20.8
first; and

{3 information obtained before the order is jranted 29.10
or denied shail, to the maximum extent feasihle, be treated 20. 11
in accordance with the pinimization procedures in the order 20.12

or ke Jdestroyed and not disseminated if the order is denied. 20.13
 ih) Mothing in this section shall e construed to require 20,15
any aagency or any federal ocfficer gor emnloyee to confirm or deny 20.16
the existence of any cooverative relationship any acency may have 20.17

with any foreign government or component thereof; to identifv any

particular such coonerative relationship; or to reveal in any 27.18

H

manner whether or not any informa*ion used in sucnort of an 20.19
annlicaktion for an order was obtained directly or indirectly from

such a relatinnship, or whether cor not any foreign aovernment or 20.20
comTonent thereof may wvarticipate in any electronic or siqnals 29.21

intelligence activitvy.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

-31-
PUYSICAL SIARCUTS

Sec. 232. (1) Mo entity of the Intelligence Community
.may conduct uncor.sented gh&sical searches within tﬁo United
States or nnconsented vhysical searches directed avainst "Tnitel
States persons abroad unless--

- (M such searches are conducted under the standard

an:d vrocedures required by the Constitution or laws of the
iInited States for law enforcement nurposes: or
{2y such searches are authorized in an order issue

under subsection (k) of this saction.

by Apnlications for a court order to conduct unconsente
phvasical searches within the Tnitel States or .lirected against

Urited States person abroad are authorized 12 the President has

Py written authorization, ervowered the Attorney Seneral to

T

approve annlications £o £oderal julhes having durisdiction unde
section 2423, title 18, TUnited States Code. A Sudge to whom an
annlication to conduct unconsented ‘shysical searches within the
Jnited Statas or directed against a United States verson abroai
is mal2 may grant an order apnroviny unconsented physical
gseartrnes within the Inited Ctates or ‘lirected amainst a United
States rerson abreoad if--
in the rpurpose i3 to obtain foreign intelligence
informasion, as detined in soecxiosn 2521(h) (5) of chanter
129, title 12, "nitedl States Code; and
{2) the target of the searches is a foreian vower
an aannt of a foreign power, as defined in secrion

2521 (n) (1)=(2) of such chanter, or in the casze of a nited

States persor abroard saitisfies the reguirements of section
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231 of this Act for the granting ot an order agproving 21.30

electronic or signals intelligence activities,
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MAIL OPENING
Sec. 233, (a) Yo entity of the Intelligence Community

may engage in the opening of mail in United States postal

channels or ovenirg of mail of a known "nited States person not
in United States postal chanrels unless--
in such orening of mail is conducted under the
stangards and procedures required v the Constitution or
laws of the United States for law enforcement purvnoses; or
{2) such opening of mail of a 4nown "Inited States
person not in United States rostal channels is authorized in
an order issued under suhsection (k) of this section.
™) Avplications for a court or¥der to oven the mail of a3
known TInited States person not in ‘Inited States ovostal channels
are authorized if the Presiten% has, bv written authorization,
ernoweredd £he Attorney General +o approve arnlications to
judyges having jurisdiction under sectiorn 24223 of chaptef 1
title 13, United States Code, and a ﬁu-%e to whom ar. anplication
to open the mall of a ¥rown United States person outside United

States coskhil channels 1s made may arant an orider approving the

opening of such nail if--

(n the purpose is to obtain foreign intelligence
information, as defined in section 2521(%) (5) ©f chapter

[l

120, title 12, Jrited 3tates Code; and
) the "Inited States person satisfics the
requirements of section.231 of this aAct for the granting of
an order anvroving electronic or siagnals intelligence

activities,
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PART D
MAINTENANCT AND DISSEMINATICN OF
INFORMATION CONCEPNING UNMITED STATES PERSONS
MAINTEVANCE
Sec. 241. (a) Information concerning any Urited States

person which has heen gollected in the course of collection of
information for- any foreigrn intelliqence, counterintelligence, or
counterterrorism purpose, which is not publicly available, and
which permits the identification of such verson (hereinafter in
this part referred to as !vrivate information"), may he
maintained without such person’s consent only if--

{N intertional collection of information concerning
such person has Leen approved pursuant to the provisions of
this title and such irformation is relevant to the approve.ld
puregoses of bollection;

{2) it is reasorably telieved that such information
may vrovide a kasis for initiating intertional collection of
information pursuant &9 the vrovisions of this title;

{3 such information concerns a possible threat to
the physical safety of any person;

{u) such information is reasonably helieved to Le
evidence of a crime;

L% sﬁch information was collected in the course of
collecting foreign ;ntélliqemcn and is essential for
understandirag or assessing foreign intelligernce; or

{6) such information constitutes foreian
intelli yence, counterintelligence, 9r counterterrorism
intnlliqﬁnce and the TUnited States person concerned is the

incurbent of any office of the United States Government
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havina siqnificant resoonsitility for the conduct of United

States defense or foreign policy.

") Putlicly available information concerning any United
States person may fe maintained by any entity of the Intélligence
Community when relevant to a lawful function of that entity.

{c) This section shall not ke construed to prevent the
maintenance or dissemination of information akout ary United

"~ .
States oerson in a manner which would clearly not permit the
identification of the United States person concerned.

la) Motwithstarnding any other provision of this section,
information collected Ly means of electronic surveillance as

g a!catr?w\-i or scz'm.t: .'nful\g.mcc akiVitres

Attt e O T e A T T T S T N I TS e, shall ke
2 ™

maintained »r Jdisseminated orly in accordance with the provisions

of part D of this title.
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DISSEMINATION

Sec. 242. . (a) Private irformation may ke disseminated
without the consent of the person concerred only in accoriance
with this section. .

M Private information may te disseminated within tEe
collecting entity or within any department or agency subsequently
receivina;such irformation orly to those persons who require such
information for the discharge of authorized qovernﬁental
responsibilities.

ic)‘ Private information which constitutes forecign
intellizence mav te disserminated ogutside the collecting agency if
the disseminatior is to another department or agency naving
lawful access to forelgn intelliaence information and the
identity 0of the United States person is essential to an
understaniing or assessment of the information's iznortance.

(1 Private information which constitutes
counterintelligence or counterterrorism intelliaence may he
disserinated outside the collecting agency if--

{n the dissemination is to another entitv of the
Intelliagence Cormunity kaving lawful counterintelliqgence or
counterterrorism responsibilities, as the case may re, ani
having a direct interest in the partiéular irformation; or

{2) the dissemination is to a foreisn government, if
the intormation indicates that the United States pverson
concerned may Dbe enjaged in international tervorist

activities or in clandestine intelliqence activities of

pon

irect interest to that foreion jovernment, and if such

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1

24, 23
20,24

20,25

24.30



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
T o -37-

dissemination is clearly in the ‘interests of the United

States.

{=) Private information which relates to cririnal activity
may be dissemiqated outside the collecting agency if the United
States person concerned is apparently involved in 'such griminal
activity or is or may hecome the victim of that activity, and
if--

~

N dissemination is to any federal, state, or local
law enforcement agency havirg investigative jurisdiction
over such criminal activity or responsicility for protecting
atainst such criminal activity; or

{2} dissemination is to a foreign law enforcement
azency having investigative jurisdiction over such criminal
activitv, ard such dissemination is determined by the

Attorney General or his desiqnee; having due regard to the

seriousress of the Activity and anvy leqal orligation irmposed

on the "nited States by Any treaty or other international
aqreemant, to be in the irterests of the Tnited States.

) Private information relatina to the trustworthiness of
ary fnited Stites person who has, héd, or will have access to
classified inforration may be disseminated to the department or
agency which employs, ervloved, or will employ that person, the
department or agency which Jranted that nerson a security
Clearance or access to classified irformation, or to any
departmernt or agency having resoonsibility to investigate that
person's trustworthiness.

{n Private information relating to the suitakility of any
nited States. person as a gource of information or assistance for

any lawrul intelligence rurpose may te disseminated to any entity
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Bf the Intelligence Community recquesting such information, if the 24.57
request evidences a serious intention by the rejuesting agency 24.58

that such person will be used as such a source of information or

assistance.
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MATNTENANCE AND DISSIMINATION
FOP OVEPSIGUT PURPOSES

Sec. 243. {a) In the evert that information is collected
by a means or in a panner prohibited by this Act, such
information may only re maintained or disseminated for purposes
of oversight, accountahility, and redress. Such information,
when relevant to any administrative, civil, or criminal
proceeding, may not be destroyed or otherwise disoosed of if the
entity is‘Pn notice of such a proceedina.

{B) This chapter shall not ke construed to affect in any
manner any right of Congress or any cohmittee or sulcommrittee

thereof to access to informatiorn.
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PART E

RESTRICTINNS ANMD LIMITATICHNS

PROHIBITICN ¢F PCLITICAL SURVIILLANCE
Sec. 251, No intelliqgence éctivity may be directed against
any United States person solely upon the basis.of such person's
exercise of riqghts protected Ly the Constitution and laws of the
United States, and no intelligence activity may he designed and
conducted.so as to limit, disrupt, or interfere with the gxercise

of those rights bty any United States person.
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PROZIBITED CISSIMINATION

Sec. 252. Mo person actina on tehalf of any entity of the
Intelligence Community mway disseminate information anonymously or
under a false identity concernina any United States person for
the purvosefd of discrediting such person hecause such person has
criticized any official or agency of the government or any policy
of the goyernment. Yo such dissemination may be made for any
other ournose, except—--

i{n to a foreign intelligerce service whe£é
necessary Lo protect against espionage or any other unlawful
clandestine intelligerce activity;

{2 to persons engage” in sabotage, international
terrorist activities, nr assassination, wheé% necessary-to
crotect against such activity; or

{2 if the information concerns an oificer,
emplovee, or person actirg for or on behalf of an entity of
the Intelligence Community arnd is necessary to the
maintenance of vrorerly autho;izpd cover tor such officer,

emrloy=e, Or person.
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- T PARTICIPATION IN ILLEGAL ACTIVITY

Sec. 253. No person acting on tehalf of an entity of the
Intelligence Community mav instigate or commit any violation of
the criminal statutes of the United States within the United
States or directed against any United States verson, urless such
activity is underta—ken pursuant to procedures approved by the
Attorney &eneral and--

(L) N does not involve acts of violence;
" (b) ¥ does not involve a violation of any other
provision of this Acts: and

(.C) 1 is necessary to obtain information needed to
protect against imminent acts of esoionage or sabotage,

international terrorist activity, or assassination.
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FESTRICTICNS CON DCMESTIC SECURITY
INVESTIGATIONS

Sec. 254. Mo entity of the Intelligence Community other
than the entities gof the Denartments of Justice and Tre;sury
having law enforcement responsibilities may conduct, participate
in, or provide the assistance of personnel for use in any

domestic security investigation.
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R‘ESTPICTTONS on THE USI OF UNITED STATES
PERSONS FOR OPERATIONAL ASSISTANCE

Sec. 255. Mo entity of the Intelligence Community may use
any United States person to provide operational assistance in the
conduct of any clandestine intelligence activity unless such
person is informed of the nature of such assistdpce and of any
reasonahly anticip;ted risks to rphysical safety that such
assistanc® may pose and such person voluntarily consents to

provide such assistance.
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RESTPICTIONS ON CONTZACTING 31.2
Sec. 25f. Yo entity of the Intelligence Community may 31.6

enter into anv gontract or arrangement for the provision of goods 31.7
or seryiccg with any private company or institution in the United 3%.8
States unless the entity'sponsorship is ¥nown to acrropriate 31.9
officials 0f the company or institution. In the case of any

company Or institution other thar an academic institution, entity 31.10

F =4
sponsorship may fe concealed if it is determined, pursuant o 3. 11

procdedures appnroved by the Attorrey Seneral, that—-.
N such concealment is necessary to maintain 31.13

essential cover or proprietary arrangements for intelligence 31.14

pureoses authorized ky this Act;fand 31.1¢
. ———— .
{2 the contract or arrangement is consistent with 31.17

the normal nrovision of goods or services hy the company or 31.18

institution, I"

Seeton 139 W TAT
Ak
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RTSTFICTICNS OW UNDISCLCSED PARTICIPATICN
IM UNITED STATZS ORGANIZATIONS

Sec. 257. (a): Mo person may, except in accordance with
this section, join Qr otherwise participate in any United States
orqanization, Oor any other organization within the United States,
on benalf of an entity 0f tne Intelliqgence Community without
disclosing his intelligence affiliation to approrriate officials

£ ’_‘ - . t. )

; ; .
oI rne organization. ok ml_"w‘awm Cu-mmumhf

h) The head of an entity or his designee nmay, when
essential for intelligence activities authorized by this Act,
authorize participation on behalf of that entity in an
or7yanization within the United States which is composed primarilv
of <oreigqn nersors ard is acting on tehalf of a foreign power.,

{o The head of an entity of the Intelligence Community or
his desiynec mav authorize Qarticipation in a Unitad States
oryanization when necessary to collect information under part 3
of this Act, Such varticipation shall ke confined to the
cellection of information as authorized by that part, and shall
be conductad 350 as not to influence the lawful activities of the
orianization or its memkers. Within the Ynited States such
varticivation may te undertaken to colleck nonpublicly available
information only on hehalf of the Federal Eureau of
Investigation.,

I&S) The head of an entity of the Intellimence Community or
fis designee may authorize particination in a Jrited States
oraanization when such participation is essential for preparing
the rarticinmant for assignment to an intelligence activity

outside the United States. Such particinzation snall tre conductead
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so as no2t to influence the lawful activities of the organization
or its memherss

) Mothina in this section shall be construed to prohibit
any person emnloyed by any organizaticn from recommending or
assisting in the revruitment of empnloyees or gources cof
informatign or orverational assistance 5n hehalf of any entity of
the Intellijence Community, (provided that the aprpropriate
officials of any such Jnited Ztates academic institution are
notified that such activities are takina olace, though: the

irlividnals conducting them need not Te identified.)
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ASSISTANCE

Sec. 258.

‘no entity
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FESTRICTICES ON THE PROVISICM CF
TO LAW ENFORCIMENT AUTHOTFITIES

(a) Excent as otherwise provided in this Act,

of the Intelligence Community other than the entities

of the Devartments of Justice and Treasury having law enforcement

responsibtilities may rrovide services, equipment,

cersonnel or

facilities to the Taw Irforcement Assistance Administration or to

participate in
Tnited States.
{h) Any

i

on avplic

L3

of such entityv, provide sovecialized edquiuvment,

. 1
Znowladge

Attornny Gereral,

fo

Ly any

police organizaticns of the Inited States, or

or fund any law enforcement activity within the

ertity of the Intelligence Community pay-—
coorerate with arpropriate law enforcement
Zor the nurpose of protecting the versonnel and

such entity ard conducting backaround checks

ants for employment;
rarticipate in law enforcerment activities, in
e with this 2ct, to nrotect ariainst espionaae or

clandestine int<lliyence activity,

internarional terrorist activity, or any
with the ovrior aporoval of a desigrated official

technical

. Or, nursuart to procednres avrroved bty the

the assistance of exvert versonnel for use
deral law entorcement agency or, when lives are

endangyered, to sucnport local law enforcement agencies.

1) The

in a timely manner of such provision of e-iprent,

personnel, and

Attorney Gerneral or his designee shall be notified

nowledqge, or

shall review at lcast annually all provision of
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expert versonnel to determine whether the procedures approved hy

the Attorney Gereral have reen followed. 33.35
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RESTRICTINNS ON THE USE OF HUMAN
SURTECTS FCP EXPERIMENTATICN

Sec. 259. Mo entity of the Intelligence Community sﬁall
sponsor, contract for, or gonduct research on any human subject
except in accordance with gquidelines on research involving human
subijects issued by the Department of Health, Tducation and
Welfare. The gequirements for irformed consent and the
documentation relatina to such consent shall te the same as
provided in such guidelines of the TDepartment of Health,
Education and Welfare. The National Commission for the
Protection of 'Turan Suﬁiects of Biomedical and Pehavioral
Research shall have jurisdiction to mwonitor, under appropriate
secirity arrangerents, compliance with such auidelines by the
varions entities of +he Intelligence Commurity which conduét
research on any human subject; and stall advise the Director of
National Tntelligence and the Secretary of Health, rducation and
Welfare on iany changes in such guidelines as may e necessary Lo

vrorect fully the health ani safety ot such huran subjects.
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PART F -- Remeclies (fo be 1aSerted)

—5"—

{

PART G

OTHER PROVISIONS

PROTECTINN OF PPIVILEGED COMMUNICATIONS

Sec. 271. Mo otherwise privileged cowrmunication shall lose
its privileged character as a conseguence of this Act; and the
-~
Attorney Seneral shall rromnlgate regulations to protect

privileged communications against intelligence activities of the

United States.
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ADMINISTRATIVE RULZMAKRING

Sec. 272. The Director of Mationnal Intelligence and the
heads of the entities of the Intelligence Community shall, in
consultation with and subject to the approval of the ‘Attorney
Fereral, formulate requlations nécessary to carry gut the
provisions 0f this title. o such requlatior, or amendment

-
thereto, shall hecome effective until 50 days after the date on

which such regulation or amendment, 4s the case may be, has been

submitted t> the Permanent Select Committee on Intelligence of
the House of Penresentatives and the Select Committee on

Intelligence of the Senate.
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TITLE II -- INTELLIGENCE ACTIVITIES
AND CONSTITUTIONAL RIGHTS

PART A
GENERAL PRQVISIONS

SHORT TITLE -

- Y

i
Sec. 201. This title may be cited as the "Intelligenée

Activities and Constitutional Rights Act of 1978". \
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STATEMENT OF FINDINGS

Sec. 202. The Congress hereby finds that--

(1) properly limited and controlled intelligence activi-
ties conducted within the Uﬁited States or directed against
United States persons abroad are necessary to protect against
espionage and other clandestine intelligence activities harm-
ful to the security of the United States, sabotage, interna-

tional terrorist activities, and assassinations, and to collect

- information concerning foreign powers, organizations, or per-

sons which is essential to the formulation and conduct of the
foreign policy and to the protection of the national security

0f the=United States;

- e S e ST L TR S e =

et ad —and di oo e 3

P el otind i oo—and—persemaimlivesof—rmesienng—and—ha
esloret—surrestiticus—intellisen otleesieon—techricunca
€—Lnirad Stares intalliconce—asencies—irare—in—hie Sroraie
aged—in—soussi—oporationsithintheHrirot—3taros—ro—die—
Fepe—ind-diserediitaniul oolitionlpgetdvitdegme it di &

3 Py

. .
e TRULLC O L ew 5LULYS

(4) eweh illegal or improper intelligence activities have

1 i £ o A r=4 EoRvey il b 3 - e ~
undermined sve—foemdarieni—of—a—frsos e DI D e ~

ed

SoRe—tiliborsr—rithout due process of law, bw inhibit=%= the

exercise of freedom of speech, press, assembly, and associa-
tion, 5% invadsms the privacy of individuals, and < impairma

. : . - . . . I
the Integrity of free institutionsy and,'+ﬁ£r¢4hr& N

s needed to allocate clearly the respon-

1=

(5) 1legislation
sibility Zor direciting and supervising all intelligence activi-
tias conducted within the United States or <éwwessd against
United States persons abroad, to establish standards and pro-
cecdures IZor the conduct of such activities, to prohibit certain
activities, and to establish adequate legal safeguards to ensure

1

achersnce to such standaxds and procedures.
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STATEMENT OF PURPOSES

directed mgaingt Uniked States persons or gerformedl within Yhe Unked
StoAkes Whigh nee — ' :

Sec. 203. It is the purpose of this Act--

(1) to provide statutory authorization Apchmtpded s for

= Frormemes—ot intelligence activitianecessary for the

&
conduct of the foreign affairs and the protection of the na-

tional security of the United States;

protec : ; . - .
Feseswand constitutional rights of the lndivid-? -

co

ual against violation or infringement by the intelligence ac-

o
tivities of the United Statesj e establish#sg comprehensive

1

statutory standards and procedurﬁ‘i& R )

s 3~ = -~ 3 = Tl I ] SN e W
ereiotallicenco—aet —Linl el G ate gttty -

il = 2.
e a {-"1[ et e Wl =
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SreTTTT e T T et e and—taat—sueh—getinitios do ner—abwidee—any

PR - o) k! Ehaonetiigsd am lasis A<
M"O“ o.-&_—::!..t-‘c\. T D= <8 "3’ =] 2 32 oo ~

Eha TTo i o d Qe oo
T

and sancting

(3)6-6- to provide fair and effective remedies)few,any per-
’s whenever
sorl weese rights under the Constitution or laws of the United

States are infringed -ss= or violated by the intelligence ac-

tivities of the United States)

(&) teo dclinenke the role of Ha P:'U:ornE\vj Genera!
n enturing Hat inkelltjmq_ nchivikies o€ Hug “United

Stokes mre conducked in conformity with +Hhe Congtitu-
Lion ard \nws of the Unike Toctes.
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DEFINITIONS

Sec. 204. (a) Except as otherwise provided in this sec-

of *4\\5

tion, the definitions in Yitle I, she—Nesiorel-lintolligoncs

Act ef—+37F= shall apply to this title.
(b) As used in this titcle--

(1) The term "eclandestine lntelllaence activity"
on behalf
means any aCElVlcher an intelligence service Ov—mretiois -
of a foreign power which is planned and executad in a
©
manner intended to conceal the nature or fact of such - s
activity or the role of such foreign power, and any ac-
" )
tivity carried out in support of such activity.
o . documenkard
= (2) The term "confidential records' means any,in-
N
or rnakeninl N\
formatioadwhich is not generally available to any pri-
vate persom.
(3) The term ""covert human source' means any person
acting on behalf of any entity of the Intelligence Commun-
ity who is directed to collect specific information or
material for such entity in a manner intended to conceal
the fact of such collection, including any person who
voluntarily agrees to perform such activity without com-
pensation.
[ (4) The term "national agency check' means a recoxrd
check of the Federal 3ureau of Investigation fingerprint
@) renurmbke : e e e L :
L fea and investigative files, the Civil Service Commission
- (D -
security/investigations index, the Department of Defense
« central investigative index, the central flles ig
ol “State

Deportmen
Central Intelligernce Agency and theﬂﬁeaua Desassment, and,

if necessary dased on information revealad through the

record checks of the foregoing agenciasyche central files.of

Lgther Federal agencies.
@{-—5-;- The term "eleccronic or signals intelligence

activiries' means the acquisition of information by the
nor\eu.bhﬁ . ]
radio communicaticns,

N\

interception of wire communications
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or oral communications without the knowledge of all par-
ties, or the installation or use of a device for moni-
toring to acquire information without the knowledge of
the persons or activities monitored, but not including

"

"electronic surveillance" as defined in Chapter 120 of
Title 18, United States Code (as set out in S.1586).
(§)é&} The term ""electronic surveillance" shall have
the same meaning as is found in Chapter 120 of Title 18,
United States Code (as set out in S.1568).
(?) &> The term "foreign organization' means--
(A) any unincorporated association organized
outside the United States and not substantially com-
= posed of United States citizens or aliems lawfully
admitted for permanent residence(és defined in sec-
vtion 101¢a) (20) of the Immigration and Natiomality
A?§> or »
(B) any corporation anovporated outside the
United States.
C?) ¥ The term "foreign person' means any foreign
power, any foreign organization, or any individual who
is not a citizen of the United States or an alien law-
fully admitted £for permanent reSLdenve<:a3 Ae@an:& wn gsechion
103 @3(20 t‘\k vaf\\er&MO\\”ﬁ\"‘ Nadioanld
3 The' term "'foreign powZr" mcans--
(A) any government of a foreign country;
(B) any corporation incorporated in the
United States which is directed and controlled by
any government of a foreign country.

uncons:nk:ﬂd
(?) &> The term ''mail cover” means an%ﬂfystematicjand
deliberate inspection of the exterior of mail to or from
a particular person before such mail is delivered to the
person to whem it is addressed.
(o) WAL - see

P-C

(l1) The term "phvsical surveillance' means any un-

consented, systematic, and deliberate observation of a
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person by any means on a continuing basis, or unconsented

acquisition of a nonpublic -ewed communication by a person

not a party thereto or visibly present thereat through

any means not involving electronic surveillance or elec-

tronic or sigrnals intelligence activities. This defini-

tion does not include‘overhead reconnaissance not directed

at specific United States persons.

(12) The term "United States', when used to describe

a geographic location, means the United States and its

territories.

(13) The term "United States organization" means any

unincorporated association or corporation which is a

Uaited States person.

##
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Qj) €37 The term "unlawful”, when used with respect to
any clandestine intelligehce activity, means an-activity
which involves or may involve a violation of the laws of
the United States, any state or subdivision thereof, or,
in the case of an activity conducted outside the United
States, which would involve a violation of such laws if

conducted within the United States.
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RESPONSIBILITIES OF THE ATTORNEY GENERAL

dut
Sec. 205. (a) It shall be the :eepens¥bf&£t7 of the

Attorney General to participate, as appropriate, with the
and wy

Nationgl Securicy Council,Athe Director of National Intelli-
gence, the Intelligence Oversight Board, and the heads of the
entities of the Intelligence Community, in ensuring that all
intelligence activities of the United States are conducéed in
conformity with the Comstitution and laws of the United States,
and that such.activi;igs do not abridge any right guaranteed
or protected by the Constitution or laws of the United States.

duty

In discharging this = ijampe  tha Attorney General shall--
have revpansit) H-_y or-l-'n:_

(l)l\aooLov s;—éaeapp*aﬂﬁﬂgil regulations or pro-

cedures prooosed by the Director of Natiomal Intelligence
or by the hezds of the entities of the Intelligence Com-
munity to implement any provision of this Title;

(2) evaluats on a continuingVbasis’all'StatQ:es,
fkecutive orders,P}residential directives and memoranda,
and all regulations and procedures, relating to intelli-
gence activities to determine whether they adequately

rights under -Hhe

protect the pswosimsndessoedsn=0f United States persons 4

Conthibubion wedlaws of Ha Unied States,

the integrity of United States organizations, and the,‘gjul

rights of any other persons who are in the United States,
and make such reccormendations for changes therein as e +he
FHA@rug:_ﬁtnernl
: may deem necessary to achieve such purposes;
(3) supervise intelligence activities of the Federal

Bureau of Investigation, authorized in Title IV of this

Act;
of‘
(4) review omed- Dt Db Td ] ;iforove
when rt%u\rcé +v do so by +hls

intelligence ac“1"1c’e%\gka; oy B e The
pEEFaey—er—Eresdom—oialnibed—Sr e s s iRt e intao=ity
ofF—Ertted—Sraees S""'""""h“. i AR TT I '..:.Q' =& e —aane
jegeR=t= b o e e el T d = -t S:.c..._...z, an
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(5) submit a written report annually to the Permanent
Select Committee om Intelligence of the House of Representa-
ives and the Select Committee on Intelligence of the
Senate on those intelligence activities which under this
§ﬁtle require the approval or review of the Attorney General

*or his designee.
(b) To assist the Attorney Gemeral in the discharge of
his responsibilities under this {itle, the Attorney General shall -
designate~~

(1) an official or officials from among the Deputy
Attorney General and Assistant Attorneys General who shall
perform any duty assigned to the Attornmey General's desig-
mree under this Title, prdvided that such designation is
made prior to the appointment of such official by the
President, by and with the advice and conseﬁt of the
Senate; and

- (2) an internmal inspection officer having jurisdic-

tion over the intelligence activities of anyrentify of the
Department of Justice who shall perform such duties
assigned to the Inspector Ceneral of each entit{ of the
Intelligence Community by Section 119(a)(3) of &itle T of

this Act as are assigned to him by the Attorney General.
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PART B
AUTHORITY TO COLLECT INFORMATION CONCERNING UNITED STATES
PERSONS AND FOREIGN PERSONS WITHIN THE UNITED STATES

SUBPART 1
AND PROCEDURES
PRINCIPLESAGOVERNING COLLECTION OF
INFORMATION CONCERNING UNITED STATES PERSONS
AND FOREIGN PERSONS WITHIN THE UNITED STATES

: GEINERQAL PRIVCIPLEG
Sec. 211. (a) No information concerning any United
States person or any foreign person within the United States may
be.collected for any foreign intelligence, counterintelligence,
Cr counterterrorism purpose except in accordance_with this part.
(b) Information concerning any United States person or
any foreign person within the United States may be collected

-
by any entity of the Intelligence Community with the consent

[}

of that person. The consent of any such person shall be re-
quested whenever making such_a request would not frustrate the
awful purposes of the collection.

(c)‘ Publicly available information concerning any United
States person or any foreign person within the United States
may be collected by any entity of the Intelligence Community
wnen such information is relevant to an authorized function of
that enticy.

(d) All collection of information concerning United States
persons or foreign persons within the United States shall be
conducted in the manner which least infringes upon the personal
rights of such persons. Whenever the information sought can
reasonably be obtained from publicly available information, it
shall be so obtained. Whenever there is a choice between two
or more techniques of collection, each of which can reasonably
be expected to obtain the information sought; the technique

which least infringes on person rights shall be used.

P43
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IMPLEMENTING.REGULATIONS AND PROCEDURES

M

Sec. BM}. The head of each entity of the Intelligence

Community shall, subject to the approval of the Attorney General
rocedures
promulate sskes and regulations--

)

(a) designating those officials of such entity who are
empowered to-- )
(1) authorize the initiation, renewal, or extengion -
of collection of information under this Part; . and
(2) authorize the use of particular techniques of
collection.
(b) ensuring that the least intrusive techniques necessary
to coltect information concerning United States personS or
foreign persons within the United States are used;
providing guidance with resgect +o
(c)/\éecning—eae the circumstances in which the initiation
or continuation of collection of information undér che.authofity
of this Part would be justified and in which the use of a
particular technique would be appropriate; and
(d) prescribing requirements for the maintenance of
written records, in accordance with Section 125 of this Act

3

on the use of particular techniques.

I3
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SUBPART 2

AUTHORITY TO COLLECT COUNTERINTELLIGENCE AND COQUNTER-
TERRCRISM INTELLIGENCE CONCERNING UNITED STATES PERSONS

a3
Sec. ==F. Collection

1 intelMigence maybe imbiated
counterintelligence or counterterrorism, swspeses inss an
& A cor\ur:gmﬂ |

United States persomn who--
(1) 1is reasonably believed to be engaged in espionage or

inkelMigance
any other unlawful clandestine eeowreasion

activ-ityr, sabotage,
any intermational terrorist activity, or any assassvination, or
to be T:onspiring with or aiding and abetting any perso;:l engaged
in such activity; oxr

(2) resides outside the United States and is acting ivn
an official capacity -b;uﬁanyr foreign power or organization
reasonably believed to be engaged in espiomage or any other

clandestine intelligence activity, sabotage, any international

terrorist activity, or any assassination.

14
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AUTHORITY TO COLLECT FOREIGN INTELLIGENCE
CONCERNING UNITED STATES PERSONS

Al foreign inteligence
Sec. 2¥5>. Collection of imSermesien may be initiated £ex
CO\'\LQT‘\'\\V\S 20y
foretemr—itmrellisencesurnotot—asairee & United States person
who--

(1) - is reasonably believed to be engaged in espionage,
or any other unlawful clandestine intelligence activity, sabo-
tage, any international terrorist activity, or any assassiﬁa—
tion, or to be conspiring with or aiding and abetting any per-
' son engaged in such activity, and when the information sought
to be collected is determined by a properly designated official
of an entity of-the Intelligence Community to be significant

i i lgence; .
Foraign lm.:egi i; "\n an official c&enc_i'&_t, Lor _

(2) is as—efficar oz amplones—efea foreiZn power WSt

L when such Person's
abmwad, ginformation about sfwese. 0fficial duties or activities

would constitute significant foreign intelligence; or
(3) - is a fugitive from justice, information about whose

relationships with foreign governments or Smiewmasiomal orgar\i3 a.{m\s

FesRoriateeryore would constitute significant foreign intelli-

gence.
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ATTORNEY GENERAL APPROVAL OF COLLECTION
UTILIZING CERTAIN TECHNIQUES

215
Sec. & The following techniques may be used to collect
\h'\'e.\\\genC-t wnder YhS Subgart Lut

imsommeriorr concerning a United States pe;son,\-e&-&ﬁ-y-—e;-e-z-gn

ﬂ*"n-—'Ywna-rv o VAL R C oot R BN R T T-C o VA OO NI ) v ey i
= ) .z = ™ DO e = o £

I

cenly under exigent circumstances, or when the Attorney General
or his designee, or, in the case of counterintelligence or
counterterrorism collection directed against a member of the

armed forces, the Secretary of the appropriate bv-a.nch of the

armed forces, has granted written approval w"‘-—resp"ect—-‘-e col-
of mgorm-s:& on

lectlonACO'zcarn ing such person--
(L examination of the confidential re»cor’ds”.o'f‘ahy'
f:_-deral, state, or local tax agency in accordance with
any applicable law; '
' (2) physical surveillance for purposes ‘other thanr
identificétion; | ‘ -
(3) the directAioﬁ of covert human sources to col-
lect information; ' '
(p_& maﬂl c vers c.t.ardh'm:e_ \LJ;H\ k'md a@phcame
law k""' '9-\ L purpeses o o'H\er +run 1dm~lrﬁei-

(5) recuesto foa. 1_-._or'1atlonhae taining toyeduca- +on 4
emgloyment,
tion, medical care, insurance, telecommunications ser-

vices, credit status, or other financial matters frem
the confidential records of any private institution or
any £federal, state, or local agency; or

o

(6) electronic sr."n’e:.llanceA accordance with

Ty .l 18~ s et 19 =
& < = Seeerdelol s Part C of

S R L Y e e S~ e =

this ?iﬁ:le.

,e\eu‘rronic or signa‘x

intelligence achividiec 9‘\5:::35
Stnrd\ or raal o(enmj
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DURATION OF COLLECTION

Sec. 216. (a) Intelligence collection under the authority
of this Subpart may be initiated only upon the written approval
of a properly designated official of an entity of the Intelli-
gence Community. Such approval shall.be valid for no more than
ninety days, renewable in writing for ome additiomal ninety day
period. ' 8

(b) Intelligence collection under the authority of this
Subpart may continue beyond the 180 days authorized in paragraph
(a) only if a properly designated official of the entity of the
Intelligence Community conducting such collection makes a written
findirmg that continuation of collection is necessary aﬁd reason-
able. The Attorney General or his designee shall be promptly.
notified of all such findings. . v -

(¢) The Attormey General or his designee, or, when the sub-
ject of the collection is a member of the armed forces, the
appropriate service Secratary Se—ws—dosmgnes, shall review
annually all collection under this Subpart which has continued
beyond 180 days; Such collection shall terminate after such
annual review unless the Attorney General or his designee, or,

1

appropriate, the service Secretary ou=—i samaer, makes a

e
th

written finding that the continuation of collection is necessary
and reasonable.

(d) Written findings under Subsections (b) and (c¢) shall
be based on the following considerations--

(l). the degree to which continuation of collection
would infringe wmea the rights of the subject of the
collection;

(2) the importance of the information sought; aﬁd

(3) when the collection is for a counterintelliéence

or countertarrorism purpose--

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1 / 7
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(A) the credibility and specificity of infor-
mation already obtained indicating that the subject
of the collection is engaged in clandestine intelli- | .,
achividy, sabetnge, any sor any acaassination
genca«at international terrorist activit£¥sh and

(B) the likelihood, immediacy, and magnitude
vy g

of any harm threatened by such

ERLE— 0T iR oS R e s e e e T T T T activicgs.
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SUBPART 3
AUTHORITY TO COLLECT INFORMATION
CONCERNING OTHER UNITED STATES PERSONS

AUTHORITY TO COLLECT INFORMATION CONCERNING
POFEMNDERE TARGETS OF FOREIGN INTELLIGENCE
SERVICES OR INTERNATIONAL TERRORIST Snesrss

Sec. 217. (a) Information may be collected for up to 180

days by any entity of the Intelligence Community concerning any

) United States person--
(1) who is reasonably believed to be the object bf
a recruitment effort by the intelligence service of a
foreign power or by any person or organization engaging
Pl =
in any international terrorist activity; or

- (2) who 1s engaged in activity or possesses informa-

tion or material which is reasonably-believed to be the sp:cjgk;

target of any intermational terrorist activity or the tar-
clundesking collecdhion

bt =}

get of anzﬁinteLWfvenceAactivity B i P o i G P e o S S 2

i Sesreavie® | 0T who 1s reasonably believed to be

the target of an assassination attempt by any foreign power

or any intermational terrorist group, but only to the ex-

tent necessary to proteﬁt against such terrorist or intel-

ligence activity.

(b) Any person who is the subject of collection of infor-
mation under this section shall be advised of any risks to that

person posed by the intelligence activities of a foreign power

or by intermational terrorist activities, and such person's con-

sent for collection shall be requested, unless--
(1) informing the person would jeopardize intelli-
gence sources and methods; or
(2) there is reason to believe that such person may
be cooperating with the foreign intelligence service or

international terroristsgaeu?.
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AUTHORITY TO COLLECT INFORMATION CONCERNING
PERSONS I\T CONTACT WITH m

SUS PECTED
INTRLLGEVE AGEMNTS '

Sec. 218. Information may be collected for up to 90 days
by any entity of the Intelligence Community concerning any
United States person who has contact with any person who is

reasonably believed to be engaged in espionage or any other
collection

clandestine lntelllUEHC%ﬂaCthLCy DO — b e e |

[ O Y-S X R et et any 235288 inatd S, but o‘nly‘ to the ex-

tent necessary to identify such United Stateg person and to
determine whether such person has, has had, or will have access

to information, disclosure of which to a foreign power would be

harmfid to the United States.
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AUTHORITY TO COLLECT INFORMATION
CONCERNING POTENTIAL SCURCES OF ASSISTANCE

Sec. 219. Information may be collected for up to 90 days
by any entity of the Intelligence Community concerning any
United States person who is reasonably believed to be a Do~
tential source of information or operational assistance, but
only to the extent necessary to determine such person's suita-
bility or credibility as such a source. Collection withour

the person's consent shall be limited to publicly available

information,
tensisasasrom, nNational agency checks, Ca e e e ]
e aaireor o e S TerenEoRsenenE—aaeney,  and

unless a properly designated official of the collecting entity
makes a written finding that:

(1) there is -a serious intention to use such person
as a source of assistznce, and

(2) such a request would jeopardize tﬁe activity for

indoemadion or
whlchAaSSLstance is sought.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
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AUTHORITY TO COLLECT INFORMATION FOR THE
PROTECTION OF THE SECURITY OF INSTALLATIONS,
PERSONNEL, COMMUNICATIONS, AND SOURCES AND METHODS

Sec. 220. (a) Each entity of the Intelligence Community,
in order to determine whether any person within, on the grounds
of, or in the irmeidate Ezginity of any installation of that
entity should, in accordance with any rule or regulation appli-
cable to that installation, be excluded from that installation or
from thé immediate vicinity of that'installation, may conduct
physicél survefllance of any such person, may request informa-
tion from the records of ény federal, state, or local ‘law enforce-
_
ment agency, and zmay conduct a national agency check.
(b) Each entity of the Intelligence Community maf collect
information cdncerning éﬁ&nﬁeﬁsoﬁ“who is feasonably‘believed to
be engaging in activities which pose a clear threat to the
physical‘safaty of any installation or of any persomnel of that
entity, provided that within the United States such collection
shall be limited to such information as is necessary to deter-
~iné whether the matter should be referred to an appropriate
law enforcement agency, at which point such collection shall
be terminated, and provided further that such collection within
the United States shall be limited to--
- (1) physical surveilance within, on the grounds of,
or in the immediate vicinity of any installation of such
entity;
(2) mnational agency checks;
(3) requests for information from the records of

any federal, state or local law enforcement agency; and
(4) interviews. .

(¢) Each entity of the Intelligence Community may collect

information concerning any employee or contractor or employee

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1 . Q_g.,
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. pevrson
of a contractor of that entity to determine whether such XS RCC T

cs—comemmesom has violated any rule or regulation of that entity
pertaining to the security of that entity's installations, per-
sonnel, communications, or sources and methods. Such collec-

tion may continue beyond 18Q days only with the written approval

- . . .

of the head of the entity. @ st e i "’"7,1339_ head

of each entity may approve in writing the use of the following
techniques of collection with respect to amy such employee--
(@) exzamination of the confidential records of any
federal, state or local tax agency in accordance with
any applicable law; - m
(2) physical surveillance for purposes other than
identification; |
€))] thé direction of covert human sources to collect

information;

. A ceordmne BRY B hWenble
(&) mail covers)te="r' U.&‘\":E.Jl sw-':-e}i of

pses & (5) requests for informationypertainingyss educaticm,
Bor RIEE a N Bl

cqyment

Q;c'&-"‘“"’ medical care, insurance, telecommunications services,

credit status, or other financial matters £rom the confi- |
dential records of any private institution or any federal,

state or local agency.
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SUBPART 4

AUTHORITY TO COLLECT INFORMATION CONCERNING
FOREIGN PERSONS WITHIN THE UNITED STATES

Sec. 221. Collection of'information*mk’/ay’;;finitiatad for

foreign intelligence, counterintelligence, or counterterrorism

. . . soncerning any 1 o
intelligence purpcses egawmst M\ Loreign person within the United |-

I

States] if--

such person satisfies the standards of this Fi+ske pu

for the initiation of collection against United States personsy

@ﬁ-} such person 1s an officer or employee of any foreign

powem or organization; ew
@t’r} the circumstances of such person's presence in the
United States make i1t reasonably likely that such person may

engage in espionage or any other clandestine intelligence ac-
tivity, sabotage, or any intermational terrorist activityy or

[ R P - LR Rt GRS T bk = NP~ S B W - - W -1 .V~ U ol = o b7 SR A V- o0 ke B - S e = U= -V~ B M T 0o}
> T T —aat—] ===

am-np-f;) k’;‘:?.(:’ Tt any Lt cdlon under ‘s @ar%
andurakin or tedAniques ot collection Yt would be
a.eg\\'c.n-k\g L colleckion concernm LUm‘te&_‘r‘Y%a‘\cx gereon
need nok =pe'Y v colledrto wnd Phis eecTion,
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parT ¢ €
AUTHORITY TO COLLECT INTELLIGENCE INFORMATION -

BY THE USE OF ELECTRONIC SURVEILLANCE,
PHYSICAL SEARCH AND MATL OPENING

ELECTRONIC SURVEILLANCE

Sec. 231. (a) VWNo entity of the intelligence Community

may conduct electronic surveillance as defined in Chapter 119
(assek oukin S 1540 .

or lzqﬂof Title 18, United States Code, unless authorized to

do so in accordance with the provisions of such chapter.

(b) No entity of the Intelligence Community may conduct
electronic or signals intelligence activities, not targeted
against a United States personm, for foreign intelligeﬁcé
purpose: unless information so obtained concerning United
States persons is treated in accordance with minimization
precedures, as defined in Chapter 120 or Tiﬁle 18, United
States Code, approved by the Attorney General.

(e) No entity of the Intelligence Community may
intentionally attempt to acquire, direétly or indirectly,
information concerning a particular United States person

or persons by means of electronic or signals intelligence

O
activities, under circumstances in which cwek person has a

reasonable expectation of privacy sitheiossent—to—matioising

s-and a warrant would be required
for law enforcement purposes within the United States, except
pursuant to this section. Applications for a court order for
eiectronic or signals intelligence activities targeted against

a United States person are authorized if the President has, by
written authorization, empowered the Attormey General to approve
applications to the special court having jurisdiction under
Section 2523 of Chapter 120, Title 18, United Stares Code, and

a judge to whom an application is made may grant am order, in

7%k The SSCI < +o5F has indicated Fhi's Part m.az
loe ,Owﬂeat Fvom this +itle am’f) poss:blyalmfa i Fh
%-lS’(aQG'na prewn"!" electronic-surveillance ~within -the-Us

bil!)ﬁp\?ro‘bé’cpiig'r‘&e%aée GoBfRaibe el x4 cbisskGo0100100008-1 a? 5
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conformity with subsection (e), approving electronic or

signals intelligence activities targeted against a United

‘States person.

(d) Each application for an order appro&ing electronic
or signals intelligence activities under subsection (c)
shall be made by a kederal officer in writing upon oath or
affirmation to a Judge of the special court having jurisdiction
under Section 2523 of Chapter 120, Title 18, United States Code.
Each application shall require the approval of the Attorney
General based upon his finding that it satisfies the criteria
and requirements of such application as set forth in this
section. It shall include the following information--

(1) the idéntity of the Federal officer‘making
the application;

(2) the authority confarred on the Attorney General
by the President of the United States and the approval
of the Attormey General to make the application;

(3) the identity or a description of the target
of the electronic or signals intelligence activities;

(4) a statement of the facts and circumstances
relied upon by the applicant to justify electronic or
signals intelligence activities targeted against a
United States person;

(5) a statément of the proposed minimization
procedures;

(6) a statement whether the activities involve
acquisition of information frém a wire communication,
from a radio communication, from an orai communication,
or from the monitoring of another activity, and a statement

whether physical entry may be involwved;

b
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(7) a statement of the period of tlme during which
the act1v1t1es are required to be ~conducted;

(8) a statement of the facts concerning all pre-~
vious applications that have been made to any judge under
this Sectlon or under Chapter 120, Title 18, United States
Code, involving the target specified in the application,
and the action taken on each previous application; and

(9) any other information or affidavit from any -
other officer raquired by the Attorney General in connec-
tion with the application or required by the Jjudge as
necessary for him to make findings required by Subsection
(e). .

(®) TUpon an application made pursuant to subsection (d)
of this section, the judge shall enter an ex parte order as re-
qLested,or as modﬂfled approving electronic or signals intelli-
gence under subsection (c¢) if he finds that--

- (1) the President has authorized the Attorney General
to approve applications for electronic or signals intelli-
gence activities targeted against a United States person;

(2) the application has been made by a éederal offi-
cer and approved by the Attorney General;

(3) on the basis of the facts submitted by the appli-
cant there is probable cause to believe that--

(A) the United States person targeted is an
agent of a foreign power as defined in Section
2521(b) (2) (B) of Chapter 120, Title 18, United
States Code;

(B) the United States person targeted is en-
gaged in activities outside the United States which,
if engaged in within the United States, would meet
‘the definition of agent of a foreign power under
Section 2521(b)(2) (B) of Chapter 120, Title 18,

United States Code;

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1 O? ?
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(C) the United States person targeted is an
officer or employee of a foreign power residing '
abroad, infeormatiom about whose official duties or
communications may constitute foreign intelligence
information as defined in Chapter 120, Title 18,

United States Code; .

(D) the United States person targeted is a
fugitive from justice, information about whose re- .
lationships with foreign governments or imbesaasional
sragvnizations

SoFnalslgeeupe would constitute foreign intelli-

gence information as defined in Chapter 120, Title
18, United States Code;

- (4) the proposed minimization procedures meét the

definition of minimization procedures under Sectiom 2521(b) (8)

of Chapter 120, Title 18, United States Code;

(5) the period of time during which the activities
are required coAbe conducted is reasonable; and
(6) where the activities involve the installation of

a device, either for monitoring or to intercept communica-

tions, such installation is reasonably necessary to effect

the activities, and the nature, reliability, or timeliness
of the foreign intelligence information sought cannot
reasonably be duplicated by other means of collection.

(£) An order approving electronic or signals intelligence
activities targeted against a United States person under this
Chapter shall-- .

(1) specify the identify or a description of the
vtarget of the activities;
(2) specify whether the activities involve acquisi-

tion of information from a wire communication, from ‘a

radio communication, from an oral communication, or frqm

the monitoring of another activity, and whether physical

entry may be involved;
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(3) specify the period of time during which the .
activities are authorized; »

(&) whe;e appropriate, specify that the installa-
tion of a deviceQis authorized; and

(5) direct that the minimization procedures be
followed. )

(g) Where the senior United States official of an agency
authorized by the President or by statute to conduct electronic -
or SLgnals intelligence activities in a foreign country reason-
ably determines that an emergency situation exists such that
foreign intelligence information might be lost before an order
authorizing such activities targeted against a United States
persommcould with due diligence be obtained, and the basis for
the issuance of an order exists, he may authorize -the conduct
of such act1v1t1es targeted agalnst a United States person in
that forelgn country for a period not to exceed 72 hours, pro-
vided that--

(1) an application for an.ordér under-%ubsection (d)
of this Section is filed within those 72 hours;

(2) the activities shall cease upon the denial of

+he e:frrn.tom\o

the order °ﬂﬂ72 hours, whichever occurs first; and

(3) information obtained before the order is granted
or denied shall, to the maximum extent feasiaﬁle, be treated
in accordance with the minimization procedures in the order
or be destroyed and not disseminated if the order is denied.

(h) Nothing in this Section shall be construed to require
any agency or any gederal officer or employee to confirm or deny
the existence of any cooperative relationship any agency may have
with any foreign government or component thereof; to identify any
particular such cooperative relationship; or to reveal in any
manner whether or not any information used in support of an appli-
cation for an order was obtained directly or indirectly from such
a relationship, or whether or not any foreign government or compo-

nent thereof may participate in any electronic or signals intelli-

A7

gence activity.
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PHYSICAL SEARCHES

Seec. 232. (a) No entity of the Intelligence Community may

conduct unconsented physical searches within the United States

or unconsented physical searches directed against United States

persons abroad unless--~

(1) such searches are conducted under the standards

and procedures required by the Constitution or laws of

the United States for law enforcement purposes; or

(2) such searches are authorized in an order issued

&
under'iubsectiou (b) of this Rection.

(b) Applicatioms for a court order to conduct unconsented

physical searches within the United States or directed against

a United States person abroad are authorized if the President
has, by written authorization, empowered the Attormey Genmeral
to approve. applications to Federal judges having jurisdiction

under Section 2423, Title 18, United States Codé. e ‘ag\judge

to whom an application to conduct unconsented physical searches

within the United States or directed against a United States

person abroad is made may grant an order approving uncomsented

physical searches within the United States or directed against

a United States person abroad if--
(1) the purpose is to obtain foreign intelligence
information, as defined in Sectiom 2521(b) (5) of %ﬁapter
120, Title 18, United States Code; and
(2) the target of the searches is a foreign power
or an agent of a foreign power, as defined in Section
2521(b) (1)-(2) of such Chapter, or in the case of a

United States person abroad satisfies the requirements

+he granking of on order af?rw\nj

of Section 231 of this Act fog\electronic or signals

intelligence activities.
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MAIL CPENING

Sec. 233. (a) No entity of the Intelligence Community may
engage in the opening of mail in United States postal channels .
nok in  Unked
or opening of mail of a known United States persoﬁﬂin~£eéeﬁ§;
SE-&!Spostal channels unless-- ‘
(1) such opening of mail is conducted under the
standards and procedures required by the Constitution or
laws of the United States for law enforcement purposes;
or
(2) such opening of mail of a known United States .
nok i
perso%ﬂfeeséee United States postal channels is authorized
s .
ia an order issued under Rubsection (b) of this-%ection‘
(b) Applications for a court order to open the mail of a

ack  ULaiked Sinkes
known United States persogwin Sovadan postal channels are .

authorized if the President 52;, by written authorization, em-
powered the Atrtorney General to approve applications to %@deral
judges having jurisdiction under §@ction 2423 of Chépter 120,
;itle 18, United States Code, and a judge to whom an application
to open the mail of a known United States pérson outside United
States postal channels is made may grant an order approving the
opening of/;‘rr’fg.\l Ofmamtmotm it ed States pexsondn-foredan
posselconneks 1f-- ‘ ‘
(1) the purpose is to obtain foreign intelligence
information, as. defined in Section 2521(b) (5) of §hapter
120, §itle 18, United States Code; and

(2) the United States person $e—sm—asent—ofei

o

< Ty =t

s

sueh—Chapter—er satisfies the requirements of E@ction
+he granking ot TA order dpgroving

231 of this Act for,electronic or signals intelligence

A

activities.

3/
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LLEGIB PART D L

MAINTENANCE AND DISSEMINATION OF
INFORMATION CONCERNING UNITED STATES PERSONS .

MAINTENANCE

Sec. 241. (a) Information concerning any United States
person which has been collected in the course of collection
of information for any foreign intelligence, foreign counter-
intelligence, or Sewessw counterterrorism purpose, which is
not publicly available, and which perﬁits Ehe identification
of such persocn, (hereinafter in this - ?ax:- referred to as
"private information'), may be maintained without such person's
consent only if--~ /
- (1) intentional collection of information concerning
such person has been approved pursuant to the provisions of
this title and such information is relevant to the approved
purposes of collection;

‘ (2) it is reasonably believed that such information
may provide a basis for initiating intentional collection
of information pursuant to the provisions of this title;

(3) such information concerns a possible threat to
the physical s;fety of any person;

1 - (4) such information is'reasonably believed to be

evide2§§ of a crime; o=

(g)f&& such informatidn constitutes foreign intelligence,
foreign counteringelligence, or foreign counterterrorism
information and the United States person concerned is the
incumbent of any office of the United States Government
having significant responsibility for the conduct of

United States defense or foreign policy.

(b) Publicly available information concerning any United

States person may be maintained by any entity of the Intelligench|EGIB

L‘Pommunity when relevant to a lawful function of that entity.

e =
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DISSEMINATION .

Sec. 242. (a) Private information may be disseminated
the person concerng
without the eewseoris consen;monly in accordance with this sec-
tion.

(b) Prlvate information may be disseminated within the
collecting entlty or within any department or agency subse-
quently receiving such information only to those persons who
require such information for the discharge of authorized gov~
ermmental responsibilities.

Cc) Private Lnformatlon which constitutes foreign intelli-~

gence may be dlssemlnated outside the collecting agency lfanb

Hive the dissemination is to another department or
agency having lawful access to foreign intelligence in-
formation and the identity of the United States person

is essential to an understanding or assessment of the

information's importances ew

L=y > =l

Fequast ol rhedopaziment—sr—asen Fto.which v s baing
- > ) Suaet cnaad .S . il
TRt Eeg PoSiries—tmwedtine o 1o

(d) Private information which constitutes Someism counter-
intelligence or Soselam counterterrorism information may be
disseminated outside the collecting agency if--

(1) the dissemination is to another entity of the
Intelligence Community having lawful Ffesmedsa counter-
intelligence or Fowedan counterterrorism responsibilities,
as the case may be, and having a direct interest in the
particular information; or

(2) the dissemination is to a foreign government,

if the information indicates that the United States

33
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person concerned may be engaged in intérnationé.l terrorist
activities or in clandestine intelligence activities of
direct interest to that foreign government, and if such
dissemination is clearly in the interest of United States.

~ Iy 3

— ST e—a -

. : s
(e) Private information which relate¥ to criminal activity

may be disseminated outside the collecting agency if such
Lonterne

United States persondis apparently involved in such criminal

activity or is or may become the victim of that activity, and

if--

(1) dissemination is to any federal, state, or local
~la.w enforcement agency having investigative jurisdiction
over such criminal activityy or resaonsi‘oi‘\ﬁ for f"°'&"‘"’“"“3 aga'ms‘L
suth eriminal ackivityjor

(2) dissemination is to a foreign law enforcement
agency having investigative jurisdiction over such criminal
activity, and such dissemination‘ is determined by the
Attorney General or his designee, having due regafd to
the ‘seriousness of the activity and any legal obligation
imposed on the United States by any treaty or other inter-
national agresment, to be in the interests of the United
States.

(£) Private information relat:l‘:ng to the trustworthiness

erwill hwe
of any United States person who hasyes had,access to classified

’N
information may be diss.eminatid to the department or agency which
or wil) eenglo
employs; e# employed,that person, the department or agency which

A

granted that person a security clearance or access to classified
information, or to any department or agency having responsi-
bility to investigate that person's trustworthiness.

(g) Private information relating to the suitability of

ariy United States person as a2 source of assistance for any l’&\o\)'?u\

£ouedan intelligence,, e : s - Sowad

3
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L)

evpmperremmowdew Durpose may be disseminated to any entity of
the Intelligence Community requesting' such information, if the
: serious inkenkion

request he—mede—tn-imedeiroenne cvidences a = ”

“«&ew by the requesting agency that such person will be used as

such a source of assistance.
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MAINTENANCE AND DISSEMINATION
FOR OVERSIGHT wwéme&imR PURPOSES

Sec. 243. (a) In the event that information is collected

by a means or in a manner prohibited by this Act, such informa-

tion may only be maintained or disseminated for purposes of
oversight,. accountability, and redress. S

z -
4 N

. L. N N o
ORI T S T e e g vy

-

- .

. o . 3 'Y

——— e (=

Q:)ée} This chapter shall not be construed to affect in any

manner any right of Congress or any committee or subcommittee
o to

theret™a J% access to information.

¢ & 3

S—aRyF—other—rrOvIT OOt this—sectden,

pravisions of paxr. Coof Shigmiiade .

—

Sueh 1adoc amntion , when relevant 4o an a&m;nu{ra{a'u-g}

awl, or criminal roceeding , may not be destroyed or other-

wise disgosed of L Hhe endity iz 0 pobice of cuch
% @roc.eeAmj,
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PART E
RESTRICTIONS AND LIMITATIONS

PROHIBITION OF ?OLITICAL'SURVEILLANCE

Sec. 251. No intelligence activity may be directed against -
any United States person solely upon the basis of such per-

son's exercise of rights protected by the Comstitution and laws
, designed and

of the United States, and no intelligence activity may beAcg

S5 AS Yo

ducted;\_ Do % Limitsms, disruptima, or interferims

with <he exe‘r;cise& any United States person,iof those rights bj]
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. 'jn‘g

{::~C".,",‘:".—~—*
Sowelosl i oY

SISSEMINILTION

g ne i
252. Mo actina on tehalf of any entity of the

OOy - 3 = 3 3 .
-onmTunity ray disseminate information anonymously or

identity cencerning any Uniteqd States person for

ha I 2 na .
the urposq/ oL cdiscrediting such person because such person has
33 . k) s - ) .
griticized any official or agency of the government or any policy
o such dissemination may be made for any

except--

to a foreign intelligence service whe;L

)

cessary to protect against

[t

2spionage or any other unlawful

=N

clanidestine intelligerce activ

L2

m

tys
to persons engaged in sabotage, international
grotect azainst such activity; or ' L
concerns an oificer,

or person actirg for or on hehalf of an entity of

32 Intellinence Community and is necessary to the
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PARTICIPATION IN ILLEGAL ACTIVITY

Section 258 ©No person acting on behalf of an entity of

the Intelligence Community may peebioidpome—itrrmeatiied ol

b nis = c > e s
L e B -
PRESOR bt intoliiasbhe Iinstigatmem or commisedew .ef any

violation of the criminal statutes of the United States, unless
such activity is undertaken pursuant to procedures approved
by the Attormey General and--
(a) -does noﬁ involve violencé;
(b) does not invelve a violation of any other pro-
f;ision of this Act; and
(c) is necessary Seea—covems-lrumof-gouwsee CO Ob-
tain information needed to protect against imminent acts

of espionage or sabatage, international terrorist activity,

or assassination.

37
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RESTRICTIONS ON DOMESTIC SECURITY INVESTIGATiONS

Sec. 2591 No entity of the Intelligence Communify ather
than the entities of the Departments of Justice and Treasury
having law enforcement responsibilities may conduct, participate
in, or provide the assistance of personnel for use in any domestic

security investigation.

40
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RESTRICTIONS ON THE USE OF UNITED STATES
PERSONS FOR OPERATIONAL ASSISTANCE

Sec. 255. No entity of the Intelligence Community may
use any United States person to provide operational assistance
in the conduct of clandestine intelligence activiqéga unless
such person is informed of the nature of such assistance and
of any reasonably anticipated risks to physical safety that
such assistance may pose and such person voluntarily consents

to provide such assistance.

. Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
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RESTRICTIONS ON CONTRACTING

Sec. 256. No éntity of the Intelligence Community may
enter into any contract or arrangement for the provision of
goods or services with any private company or institution in
the United States unless the entity'sponsofship is known to
appropriate officials of the company or institurion. In the
case of any company or institution other than an academic

sgontorthip may be concenled if 4
instirution, entitz\is determined, pursuant to procedures approved
by the Attorney General, that--
(1) such concealmentris necessary to maintain
-
essential cover or proprietary arrangements for
intelligence-purposeé authorized by this Act; and
(2) the contract or arrangement 1is consistent

with the normal provision of goods or services by the

company or institution.

73
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RESTRICTIONS ON UNDISCLOSED PARTICIPATION
IN UNITED STATES ORGANTIZATIONS

Sec. 257. (a) No person may, except in accordance with
. this sectionm, join or otherwise participate in any United
States organization, or any other organization within the
United States, on behalf of an entity of the Intelligence Com-
munity without disclosing his intelligence affiliation to appro-
priate officials of the organization.
(b) The head of an entity‘of the Intelligence Community or

swhin eszeakial for (ndelligence ackivibies suthorized by Hic Act,
his designee mé.;;\authorize participationv :

St B S S e s
on behalf o€ that en@

izad. bz that nho?fgﬁﬂ and
b ¥

I PO S = £ a
AR g & gy eng vy g s cppre, o o —

Fedes
In an w ; _ .
SmEhe organization ew—boo—membens, Within the United States which /5
Compgoses primarily of foreign pertons wnd i 2cting on
[ PPU - U A SR 1 3 I e iele —

Rl LR,
LU S 7 3 g v 4 S ) 1 € e St 0 e o o e - -

Ze‘n‘ni‘é of x fo reign .eo‘uuef,

@ &) )

%> The head of an entity of the Intelligence Community
or his designee may authorize participation in a United States

organization when such participation is essential for preparing
the participant for assignment to an intelligence activity
outside the United States. Such participation shall be conducted

S0 as not to influence the lawful activities of the organiza-

tion or its members.
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(e) VNothing in this section shall be construed to pro-

oraanization
nibit any person employed by an a-eégme-mt—i-egm from

T 3 of anentily of +4 Tnteljence Comrr\u.m"f) ar his a(e::"jnzt_
e au\-é&c}i k:k::ré'\d?a—il'ﬂ‘f\ ;:3\ 2 Unmited S‘ga'&e.: prgmnigution uft}}cn Necesy -
'a.r‘a Yo collect informad o under part @ of this Act. Such parbicion ‘0_2 “‘J“}i |
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recomzending or assisting in the recruitment of employees or
sources of information or operational assistance on behalf of
any entity of the Intelligence Community, [provided that the
wnyY such Unked Stakes weademic
appropriate officials 05{9&9 institution are notified that such
activities are taking place, though the individuals conducting

them need not be identified.]

it
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RESTRICTIONS ON THE PROVISION OF . -
ASSISTANCE TO 1AW ENFORCEMENT AUTHORITIES

Sec. 258. (a) Except as otherwise provided in this Act,
no entity of the Intelligence_Commun%ty other than the entities
of the Departments of Justice and Treasury having law enforce-
ment responsibilities may provide services, equipment, personmel -
or facilities to the Law Enforcement Assistance Administration
or to state or local police organizations of the United States,
or participate in or fund any law enforcement activity within
the United Staées.
~b) Any entity of the Intelligence Community may--
(1) cooperate with appropriate law enforcement
agencies for the purpose of protecting the personnel
alkc\i facilities of such entityy3nd C°“d‘-"“*“'\3 !’1"&'3 round
ecks on spplicants for em oy Mment ;
(2) participate in law enforcement activities,
in accordance with this Act, to protect against espionage
or any other unlawful clandestine inteiligence activity,
sabotage, any internmational terrorist activity, or any
asséssination; or
(3) with the prior approval of a designated official
of such entity, provide specialized equipment, technical
knowledge, or, pursuant to procedures approved by the
Attorney Generzl, the assistance of expert persénnel'for
use by any federal law enforcement agency or, when lives
are endéngered, to support local law enforcement agencies.
(c¢) The Attorney General or his designee shall be notified '
in a timely manner of such provision of equipment, knowledge or
personnel, and shall review at least annually all provision of
expert personnel to determine whether the procedures approved

by the Attorney General have been followed.

435
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RESTRICTIONS ON THE USE OF HUMAN SUBJECTS
FOR EXPERIMENTATION

Sec. 259. No entity of the Intelligence Community shall
sponsor, contract for, or conduct research on any-human subject
except in accordance with the guldelines on research involving
human subjects issued by the Department of Health, Education
and Welfare. The requiremenﬁs for informed consent and the
documentatlon relating to such consent shall be the same as
provided in such vuldellnes of the<Department of Health, Educa-
tion and Welfare. The Natiomal Commission for the Protection
of Human Subjects of Biomedical and Behavioral Research shall
have jurisdiction to monitor, under appropriate security arrange-
ments, compliance with such guidelines by.the various entities
of the Intelligence Community which conduct research on any
huuauvag%ject;*and'sha&i advise the Director of Natiomal IncaTii-
gence ang;the Secretary of Health, Education and Welfars on any
changes in such guidelines as may be necessary to protect fully

the health and safety of such human subjects.

*t
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PART %}» :

OTHER PROVISIONS
PROTECTION OF PRIVILEGED COMMUNICATIONS

Sec. 261. Né otherwise privileged communication shall lose
its privileged character as a consequence of this Act; and the
Attorney General shall promulgate regulations to.protect pri;
viléged.communications against intelligence activities of the

United States.

-
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ADMINISTRATIVE RULEMAKING

Sec. 262. The Director of Natlonal Intelligence and the
heads of the entities of the Intellloence Community shall, in
consultation with and subject to the "approval of the Attormey

General, formulate regulations necessary to carry out the pro-

visions of this title.asé—submi5—saeh-?reposed—reguiztfuns—tc—ehe

Permanent Select Committee on Intelligence of the House and.the>

Select Committee on Intelligence of the Sena?fjﬁiNq such regu-

lation, or amendment thereto, shall become effective until 60
days afteP the date on which such regulation or amendment, as

o

3 s

the case may be, has been submitted to

49
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SHORT TITLE
Sec. 201. This title may be cited as the "Intelligence

Activities and Individual Rights Act of 1978".
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STATEMENT CF FINDINGS

Sec. 202, The Congress hereby finds that--

(1) intelligence activities of the United States
have at times violated rights guaranteed or protected by the
Constitution or laws of the United States;

(2) United States intelligernce agencies have in the
gast collected unnecessary information about the political
activities and personal liveé of Americans and have employed
surreptiticus intelligence collection technigues without
adequate standards limiting their use to the collection of
information serving legitimate governmental interests;

(3) United States intelligence agencies have in the
past engaged in covert operations within the United States
to disrupt and discredit lawful political activities of
individuals and domestic groums, using dangerous and
degrading tactics which are abhorrent in a free and decent
society, and have collected and disseminated intelligence in
order to serve purely political interests of an
administration or an intelligence agency and to influence
sociel policy and political action within the United States;

(4) such illegal or improper intelligence activitiés
unéermine the foundaticns of a free society by depriving
persons of liberty without due process of law, by inhibiting
the exercise of freedom of speech, press, assembly, and
association, by invading the privacy of individuals, and by
impairing the integrity of free institutions;

(5) properly limited and controlled intelligence
activities conducted within the United States or directed
against United States persons abroad are necessary to
protect against espionage or other clandestine intelligence
zctivities harmful to the security of the United States,
sabotage, international terrorist activities, or
assassinations, and to collect information concernihg

foreign powers, organizations, or persons essential to the
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formulation and conduct of éhe national security and.forgién
poclicy of the United States;

(6) legislation is needed to allocate clearly the
responsibility for directing, supervising, and overseeing
all intelligence activities conducted within the United
States or directed against United. States persons abroad, to
impose legai requirements for reporting and obtaining prior
approval for such activities, to prohibit certain

activities, and to establish adequate legal safeguards to

ensure adherence to such standards and procedures.
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STATEMENT OF PURPOSES

Sec. 20(3. It is the purpose of this Act--

(1) to provide statutory authorization and guidance
for the performance of intelligence activities necessary for
éhe conduct of the foreign affairs and the protection of the
national security of the United States;

(2) to amend ana supplement the provisions of the
National Security Act of 1Y47 governing intelligence
activities; ‘

(3) to confer upon the Attorney General the
authority necessary for ensuring that intelligence
activities of the United States are conducted in conformity
with the Constitution and laws of the United States and that
such activitiesido.not abridge any right guaranteed or
protected by the Constitution or laws of the United States;

(4) to safeguard rights to freedom of expression,
privacy, and due process of law protected by the
Constitution or laws of the United States by the
establishment of comprehensive statutory standards and
procedures which shall provide the exclusive legal authority
for all intelligence activities of the United States that
may adversely affect the life, liberty, or property of
expression of any United States person or any other person
who is in the United States;

(5) to provide fair and effective remedies for any
person whose rights under the Constitution or laws of the
United Staﬁes are infringed upon or violated by any entity
of the Intelligence Community, by its employees, or by any
person, organization, or agency of government acting for or

on behalf of any entity of the Intelligence Community.
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DEFINITIONS

Sec. 2u4. (a) Except as otherwise provided in this
section, the definitions in title I, the National Intelligence
Act of 1977, shall apply to this title,

(b) As used 1in this title--

(1) The term "Attorney Geﬁegéiilmeans the Attorney
General of the United States or the Acting Attorney General.

(2) Thg term "clandestine intelligence activity"
means any activity of an intelligence service or network of
a foreign power which is planned and exécuted in a manner
intended to conceal the nature or fact of such activity or
the role of such foreign power or organizatioen, and any
activity carried out in support of such activity.

(3) The term "confidential interview"” means any
interview of any person in which the interviewee is
requested or directed not to disclose the fact of the
interview to the person concerning whom the interviewee is
guestioned.

{4) The term "confidential records" means any
information stored in a retrievable manner which is not
generally available to any private person.

(5) The teram "consensual electronic surveillance”
means any acquisition of a nonpublic communication by
electronic means, with the consent of one but not all
persons who are parties to, or, in the case of a
nonelectronic communication, visibly present at the
communication.

(6) The ierm "covert human source" means any person
who 1s directed or requested by any entity of the
Intelligence Community to collect specific information or
material for such entity in 2 manner intended to conceal the
neture of such information or material or the fact of such
collection, including any person who voluntarily agrees to

perform such activity without compensation.
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(7) The term "electronic or signals inteiligénce
activities”" means the acquisition of information by the
interception of wire communications, radio communications,
cr oral communications without the knowledge of all parties,

‘or'the installation or use of a device for monitoring to
acguire information without the knowledge of the persons or
activities ménitored, but not including "electronic
surveillance" as defined in chapter 120 of title 18, United
States Code (as set out in S, 1566).

(8) - The term "electronic surveillance" shall have
the same meaning as is found in Chapter 120 of title 18,
United States Code (as set ocut in S. 1566).

{9) The term "foreign organization" means--

(&) any unincorgorated association organized
outside the United States and not substantially
composed of United States citizens or aliens lawfully
admitted for permanent residence as defined in section
10l(a) (20) of the Immigration and Nationality Act; or

(B) any corporation incorporated outside the
United States.

(10) The term "foreign person” means any foreign
power, any foreign organization, or any individual who is
not a citizen of the United States or an alien lawfully
admitted for permanent residence.

(11) The term "foreign gpower" means--

(&) any government of a foreign country, as
defined in the Foreign Agents Registration Act of
1938, as amended;

(B) any cofporation incorporated in the United
States which is directed and controlled by any
government of a foreign country or any governments of
foreign countries.

(12) The term "maill cover" means any systematic and
deliberate inspection of the exterior of mail to or from a
particular person before such mail is delivered to the

person to whom it is addressed;
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(13) The term "physical surveillance” means any
systematic and deliberate okcservation of a person by any
means on a continuing basis, or acguisition of a nonpublic
oreal communication by a person not a party thereto or
visibly present thereat through any means not involving
electronic surveillance. e

(14) TSe term "pretext interviewh means any interview
of any person in which the true purpose of the interview or
the affiliation of the interviewe: with the Government is
concealed from the interviewee.

(15) The term "United States," when used to describe
a geographic location, means the United States and its
territories.

(16) The term "United States oréanization" means any
unincorporated association or corporation which is a United
‘States person.

(17} The term "United States person"” means-—--

(a) any citizen of the United States;

(B) any alien lawfully admiéted for permanent
residence; provided that such alien may be presumed to
have lost permanent resident status after one year of
ceontinuous residence outside the United States until
information suggesting an intent to return to the
United States as a permanent resident alien is
obtained;

(C) any unincorporated association organized
in the UAited States or substantially composed of
United States citizens or aliens lawfully admitted for
permanent residence; provided that unincorporated
zssociations outside the United States may be presumed
not to be United States persons until information
suggesting the contrary is obtained; or

(D) any corgoration incorporated in the United
States which is not directed and controlled by any
government of a foreign country or by any governments

of foreign countries.
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(lv) The term "unlawful activity" means an activity
which involves or may involve a violation of the laws of the
Cnitec States, any state or sukzdivision thereof, or in the
case of an activity conducted outside the United States,
which would involve a violation of such laws if conducted

within the United States.
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RESPONSIBILITIES OF ‘THE ‘ATTORNEY GENERAL

Sec. 205. (a) It shall be the responsibility of the

Attorney General, in cooperation with the MNational Security

Council, the Cirector of National Intelligence, the Intelligence

Cversight Board, and the heads of the entities of the

Intelligence Community, to insure that all-intelligence

activities of the United States are conducted in conformity with

the

Constitution and laws of the United States, and that such

activities do not abridge any right guaranteed or protected by

the

Constitution or laws of the United States. 1In discharging

such responsibility, the Attorney General shall--

(1) approve or disapprove all regulations or
procedures prorosed oy the Pirector of National Intelligence
or by the heads of the entities of the Intelligence
Community to implement any provision of this title;

(2) evaluate on & continuing basis any laws,
Executive orders, Presidential directives or Presidential
memoranda, regulations or procedures relating to
intelligence activities to determine whether they adeguately
protect the privacy or freedom of United States persons, the
integrity of United States organizations, or the rights of
any other persons who are in the United States, andé make
such changes or, where appropriate, reccmmendations for
changes therein as he may deem necessary to achieve such
Turposes;

(3) keep the Mational security Council, the
Intelligence Oversight Board, the Director of National
Intelligence, the heads of the entities of the Intelligence
Community, and the arpropriate committees of the Congress
informed regarding legal opinions of the Department of
Justice affecting the operations of the Intelligence
Community;

(4). sugervise and contrel the intelligence
activities of tne Federal Burezu of Investigation, as

proviced in title VI of this Act;
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(5) review and, where apgropriate, apptove

intelligence activities that may significantly affect the

g

civacy or ifreedgom of United 5tates persons, the integrity
of United States organizations, or tne rights of any other
serson who 1s in the United States, in accordance with the
provisions of this title;

(6) submit a written regort semiannually to the
appropriate committee of each house of the Congress having
jurisdiction over foreign intelligence activities on those
intelligence activities which reguire approval of the
Attorney General under this title, and submit an annual
written report to such committees on those intelligence
activities which regquire review by the Attorney General
under this title;

(7) receive and consider informetion regarding any
"intelligence activity that constitutes or is likely to
constitute a violation of any law, Executive order,
Presidential directive or Presidential memorandum, and any
evidence of possible violation of Federzl law by any officer
or employee of any entity of the Intelligence Community;

(8) submit & full report, in a timely manner, to the
Eresident, the Intelligence Oversight Bogrd, the Director of
Nationel Intelligence, and the head of the entity concerned
on any determinaticns made £y the Attorney Ceneral with
respect to the information described in varagragh (8);

(9) sucmit a full report in a timely menner, to the
appropriate committees of the Congress on any intelligence
activity by any entity of the Intelligence Community
determined hHy the Attorney Generel to be a violation of any
lzw, Executive order, Presidential directive, or
Presicential memorandum and any violation of Federal law by
any emcloyee of any entity of the Intelligence Community;

(lv) take all steps necessary to insure that no
employes of any entity of the Intelligence Community who
communicates information described in paragraph (8) directly

tc the Attorney Ceneral, to the Intelligence Qversight
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Board, or to any committee of the Congress having
jurisdiction over matters relatingy to national intelligence
activities shall be subject, on account of the reporting of
such information, to discipline through dismissal, demotion,
transfer, suspension, reassignment, reprimand, -admonishment,
reduction-in-force, or other adyersg personnel action, or
the threat;thereof; ~ v

(11) insure that he will receive, in a timely
fashion, any information acgquired or maintained by any
entity of the Intelligence Community relating to his full
and effective discharge of his responsibilities under this
title;

(12) transmit annually to the appropriate committees
of the Congress a written certification that, to the best of
his knowledge, the intelligence activities of the United
States during the previous year have been conducted so as
not to violate any right guaranteed or protected by the
Constitution or laws of the United States except for those
activities he has reason to believe were not so conducted
and identifies such activities for such committees.

(b) (1) To assist the Attorney General in the éischarge
of his responsibilities under this title, he shall
c¢esignate—--

(A) an Assistant Attorney General who shall
perform any duty assigned to the Attorney General's
designee under this title, provided that such
designation is made prior to the appointment of such
Assistant Attorney General by the President, by and
with the advice and consent of the Senate; and

(B) an internal inspection officer having
jurisdiction over the intelligence activities of any
entity of the Devartment of Justice.

(2) The internal inspection officer designated by
the Attorney General under paragraph (1) (B) above shall have

the responsibility and authority to--
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(&) review information or allegations reported
to him regardins any intelligence activity of any
entity of the Cepartment of Justice which may violate
any law, Executive order, Presidential directive,
Presidential memcrandum, or standards of professional
conduct, to determine whetber such information or
allagations should be referred Eo another official
within the Department for investigeation and
disposition;

(B) upon request of the Attorney Ceneral, the
Ceputy Attorney Gene;al, or the Associate Attorney
General, investigate any matter referred to him by the

- Attorney General, the Ceputy Attorhey Generel, or the
Associate Attorney General;

{C) suzmit in writing to the Attorney General,
the Dep&ty Attorney General, or the Associate Attorney
General, whichever is appropriate--

(1) ~an immediate report on any
significant metter referred to another officiel

under garagragh (2) (A):

(ii) a menthly report summariziﬁg all
matters referred to another cfficial under
paragragn (2) (A);

(iii) an immediate report on the
investigation or disposition of any matter
referred to eanother official under paragraph
(2)(A), if the internal inspection officer finds
that a significant question exiéts as to the
adeguacy of such investigation or disposition;

(iv) an annual report reviewing and
evaluating the activities of any other officers
within the Cepartment of Justice who perform
duties assigned to the Inspector General of each
entity of the Intelligence Community by section

119(a) (5) of title I of this Act;
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{(v) any suggestions for change in the
policies or procedures for the conduct of
ihtelligence activities by any entity of the
Department of Justice;

(L) perform such duties assigned to the

Inspector Genesral of each gngitg cf the Intelligence

Community by section 119(a) (5) of title I of this Act

&s are assigned to him by the Attorney General;

(E) assume any other responsibilities assigned
to him by the Attorney General.

(3) The Director of National Intelligence and the
heads of the entities of the Intelligence Community shall
make available to the Attorney General or his designee any
information or assistance the Attorney General or his
designee finds necessary to carry out his functions under
this title. The entities of the Department of Justice
engaged in intelligence activities shall make available to
the internal inspection officer designated by the Attorney
General under paragrapgh (1) (B) above any information or
assistance such officer finés necessary to carry out his
responsibilities under this section. .

(c) (1) The Attorney Generzl is authorized to establish
suchvcommittees or boards, comgosed of officers or employees
of the United States, as may be necessary to carry out
effectively the provisions of this title.

(2) The Attorney General is also authorized to
establish such advisory committees as may be necessary to
provide expert advice regarding the administration of this
title. The provisions of the Federal Advisory Committee Act
(66 Stat. 770) shall apply with respgect to any advisory
committee established by the Attorney General except that
the Attorney General may, with the apcroval of the
President, waive the azplication of any or all of the
provisions of such Act when the Attorney General deems such
action necessary to the successful performance of his

functions under this title or to protect the security of the
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activities conducted under this title. Any waivef exercised
by the Attorney Generel under this subsection shall be
rezorted to the committees of tne Congress having
jurisdiction over matters relating to national intelligence
activities and the names of all persons appointed to serve
on such adviscry commlittee shall beAreported to such

conmmittees of the Congress.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



i

Approved For Release-2@02/05/29 : CIA-RDP85-00759R000100100004-1

COLLECTION OF INFORMATION CONCERNING UNITED STATES
FERSCNS FOR FOREIGN COUNTERINTELLIGENCE CR
COUNTERTERRORISY PURPCSES
Sec. 206. {2) No information concerning any United
States person may be collected for intelligence purposes except

in éccordance with this section. |
(b) (1) Information concerning‘any United States person
may oe collectea for foreign counterintelligence or foreign
counterterrorism purposes if such information is publicly
available, or if such person voluntarily consents to éuch
collection.

(2) The consent of any United States person who is
the subject of collection of information for foreign
counterintelligence or foreign_counterterrorism purposes
shall be reguested whenever making such a request would not
frustrate the purposes of such collection.

(c) Information concerning any United Sﬁates person may be
intenticonally collected for foreign counterintelligence or
cour. certerrorism purposes if such person--

(1} is reasonably believed to be engaged in ~
esgionage or any other unlawful clandestine intelligence
activity, sabotage, any international terrorist activity, or
any assassination, or to be conspiring with or aiding and
abetting any person engaged in such activity;

(2) resides outside the United States and is
employed in an official capacity by any foreign power or
organization reasoconably celieved to be engaged. in espionage
or any other clandestine intelligence activity, sabotage,
any international terrorist activity, or any assassination;

(3) is reasonably believed to be the object of a
recruitment effort by the intelligence service of a foreign
gower or by any person or organization engaging in any
internationel terrorist activity; or

(4) is reasonably believed to be engaged in
activity, Oor to gossess information or property, which is

the target of any international terrorist activity or is the
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target of intelligence activity by the intelligence service
of a foreign vower.

(d) (1) The intentional collection of inforwmation
pursuant to subsection (c) (1) or (2) shall be limited to
such infcrmation &s relates to and is necessary to protect
against espionage or any other uplawfgl clandestine
intelligence activity, sabotage, anylinternational terrorist
activity, or any assassination.

(2) The intentional collection of information
pursuant to subsection (c) (3) or (4) shall be limited to
such informaticon as is necessary to identify the United
States person who is the subject of the inquiry, and to
establish the nature of the interest of the foreign power,
perscn, or organization, as the case may be, in such United
States person.

(e) Information may also be intentionally collected
concerning any United States person--

(1) who has contact with a foreign person who is the
subject of a foreign counterintelligence inguiry, but only
to the extent necessary to identify such United States
person and determine whether such United States person has
or had zaccess to information whose disclosure to & foreign
power would be harmful to the national security; or

(2) when such person is reasonably believed to be a
potential source of operational assistance or information in
the conduct of foreign counterintelligence or
counterterrorist activities of the United States, but only
to the extent necessary to determine such person's
suitability as such a source.

(£) (1) A orogerly designated official of an entity of
the Intelligence Community, when information sought under
the authority of this section is not publicly available, may
authorize in writing the use of the following techniques of
investigation to collect such information--

(a) confidential interviews, vrovided that a

confidential interview with a person whe has
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recommended any person as a potential source may be

ccnducted without such prior written authorization;

(5) cretext interviews;

(C) reguests for information from the
confidential records of any federal, state, or local
law enforcement agency;

(D) recuests for informétion from the
confidential records of any entity of the Intelligence
Community; andé

(E) solely to the extent necessary to identify
the subject of the investigation--

(i) physical surveillance; or-

(ii) requests for information from
confidential records pertaining to the credit
status of the subject of the investigation.

(2} A propgerly designated official of an entity of
the Intelligence Community, when information sought under
the authority of subsection (c¢) is not publicly available
and can not be obtained by use of techniques authorized
under paragraph (2), may authorize in writing the use of the
following techniques of investigation to collect sugh
information—--

(a) physicel surveillance;

(B) recuests for information from the records
of any foreign government; and

(c) requests for information from the
conficdential records of any private institution or of
any federal, state, or local agency other than records
pertaining to education, medical care, insurance,
taxes, crecit status, other financial matters, or
telecommunications services,

{3) The Attorney Ceneral c¢r his designee, or, when
the subject of the incuiry is a member of the armed forces,
the Secretary cf the branch of the armed forces of which
such subject is a member, may, when information sought under

the authority of subsecticn (¢) 1Is not publicly available
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and cannot be obtained by use of techniques authorized under
garagraphs (1) or (2), autnorize in writing an official of
an enti;y of the Intelligence Ccmmunity to use such of the
follewing techinigues of investigation as that official
determines are necessary to obtain the information sought--

(A) reguests for iqformgtion from the
confidential records of any Eedéral; state, or local
tax agency in accordance with any law applicable to
the disclosure of such information;

(8) requests for information pertaining to
education, medical care, insurance, telecommunications
services, credit status, or other financial matters
from the confidential records of any private
institution or any federal, state, or local agency, in
accordance with any law applicable to the disclosure

of such information;

(C) the use of covert human sources;
(D) consensual electronic surveillance;
(E) rail covers in accordance with any law

applicable to meail in United States postal channels;
(F) electronic surveillance, electronic or
signals intelligence activities, physical search, and
mail opening in accordance with the provisions of
section __ of this Act.
(g) (1) Collection of information under the authcrity of
sudsections (c) or (e) mey only be initiated upon the
written approval of a properly designated official of an -
entity of the Intelligence Community. Such approval shall
be valid for no more than ninety days.

(2) Approval for the collection of information under
the euthority of subsection (c¢) may be renewed by any
properly designated officiel of an entity of the
Intelligence Community. Such rencwed approvsl shall be in
writing, éﬁali include a statemeﬁt of thé reasons for such
aperoval, and snall be valid for no more than an additional

ninety days.
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(3) The Attorney General or his designee shall be
notified in a timely manner of each apgroval or renewal of
approval to collect information under paragrephs (1) or (2).

(4) Collection of information under the authority of
subsection (c} may be continued for periods of 180 days
beyona the 140 days which wmay be gpproyed under paragrephs
(1) and (2) if the Attorney General or.his designee, or,
when the subject of the collection is a member of the armed
services, the Secretary of the branch of the armed services
of which such subject is a member, finds in writing that
such collection is necessary for foreign counterintelligence
or foreign counterterrorism purposes. The following factors
shall be considered in making such a finding--.

(A) the magnitude of the threatened hérm;

(B) th

()]

likelihood that it will occcur;

(C) the immediacy of the threat;‘

(D) the credibility and specificity of the
information upon which the finding is made;

(E) the danger to privecy and freedom posed by
the continuation of such collection and by the
technigues of investigation to be used. ‘

{(5) Collection c¢f information under the authority of
this section shall in any event terminate immediately upon
the fulfillment of the purposes of such collection,

(h) The head of each entity of the Intelligence Community
shiall, subject to the approval of the Attorney General,
promulgate rules a2nd regulations--

(1) designating those officials of such entity who
are empowered tof—

(a) initizte collection of information under
the authority of this section;

(B) authorize in accordance with subsection
(g).(2) the continuation of such collection beyond
ninety days from the date such collection was

initiated; and
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(C) authorize the use of particular tecﬁniques

of investigation in accordance with subsection (f).

(2) setting out szecific circumstances in which the
initiation or continuation of ccllection of information
unzcar the authority of this section would be justified and
"in wnich the use of a particular ;echpique would be
ascrogriate;’

(3) prescribing procedures by which the incidental
ccllection of information cconcerning any United States
zerscn who 1s not the sﬁbject of an authorized incuiry may

b

o

minimized;

(4) prescribing requirements for the maintenance of
written records of the use of particular techniques.
(i) (1) The Attorney General cor his designee, or, when
the subject of an inguiry is a member of the armed services,
+re General Counsel of the Dezartwment of Defense, shall at
least annually review all inguiries conducted under this
section to determine whether such inguiries have been
corducted in accordance with the iequirements of this title
ané of any rule, regulation, or procedure promulgated or
azproved by the Attorney CGeneral pursuant to this title.

(2) The General Counsel of the Department of Cefense
snall submit a written annuel report to the Attorney General
ané to the approériate conmittee of the House and Senate on
foreign counterintelligence and counterterrorism activities

conduct

1]

¢ under the authority of this section by the
Cegartment of Cefense or any of the components of that
Cegartment during the preceding year.

(3) The Attorney Generzl shall submit a written

[Tl
js]
o]

nual report to the appropgriate committee of the House and

n

cnate on foreign counterintelligence and counterterrorism

acrivities conducted under the authority of this section.
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CCLLECTION OF INFCRMATION CCNCERNING UNITED STATES -
, PERSCONS FOR FOREIGN INTELLIGENCE PURPOSES

3

O

c. 207. (a) No information concerning any United States

person may be collected for foreign intelligence purposes excep

pet

in accorcaence with this section.
(b) (1) Informetion concerning any Uﬁited States person
may be collected for foreign intelligence purposes if such
information is sulicly availzble, or if such person
voluntarily consents to such collection.

{2) The consent of any United States person who is
the subject of collection of information for foreign
intelligence purposes shall be reqﬁested whenever making
such a request would not frustrate the purposes of such
collection.

(¢) Information concerning any United States person may be
intgntionally collected for foreign intelligence purposes if--

(1) such gerson is reasonacly balieved to be engaged
in espionage, or any other clandestine in&elligence
activity, sabotage, any international terrorist activity, or
any assassination, or to be conspiring with or aiding and
abetting any person engaged in such activities;

(2) the informetion sought to be collected is’

determined by a progerly designated official of an entity of

intelligence; and

(3) such collection is carried out in accordance with
the provisions of subsectionsg (£)-(1i) of section 206 of this
title. '

(&) Information concerning any United States person may
alsc be intentionally'collecéed for foreign intelligence purposes
if such United States person--

(1) 1is an officer or emgloyee of a foreign power
residingy abroed, information about whose official duties or
activities‘would censtitute significant foreign

intelligence;
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(2) " is a fugitive fron justice, information about

whose activities abroad would constitute significant foreign

(3) is a person abroad concerning whom the Department
of State has requestad information for support of its
consular responsibilities relating to the welfare of such
person;

(4) 1s a corgzoration or commercial ofganization,
information concerning whose commercial activities would
coenstitute significant foreign intelligence.

(e) Information concerning any United States person who is
reasonably believed to be a potential source of operational
assistance or information and necessary to determine such
person's suitability as such a source may be intentionally
collected for foreign inteliigence purposes, provided that such
ccilection is limited to a confidential interview of any person
wno has recommendeud the subject as a potential source and a
written reguest for information from the confidential records of
any entity of thé Intelligence Community.

(f) Information concerning any United States person may be
intentionally cocllected in the course of a confidentiall§nterview
conaucted for the purgose of cellecting foreign intelligence
about any foreign power, organization, or person, if such
information is essential for understanding or assessing the
imgortance of the information sought concerning such foreign
Fower, organization, or person.

(g) The head of each entity of the Intelligence Community
shall, subject to the approval of the Attorney General,
prorulgate rules and regulations--

(1) designating those officials of such entity who
are emgpowered to--

(A) 1initiate the collection‘of information

under the authority of subsections (c) - (e);

(B) authorize the continuation of collecticn
under subsection (c) beyond ninety days from the date

such collection was initiated; and
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(C) @authorize the use of particular technigues
of investigation for the purpose of collection under
subsection (c) and ensure that the least intrusive
techniques necessary to collect such information are
used. ’

(2) setting out specific c;rcumstances in which the
initiation or continuation of collectién of information
under the authority of this section would ke justified and
in which the use of & particular technique would be
aporopriate; and

(3) prescribing requirements for the maintenance of
written records of the use of particular techniques.

(h) WNo entity of the Intelligence Community may conduct any
foreign intelligence collection activity that is reasonably
expected to result in the incidental acquisition of a substantial
volune of nongublicly available information concerning United
States persons, without their consent, except in accordance with
procedures approved by the Attorney General reasonably designed
to minimize the incidental accuisition of such information
concerning a United States gerson who is not the subject of an
authorized foreign intelligence incuiry. v

(i) No entity of the Intelligence Community may use the
following techniques of investigation to collect information

under supsection (c) unless the Attorney CGenercl or his designee

Vo]

rants express written apcroval for the use of such technigues in

ccordance with any law avrclicable to the use of such technique--

4]

o

(1) physical surveillance within the United States;
(2) requests fcr information from the confidentiai
records iof any federal, state, or local tax agency;

(3) reguests for information from the confidential
reccras of any private institution within the United States;
(4) the development of new covert human sources

within.the gnited States;
(5) consensual electronic surveillance within the
Uniteu States;

(6) mail covers within the United States;
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(7) electronic surveillance, electronic or signals
intelligerce aétivities, ohysical search, or mail opening,
provided that such agproval may be granted only in
eccordance with the provisions of section ___ of this Act;

(5) any othar technique designated by the Attorney
General or by law as requiring such apgroval.

(j) The Attornev General or his desiénce shall review all

ngulries ¢

o1}

rried out under subsection (c) at least annually and

W)

suca incuiries which were initiated more than 180 days prior to
such review shall terminate unless the Attorney General or his
designee grankts express written approval for their continuation.
The Attorney General or his designee shall, at least annually,
review representative inguiries carried out under subsections (d)
ana (e). In conrnducting reviews under this subsection, the
Attorney Genesral or his designee shall determine whether such
irluiries have been conducted in accordance with the requirements

of this title and of any rule, regulation, or procedure

(a1

cmulgated or azproved by the Attorney General pursuant to this

o]

title.
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CCLLECTION OF INTELLIGENCE CONCERNING

FOREIGH PLRSQUS WITHIN THE UNITED STATES

Szc. 2dz. (&) wo information concerning any foreign person
who 1s within the United States may be collected for any foreign
intelligence, foreign counterintelligence, or foreign
counterterrorism purpose unless--

(1) such person satisfies 'the standards of sections
206 and 207 of this title for the initiation of collection
of information concerning United States persons;

(2) such person is an officer or employee of any
foreign power or organization, information about whose
activities would constitute foreign intelligence;

(3) there is a reasonable likelihood that éuch person
may engage in espionage or any othar clandestine
intelligence activity, sabotage, or any international
terrorist actibity, Or méy conspire with or aid and abet any
person engaged in such activities.

(B) The head ¢f each entity of the Intelligence Community
shall, subject to the approval of the Attorney General,
promulgate regulations-- ‘

(1) designating those officials of such entity who
are empowered to initiate collection of information under
the authority of this section and providing guidance as to
wihen the initiation of such collection would be appropriate;

(2) specifying the level of approval reguired for the
use of any particular technigue of investigation and
providing as to when the use of such technigue would e
gprepriate;

(3) establishing procedures to gquarantee that
whenever information is collected under the authority of
this section only the least intrusive techniques of
ccllection nececssary to obtain such information shall be

usea, and that such collection shall terminate as soon as

(c) dotwithstanding any other law, the following techniques

tn

Of investijation may be used to collect information concerning
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any foreign person within the Unitec States with the approval of

a

the Attorney General or his designee--

(1) reguests for information from the confidential
reccrds of any feueral tax agency;

{2) reguests for information pertaininj to education,
medical care, insurance, telecommupications services, credit
status, or cther finzncial matters from the confidential
recorcds of any private institution or any federal agency;
and

(3) mail covers.

(d) Electronic surveillance, physical search, or mail
opéning may be used to collect information concerning any foreign
person within the United States only in accordance with the

provisions of section of this Act.
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n .

PROTECTION CF THE SECURITY OF INSTALLATIONS, }
PERSONHEL, COUMUNICATICHS, ANC SOURCES AND HETHODS

Sec. 2¢9. {(a) HNo information concerning any United States
perscn may be collected for pucposes of protecting the security
©f installations, personnel, communications, or sources and

methous of any entity of the Intelligence Community except in

i

acccrdance with tnis section. o
(b) (1) Inforwation concerning any United States person
may be collected for such purposes if such information is
publicly available, or if such person vcluntarily consents
to such collection;

(2) The consent of any United States person who is
the subject of collection of information for such éurposes
shall be reguested wnesnever making such a regquast would not
frustrate the purgeses of such collection.

(c) Each entity of the Intelligence Community, in order to

aeternil

o]
[0

e waether any person within, on the grounds of, or in the
inmediate vicinity of any installation of that entity should, in
accordance with any rule or regulation applicable to that
instellation, be excluded from that installation or from the
immeaiate vicinity of that installation, may conduct physical
surveillance of any such person and may request informétion from
the records of any other entity of the Intelligence Community or
from tae records of any federal, state, or local law enforcement
agency.

(@) Each entity of the Intelligence Community may collect
information concerning any emgloyee or contracter of that entity
to determine whether such employee or contractor has violated any
rule or regulation of that entity pertaining to the security of
that entity's installations, personnel, communications, or
sources and methods. Such collection may include the following
tecnniques of investigation only when the Attorney General or his
aesiznee, in accordance with any law agplicable to such
tecanigue, grants exgress written approval based upoa a finding

that the use of such tecanigue is necessary to collect the
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mation sought and that other less intrusive technigues are

(1) =meil covers within the United States;

(2) reguests for the retrieval of information already
maintained in the .configential tax records of any federal,
state, or lccal government agency;

(3) reguests for the retrieval.of information already
maintained in confidential records of any private
instituticn within the United States relating to the
grovision of financial services, medical care, insurance, or
telecommunications services (exéept checks 0f credit records
for purrcoses of identification).

(e} Each entity of the Intelligence Community may collect
information concerning any person who is reasonably believed to
be engaging in activities which pose a clear threat to the
garsical safety of any installation or of any personnel of that
entlty. Wwithin the United States, such collection--

(1) may be initiated only upon the written approval
of a preperly designated official of such entity, which
approval shall te valid for no more than ninety days but may
be renewed in writing for an additional ninety days;

(2) shall ke limited to the following collection
technicues-- N

(A} physicel surveillance within, on the
grounds of, or in the immediate vicinity of any
installation of such entity;

(5) reguests for information from the records
of any feceral, state, or lcocal law enforcement agency
or of any other entity of the Intelligence Community;

(C) <confidential or pretext intérviews.

(3) shall ce limited to such information as is
necessary to determine whether the matter should ke referred
to an eprropriate law enforcement agency, at which point
SUCh‘ccllecfion shall kbe terminated.

(£} The head of each entity of the Intelligence Coammunity

sna2ll, su-ject to the approval of the Attorney Ceneral, and
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~

censistent with the provisions of this section, proaulgate

(1) designeting those officials of such entity who
are eapowered to initiate ccllection of information under
tne suthority of this section and providing gquidance as to
when the initiation of such colle;tion would ke apgropriate;

{2) specifying the level of appfoval recuired for the
use of any particular technicue of investigation and
groviding guidance as to when the use of that technicue
would be appropriate;

(3) establishing procedures to guarantee that
whenever information is collected under the authority of

this section only the least intrusive technigues of

collection necessary to obtain that information shall ke

hj}

1

]

i

, and that such collection shall terminate as soon as

3

racticable,.

s

(g) Any intelligence, countesrintelligence, security, or law
enforcement entity of the military services which collects

information concerning any tnited States person who is not a

]

emoer of the military services or an emgployee or contractor of

iy

the Cepartment of Defense under the authority of any law,
executive order, rule, or regulation other than this Act, may do
so only in accordance with this section, except that where such
collection is necessary to acquire information relating to a
memZer of the military services or an employee or contractor of

P

the Cerartment, the Secretary of Cefense or his designee may

authorize such collection in accordance with regulations

prcaulgat

1

d by the Secretary of Defense, which satisfy the
provisions of subdsection (£) (1)-(3).
(h) The nead of any entity of the Intelligence Community

G

1
[0}

ignated by the Attorney Ceneral may appoint and assign
security officers to police the installations and grounds of that
enctity, where such security officers shall have the same powers
as sazriffs and ccnztatles for- the protection of persons and
prezerty, to prevent breaches of the peace, to surnpress affrays

or uriawiul essemblices, end to enforce any rule or regulation the
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heex oI ths entity of the Intelligence Community concerned may

promulszce for the protection of such installations and grounds.

(9]

-

The juriscicticn and police powers of such security officers
shall not, however, extend to the service of civil crocess.

(1) The head of any entity of the Intelligence Community
designated by the Attorney General may autbqrize emnployees of
that enticy to cairy firearms within the United States for
- courier protection purpeses, for the protection of the head of
the entity and such other officials of the entity as the head of

tne entity may designate, and for the protection of any defector

from any forsign country.
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SLICIRCHNIC SURVIILLANCE, PHYYSICAL SCLAEKCH, AND MAIL OPENING

Sec. 21u. (a) wo entity of the Intelligence Community may

cornduct electr

o]

nic surveillence as cefined in chapter 119 or 120

(:

ef title 13, United States Code, unless authorized to do so in
accordance with the provisicns of such chagter.
(9) No entity of the Intelligence Community may conduct

electronic or signzals intelligence activities, not targeted

7]

Jailnst & United States gerson, for foreign intelligence purposes
unless information so obtained concerning United States persons
is treated in accordance with minimization procedures, as defined
in chapter 12U of title 18, United States Code, approved by the
Attorney General and submitted to the appropriate committee of
each house of Congress having jurisdiction over foreign
intelligence activities.

) (c) lic entity of the Intelligence Community may
intentionally attempt to acguire, directly or indirectly,
informetion concerning a particular United States.perscn or

2rsons by neans of electronic or signals intelligence

el

activiti

@
n

, under circumstances in which such person has a
reazscnable expectation of privacy with respect to activitigs of
the United States CGovernment and a warrant woulé ke reguired for
law enforcement purgoses within the United States, vursuant to
this section. Applicaticns for a court order for electronic or
signals intelligence activities targeted against a United States
cerson are authorized 1f the President has, by written
authorization, empowered the Attorney CGeneral to approve
agplications to the special court having jurisdiction under
section 2323 of chapter 120, title lt, United States Code, and a
judze to wnoxm an application is made shall grant an order, in
conformity with section 2527 of chauter 12U, title 18, United

Stztes Code, approving electrcnic or signals intelligence

actlvities targeted &gainst & United States person.
(<) Each applicaticn for an order approving electronic or

signals intelligence activities under subsection {c) shall be

aCe oy a federal officer in writing uvcon oath or affirmation to
J 3 <
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a judge of the special court having jurisdiction under section

2523 of chapter 12y, title 18, United States Code. Each

£

ral

(A

licetion shall recuire the cpzroval of the Attorney Can

L2

r

(0]

based upon his finding that it satisfies the criteria and
reguirements of such apclication as set forth in this secticn.
It shall include the following informa;ion—f

(1) the identity cf the Federai officer making the

rplication;

(2) the authority cecnferred on the Attorney General
by the President of the Unitec States and the approval of
the Attorney General to make the application;

(3) the identity or a description of the target of
the electronic or signals intelligence activities;:

(4) a statement of the facts and circumstances
relied upon by the applicant to justify electronic or
signals intelligence activities targeted against a United
States person;

(3) & statement of the prorosed minimization
procedures;

(6) s statement whether the activities involve
acguisition of infcrmation from a wire communication, from a
radio communication, from an oral communication, or from the
menitoring of another activity, and a statement whetner
ghysical entry may be involved;

(7) a statement of the period of time during which

the activities are required to be conducted;

—
o

~—
jU

statement of the facts concerning all vrevious
apgiications that have been made to any judge under this
chapter involving the target specified in the application,
and the action taken on each previous application;

(9) any other informetion or affidavit from any
other‘officer reguired by the Attorney General in connection
with the apclicaticn or reguired by the judge as necessary
for him to make findings required by this chapter.

(2) Upon an application made pursuant to subsection (a) of

this section, tne judge shall enter an ex? parte order as
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"

wce under section (¢) if he finds that--

(1) the kFreslcent has authorized the Attorney

Ceneral to agprove arplications for electronic or signals

intel

ligence activities targeted against a United States

person;

offic

applic

are

(2) the aprlicetion has been made by a Federal
er and approved 2y the Attorney Generzl;

(3) on the basis of the facts submitted by the
ant there is probable cause to believe that--

(&) the United States person targeted is an
agent of a foreign power as defined in section
2521 (b} (2} (B) of chapter 120, title 1%, United States
Code;

(B) the United States perscn targeted is
engaged in activities outside the United States which,
if engaged in within the United States, would meet the
definition of agent of a foreign power under section
2521 (&) (2) (B) of chapter 120G, title 18, United States
Ccde;

(C) the United States person targeted is an
officer or employee of a2 foreign power residing
acroad, informetion about whose official duties or
communicétions may constitute foreign intelligence
information as defined in chapter 120, title 13,
United States Code;

(D) the United States person targeted is a
fugyitive from justice, information about whose
activities or comrunications abroad may constitute
foreign intelligence information as defined in chapter

12u, title 15, United States Code;

o

(&) the

roposed minimization procedurcs meet the

inltion of minimization procedures under section

=) {o) o©f chagter 1lZu, title 1l&, United States Code;

{s) tne gperlod of time Quring which the activities

reguired to be conducted is reasonable; and
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(&) where the activities involve the installation of
& device, zither for monitoring or to intercept

coamuniceat

P

ens, suca instellation is reasonakbly necessary to
effect the activities, and the nature, reliability, or

timeliness of the Fforeign intelligence information sought

0O

énnot reasonably be cuglicated by other means of
collection.

(£) An order apgroving electreonic or signals intelligence

activities targetec eg

V

inst a United States person under this
Chagter shall--
(1) specify the identity or a description of the
target of the activities;
(2) specify whether the activities involve
acguisition of information from a wire communicaticn, from a
racio ceommunication, from an oral ccmmunication, or from the
menitoring of anothar ectivity, and whether ghysical entry
may be invelved;
(3) specify the gperiod of time during which the

activities are authorize

o,

‘o
Nl

r

(4) where eapprogriate, specify that the installation
Y

L]

of a device is auvthorized; an

d
(3) direct that the minimization procedures be
followed. s
(g) where the senior United States official of an agency

authorized cy the President or by statute to conduct electronic

or sign

m

ls intelligence activities in =z foreign nation reascnably
determines that an emergency situation exists such that foreign
intelligence information might be lost before an order

authorizing such activities targeted ajainst a United States

3

Cerso

1 could with due diligence be obtained, and the basis for
thie issuance of an orcer exists, he may authorize the conduct of
such activities targeted ageinst a United States person in that

for

(3

ign nation for a gericd not to exceed 72 hours, provided

tnat--

(1) an application for an order under subsection (a)

of this seceion is filed within those 72 hours;
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(2) the activities shall cease upon the denial of
the oraer or 72 nours, whichever occurs first; and

(3) irnformation obtained tefore the order is granted
or denied shall, to the maximum extent feasible, be trezated
in accorcdance with the minimization procedures in the order

or be destroyed and not disseminated if the order is denied.

{(n) hothing in this section shall be construed to reguire
any agency or any Federel officer or employee to confirm or deny
tne existence of any cocperative relationship any agency may have

<

iith any foreign government or ccmgonsnt thereof; to identify any
particular such cooperative relationship; or to reveal in any
menner whether or not any informstion used in support of an
application for an order was obtained directly or indirectly from
such a relationship, or whether or not any foreign government or
ccrmponent thereof may warticipate in any electrenic or signals
in:élliﬂence gctivity.

{d) No entity of the Intelligence Community may conduct

uncensented ghysical searches within the United States or

[
e

consented physical searches directed against United States

'

ersons abrcad unless --

s
6]

(1) such searches are conducted under the standards

and procedures reguired by the Constitution or laws of the

(2) such searches are authorized in an order issued
under subsection (j) of this section.
(j) Applications for a court order to conduct unconsented
pnysicel seerches within the United Stetes or directed against a
Unitec States person abroad are authorized if the President has,

Ey written authorization, emgowered the Attorney General to

egzrove aprlications to Federel judges having jurisdiction under

PRy

[2]
[$

ction 2423, title 13, United States Code, and a judge to whon

er agrliceation to conduct unconsented vhysicel searches within

the Uniteu States or directed ageinst a United States gerson

m

D

or

(ag
[\
o]

e

~

(8]

acrcad 1s made nay gran arproving unconsented physicel

seerches within the United Stetzs or directed against a United

Steres person sbroad 1f ~--
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(1) the purpose is to obtain foreign intelligence

T

lnZormction, as de

ined in section 2521(k) (5) of chapter

cr

126, title l¢, Cnited States Code;
(2) the target of the searches is a foreign power or

&n agent of a foreign power, as defined in section

N
wn
[\S]
P

—
O

D) (1)=(2) of such chatter, or in Fhe case of a United
States ;ersoﬁ ebroad, satisfies the requirements of this
Section for electronic or signals intelligence activities;
&nd

(3) the searches are not cenducted by means of
surreptiticus unauthorized entry of private premises, except
in cases of imminent danger to life.
{k) No entity of the Intelligence Community may engage in

ogening of mail in United States postal channels or opening

ot
g
(]

o]

I mail of a known United States Ferson outside United Statesg

unless --

w0
O
n
3]
v
s
0
oy
(V1)
o]
3
o
b
(0]

{1) such opening of mazil is conducted under the

Standards ana procedures reguired by the Coﬁstitution or

laws of the United States for law enforcement purgposes;: and

(2) such opening of mail of a known United States
person outside United States postal channels is authorized
in an ovder issued under subsection (1) of this section.

(1) Apclications for a court order to ogen the mail of a
known United States person outside United States gostal channels
are authorized if the President has, by written authorizatiop,
enpowered the Attorney CGeneral to approve arplications to Federal
judses having jurisdicticn under section 2423 of chapter 120,
ticle lo, Unitad States Cocde, and a judge to whom an apglication
tc open the mail of a known United States person outside United
States gostal channels is made may grant an order approving the
opening of mail of a known United States person outside United
States gostal channels if ~-

(1) the purgose is to obtain foreign intelligence
information, as defined in section 2521 (b) (5) of chapter

12u, title 1b, United S3tates Code; and
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(2) the Uniteu States cerson is an agent of a:foreign
zower, as cefined in section 2521 (b) (2) (Z) of such chapter,
Or satisifies the requirexents of this section for electronic
or siynals intelligence activities.

(m) An agprdpriate committee of each house of Congress

anaving jurisdiction cver foreign intelligence activities is

authorizec to examine zny agplication made or order granted under

4]

the autnority of this section.
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Sec. 211. () Informeticon concerning any United States
perscn wnich has been collected in the ccurse of ccllection of
information for any foreign intelligence, foreign
counterintelligence, or foreign counterterrorism currose may bhe

ined, usad, and disseminated only in accordance with this

mainta
section,
(b) Information concerning any United States rerson which

hes been ccllected in the course of collection of information for
any foreign intelligence, foreign counterinteiligence, or foreign
counterterrorism purgose and which is not rublicly available
(hereinafter referrsd to as "private information"), may be

maintained, used, or disseminated in a nanner which identifiecs a

United States gperson only if--

() intentional collection of information concerning
such person has been approved pursuent to the provisions of
this title and such information is relevant to the approved

rurposes of ccllecticn;

(2) it is recasonebly believed that such information
may provide a basis for initiating intentional collection of
information pursuant to the provisions-of.this title;»

(3) such information concerns a Fossible threat to
the ghysical safety of any persoh;

(4) such informaticon is reasonanly believed to be
evicence of & serious crime; or

(3) sucht information constitutes fbreign
intelligence, foreign counterintelligence, or foreign
counterterrorism information and the United States person
concerned is a United States organization or the incumbent
of any office of the United States government having
significant resgonsibility Eor the conduct of United States
cefense cr foreign zolicy.

Ic) krivate infor:aﬁipn, nowever collectea, may oe

Gisseminated within the collecting entity or within any

(4]

‘1

:LLTent or agency subseguently receiving such information only

3]

ey
o)
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rsons wno require such information for the discharge

T
[¢]
o7
&)
O
t
o
et
(8]

of lewfully authorized jovernmental responsibilities.

() Frivate infcrmation which constiﬁhtés foreign
intelligence may te dicseminated outside the collecting agency in
‘a maunér which permits the identification of the United States
Ferscn concerned if-- :

(1) the cdisseminestion is ﬁo another devartment or
égency naving lewful zccess to foreign intelligence

information and the identity of the United States person is

essential to an understanding or assessment of the

(=1

nformation's importance; or

(2) such information has been collected at.the
reguest of the degartment or agency to which it is being
disseminated, and the reguest specifies in writing a lawful

identity of the United States Person concerned.

need for th

1)

{(e) Private inforzetion which constitutes foreign
Counterintelligence or foreign counterterrorisn information may
be disseminated cutsice the collecting agency in a manner which

nits the identificeaticn of the United States person concerned

(1) the dissemination is to another entity of the

bn}

ntellijence Community having lawful foreign
ccunterintelligence or foreign counterterrorism

he case may be, and having & direct

[G]
(s

rgesgonsibilities, a

lntzrest in the par

or

icular information; or

(2) the dissemination is to a foreign government, if
tne information incicates that the United States person
concerned may be engaged in inte:national terrorist
activities c¢r in clandescine intelligence activities of
airect interest to that foreign government, and if such

¢issemination is clearly in the interest of United States

o
h

Gefznse or foreign gelicy.
(£) Private information which relates to criminal activity
qay e clsseminated ocutside the collecting agency in 2 manner

wilcn ger.ailts the identification of the United States person

concerneu 1f zuch United States rerson is apparently involved in
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such ctiminal_activity or is or mav become the victim of that
activity, and if--

(1) Gisseminacion ig to any federal, state, or local
lav enforcement agency having investigative jurisdiction
over such criminal activity; or

(2) dissemination is to a ﬁoreign law enforcenment
agency naving investigative jurisdictioﬁ over such criminal
activity, and such dissemination is determined by the
Attorrey General or hig designee, having due regard to the
seriousness of the activity and any legal obligation imposed
on the United States by any treaty or other international
ajreement, to be in the interests of the United States.

(g) Frivate information relating to the trustworthinasss of
any United States gerson who has or had access to classified
inform;tion may, in a manner which permits the identification of

that 'cerson, be disseminated to the lepartment or agency which

e

o}

eng

o
(4]
(a7

or employed that gerscn, t

e
6]

ercartment or agency which

[Te]

1Ee

o))

ra

o

that person a security clearance or access to classified

o

inforaation, or to any degartment or agency having responsibility

to investigate that gperscn's trustworthiness.

(h) Frivate information relating to the suitability of any
United States person as a source of assistance for any foreign
intelligencs, foreign counterintelligence, or foreign

counterterrorism gurg

(o]

se may, in & manner which permits the
identification of that person, be disseminated to any entity of
the Intelligence Community requasting such information, if the
request is made in writing and evidences a reasonable expectation
by the reguesting agency that such person will be used as such a
source of assistance,
(i) (1) Ho entity of the Intelligence Community may, for
the purgose of nolding any United States person up to scorn,
ridicule, or disgrace, or far the purzose of discrediting
&ny such cerson becauze that person has criticized any
official ér agency.of the jovernment or any colicy of the
government, disseminate damaging or derogatory information

concerning such zerson.
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(2) Ho entity of the Intelligence Community wmay
dlsseminate zany false or misleading information concerning
any initeu States gerson excegt--

(A) to a foreign intelligence service for an
authorized counterintelligence purpose;

(B) to cersons engaged . in international
terrorist activities for an authorized foreign
counterterrorism purpose; or

(C) if the information concerns an officer or
emgloyee of an entity of the Intelligence Community
and is necessary to the maintenance of properly
authcrized ccver for such officer or employée or for

an intelligence activity.

{(3) In the event that any information is collected by any
mesns or 1ln any manner prolibited by this Act, such information

1
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ine

o
[0}
2]
jot]
-
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v
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on

&
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[

r usea, or disseminated for purposes of
oversight, accountability, and redressL

(k) The head of each entity of the Intelligence Community,
sucject to tne azgroval of the Attorney General, shall issue

uidslines for the imzlenentation of this section. Such

i

guidelines shall specify the level of aggroval required for any

issemination of iInformation concerning any United States person

C
-

:nG shall provide juideanc

(13

for the application of the provisions
of thls section to the particular activities of that entity. All
such guidelines and any amendment thereto shall be submitted ta
the Permanent Select Committee on Intelligence of the House of
nepresentatives and the Select Committee on Intelligence of the

Senate at least sixty cealendar days prior to the date such

i

guidelines or amendment are to take effect.

(1

~—

This section snall not be construed to prevent the
@intensnce, use, or dissemination of information about any
tnited States gerson in & manner which would clearly not verait
 tas identificaticn of the United States person concerned.

(=) This secticn shall not te construed to affect in any
mannsr any right of Congress or any committee or subcommittee

therecf to access to information.
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lnrorzacion coliectad ty wmeans of electreonic surveillance as

Gelinzu 1ln ciagter 1z of title lo, United States Code, shall be

malntalned, used, or disseminated only in accordance with the

provisions of that chapter, and infcrmation collected by

!

electrcnic or signels intelligence activities shall be

malntairnea, used, or disseminated cnly in accordance with th

[

previsicns of title VII of this ack.
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FrCOHISITICONS AGCALNST EFOLITICAL SURVEILLALCE AND
CExTAIN COUNTILRI

;ZTELLIGEE\CE AND SPECIAL ACTIVITIES

Sezc. 212, (2) o foreijn intelligence, foreign
counterintelligence, or foreign counterterrorism activity may be
Girectea ajeinst any United States gperson solely on the basis of
sucn person's exercise of freedom of speech or of the press, or
0L the right peaceably to assexsble, and no foreign intelligence,
foreign counterintelligence, or foreign counterterrorism activity
may e so concucted asg te interfere with or disrupt the exercise
by any United States gerson of those rights and freedoms.

(t) The follcwing activities may not, for any foreign
intelligence, foreign counterintelligence, or foreign

ccunterterrorism purgose, be conducted within the United States

(o))

or directed against any Unite

States person=-

(2) tha provocation or inciting of violence;

(3) the collection of information concerning any
cerson scolely for the purpose of harressing such person;

(4) the use of phyéical force, except in accordance
with the law; or

{5) unlawful detenticn for the purpose of either

interrogation or intis

(c} Any officer or em:

4
O
—
o}

g
[
[

of an entity of the

Intelligence Community who has recason to helieve that such entits
3 Y V4

iz engayed or way enjege in activitiszs in violation of sussection
(2) cr (o) shall bring such activity tc the attention of the

General Counsel or Inspector Gerneral of the entity, or to the
attention of the Attornzy General or his designee, for review.

£

on as to

[

If there is reasonable

Q)

u

m
0

whether such activity is or

ussections, the matter shall ke

5]

»

may be 1n violatiocn of suct

']

referred immediately to the Attorney General or his designee who

shall in a timely manner make a written finding as to whother a
viclction hes occurred or will cccur. Such finding shall be

&

transtittece lumeciately to the head

O

the entity concerned; and

where tne Attorney Gencrzl or his designee finds that a violation
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COOPERATION WITH FEDERAL, STATE, AND LOCAL
LAWN ENFORCEMENT AGENCIES

Sec. 213. (a) Except as otherwise authorized in this
Act, no entity of the Intelligence Community other than entities
of the Department of Justice and Department of Treasury having
law enforcement responsibilities may prgv%de Services, equipment,
personnel or facilities to the Law Enforceﬁeﬁt Assistance
Administration or to state or local police organizations of the
United States, or participate in or fund any law enforcement
activity within the United States.

{b) Any entity of the Intelligence Community may, with the
prior written approval of the head of the entity, provide
specialized equipment, technical knowledge, or, pursuant to
procedures approved by the Attorney General, the assistance of
eéxpert personnel for use by any federal law enforcement agency,
Oor when lives are endangered, in support of local law enforcement
activities. The Attorney General or his designee shall be
notified in a tinely manner of the provision of such equipment,
knowledge, or personnel; and shall review at least annually all
such provisions to determine whether the requirements of this
title and any procedures approved by the Attorney General

pursuant to this title have been followed.
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RESTRICTIONS ON CQVERT IHUMAN SQURCES
AND UNDISCLOSED PARTICIPATION
Sec. 214. (a) In conducting foreign intelligence
activities, no entity of the Intelligence Community may--

(1) place or recruit a covert human source within a
United States organization in the UnitedﬁStates for the
purpose of préparing such human source for assignment to a
foreign intelligence activity outside the United States,
without the.knowledge of appropriate senior officijals of the
organization, unless-~

(A) the head of the entity or a designee
approved by the Attorney General finds that such
Placement or recruitment is essential to achieving
foreign intelligence purposes authorizegd by'this Act,
provided that the Attorney General shall review at
least annually all such placement or recruitment;

(B) the placement or recruitment is made only
for such time as is necessary to accomplish the
purpose of preparing the human source for such
assignment;

(C) the placement or recruitment is carried
out in accordance with procedures approved by the
Attorney General reasonably desigﬁed to prevent the
misuse of participation of such human source in the
activities of the organization and the misuse of any
information obtained frem sucﬁ participation; and

(D) no information about any United States
person acquired from such human source is disseminated
outside the entity which places or recruits such human
source except when such information pertains to a
serious federal crime or a threat to the physical
safety of any person, in which case the Attorney
General or his designee shall be notified in a timely
manner of such dissemination;

(2) use as a covert human source outside the United

States any person whose travel to a foreign country is
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sponsored and supported by a United States academic
institution, without the knowledge of appropriate senior
officials of such academic institution;

(3) use as a covert human source outside the United
States any person whose travel to a foreign country is
sponsored and supported by the Uniéed'S£ates as part of a
United States government program designed to promote
education or the arts, humanities, or cultural affairs;

(4) use as a covert human source, either within or
outside the United States, any person whd-—

(&) follows a full-time religious vocation;

(B) is a journalist accredited to any media
organization;

(C) regularly contributes material to any
media organization;

(D) is regularly involved, directly or
indirectly, in ths editing of material for any media
organiiation; or

(E) acts to set policy for, or provide
direction to, any media organization;

(5) place, recruit, or use any covert human séurce
within a United States academic institution for the purpose
of collecting information concerning any person who is
affiliated with such academic institution, unless the
eappropriate senior officials of such acadenmic institution
are informed that such activity is taking place, except that
such information need not disclose the identity of such
human source or foreign person.

(k) As used in Ehis section, the term “"covert human
source"” does not include--

(1) any person who has open and voluntary contact
with an entity of the Intelligence Community;

(2) any person who is interviewed by an entity éf
the Intelligence Community and is reéuested or directed not

to disclose the fact of the interview;
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(3)‘ any person who 1is requested or directed to
recommend to an entity of the Intelligence Community the
names of persons for consideration as potential employees or
sources of operational assistance or information and who is
requested or directed not to disclose the fact of such
recommendation; S

(4) any employee of an entity of the Intelligence
Community who participates in the activities of a United
States academic institution, without revealing his
affiliation with such entity, for the burpose of collecting
information otherwise available to any other person who
participates in such activities. '

(c) Except as provided in subsection (a), no employee or
covert human source of any entity of the Intelligence Community
may join, or otherwise participate in, any United States
organization on behalf of such entity without disclosing his
intelligence affiliation to appropriate officials of the
organization unless the head of the entity or his deiignee grants
prior written approval based upon a finding that--

(1) such undisclosed participation is essential for
the conduct of a pretext interview or for the use df a
covert human source in accordance with the provisions of
this title;

(2)_ such undisclosed participation is essential for
the Central Intelligence Agency to maintain such cover
arrangements as may be authorized pursuant to the proéisions
of title IV of this Act; or

(3) such undisclosed participation is essential for
any other purpose authorized by this Act.

(d) The head of each entity of the Intelligence Community
concerned shall promulgate regulations, subject to the approval
of the Attorney General--

(1) specifying those activities conducted on behalf
of the entity for which approval may bé granted pursuant to

subsection (c);
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(2) designating such official or officials of the
entity whe may grant such approval; and

(3) establishing procedures reasonably designed to
ensure that any undisclosed participation is strictly
limited in its nature, scope, and duration to that necessary
for purposes authorized by this Act) énd that no such
Participation is undertaken Ffor the purpose of influencing
the activity of the organization or its members.

(e) (1} The activities specified in requlations
pPromulgated pursuant to subsection (d)(i) shall be set forth
in a public document.

(2) The.Attorney General shall at least annually
review all undisclosed participation authorized under
subsection (c¢) to determine whether approval has been
granted and findings have been made in accordance with the
requirements of subsection (c) and any regulations or
procedures promulgated pursuant to subsection (d) or any

other provision of this title.
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RESTRICTIONS ON CONTRACTING AND OPERATIONAL ASSISTANCE

Sec. 215. (a) No entity of the Intelligence Community
may--

(1) - enter into any contract or arrangement for the
provision of goods or services with any. private company or
institution in the United States unless the entity
sponsorship is known to the company or institution, except
that tFe entity sponsorship may be concealed where the head
of the entity makes a written finding that it is a normal
business contract or arrangement and that concealment of
entity sponsorship is necessary for authorized intelligence
purposes to maintain essential cover or proprietary
arrangements; |

(2) enter into any contract or arrangement with any
academic institution unless the entity sponsorship is known
to appropriate senior officials of the academic institution
and to senior project officials;

(3) use any Urnited States person as a source of
operational assistance in the conduct of intelligence
activities unless--

(&) such person is informed of the nature of
such assistance and of any reasonably anticipated
risks to physical safety that such assistance may
pose; and

(B) no pressure has been‘brought to bear upon
such person that would significantly impair such
person's ability to make a free and rétionél decision
to provide such assistance;

(4) use as a source of operational assistance any
alien lawfully admitted for permanent residence {as defined
in section 10l (a) (2) of the Immigration and Nationality Act)
who has applied for United States.citizenship, unless the

head of the entity makes a written finding that such
assistance is necessary for an intelligence activity of

importance to the United States;
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(5) use as a source of operational assistance any
United States educational or private voluntary or nonprofit
organization unless--

(A) the head of the entity makes a written
finding that such assistance is necessary for an
intelligence activity of impdrténée to the United
States; ‘

(B) the appropriate senior officials of such
organization give assurance that such assistance is
not in violation of the charter, cdnstitution, bylaws,
or rules and regulations of such organization;

(C) such organization réceives no covert
financial assistance or support, directly or
indirectly, from the United States Government for such
operational assistance.

(6) use as a source of operational assistance in the
conduct of foreign intelligence activities any person--

(a) who follows a full-time religious
vocation;

(B) whase travel to a foreign country is
sponsored and supported by the United States as‘part
of a United States Government program designed to
Fromote education or the arts, humanities, or cultural
affairs;

() who is a journalist accredited to any
media organization;

(D) who regularly contributes material to any
media organization;

(E) who 1s regularly involved, directly or
indirectly, in the editing of material of any media
organization;

(F) who acts to set policy for, or provide
direction to, any media organization; or

(G) whé 1s reasonably believed to be a member
of ‘an organized crime syndicate engaged in any

unlawful activity within the United States.

Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1



Approved For Release 2002/05/29 : CIA-RDP85-00759R000100100004-1
° -5 2= :

RESTRICTIONS ON THE USE OF HUMAN SUBJECTS
FOR EXPERIHMENTATION

Sec. 216. No entity of the Intelligence Community shall
sponsor, contract for, or conduct research on any human subject
except in accordance with the guidelines on research involving
human subjects issued by the Department .of Health, Education and
Welfare. The requirements for informed consent and the
decumentation relating to such consent shall be the same as
provided in such guidelines of the Department of Health,
Education, and Welfare. The National Commission for the
Protection of Human Subjects of Biomedical and Behavioral
Research shall have jurisdiction to monitor, under appropriate
security arrangements, compliance with such guidelines by the
various entities of the Intelligence Community which conduct
research on any human subject; and shall advise the Director of
National Intelligence and the Secretary of Health, Education, and
wWelfare on any changes in such guidelines as may be necessary to

protect fully the health and safety of such human subjects.
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PRCTECTION OF PRIVILEGED COMMUNICATIONS
Sec. 217. No otherwise privileged communication shall lose
its privileged character as a conseguence of this Act; and .the

Attorney General shall promulgate requlations to protect

grivileged communications against intelligence activities of the

United States.
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PROHIBITION AGAINST INDIRECT ACTIVITIES

Sec. 218. (a) Ho entity of the Intelligence Community
may request or otherwise encourage, directly or indirectly, any
peréon, organization, or agency of government to undertake
activities forbidden by this Acﬁ or by the Constitution or laws
of the United States.

(b) In discharging his duty to formulate policies with
respect to intelligence arrangements with foreign governments and‘
be responsible for all relationships between the entities of the
Intelligence Community and the foreign intelligence or internal
security services of foreign governments, including all
agreements, arrangements, and understandings gogerning such
relationships, as provided in section 107(e) {(19) of title I of
this Act, the Director of National Intelligence shall, in
coordination with the Attorney General, formulate such policies
and maintain such relationships as will ensure compliance with

this section.
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ADMINISTRATIVE RULEMAKING -

Sec. 219. The Director of National INtelligence and the
heads of the entities of the Intelligence Community shall, in
consultation with and subject to the approval of the Attorney
General, formulate. regulations necessarg_to carry out the
provisions of.this title and submiﬁ such proposed regulations to
the appropriate committees of.the Congress. No such regulation,
or amendment thereto, shall become effective until 60 days after
the date on which such regulation or amendment, as the case may

be, has been submitted to such committees.
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MAINTENANCE, USE, AND DISSEMINATION OF INFORI*IA'fION
CONCERNING UNITED STATES PERSONS
Sec. 220. (a) WNo entity of the Intelligence Community may
maintain, use, or disseminate any nonpublicly available
information concerning United States persons without their
consent, except under procedures approyed by the Attorney General
reasonably désigned to insure that --

(1) information collected by means of electronic
surveillance as defined in chapter 120 of title 18, United
States Code, shall be maintained, used, or disseminated in
accordance with the provisions of such chapter;

(2) information collected by the Natiornal Security
Agency from international or foreign communications shall be
maintained, used, or disseminated in accordance with the
provisions of title III of this Act;

(3) information collected by means of overhead
reconnaissance shall not be used, disseminated, or
maintained in such a manner as to permit its retrieval by
reference to a United States person, without his consent,
unless it is significant intelligence essential for
interpreting or understanding information about foreign
powers, organizétions, Or persons;

(4) information collected by any other lawful means
shall not be meintained in such a manner as to permit its
retrieval by reference to a United States person unless --

(A) intentional collection of information
concerning such person has been approved pursuant to
the provisions of this title;

(B) such information may provide a basis for
initiating intentionzl collection of information
pursuant to the provisions of this title;

(C) such information concerns an official of
the United States Government designated by the
President;

{D) such information concerns a possible threat

to the rhysical safety of any person;
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(E) such information 1is reasonably believed to
be evidence of a serious Federal crime;

{5) information collected by any other lawful means
shall not be used or disseminated unless =--

(8) such use or dissemination is necessary to
assess the effectivenesé or éecurity of the means by
which the information was collected and the
information is sealed or purged in a timely manner;

{(B) such information is used or disseminated in
a form which does not personally identify a United
States person;

(C} such information is used or disseminated in
a form which personally identifies a United States
person and such identity is significant intelligence
essential for interpreting or understanding
intelligence concerning foreign powers, organizations,
or persons;

(D) such information satisfies the requirements
of paragraph (4) for the maintenance of information;
(6) information collected by any means prohibited by

this Act shall be maintained, used, or disseminated only for
purposes of oversight, ac;ountability, and redress;

(7) 1information, however cocllected, concerning the
lawful political beliefs, activities, or associations, or
private lives of United States persons shall not be
maintained, used, or disseminated unless clearly necessary
for authorized intelligence purposes;

(8) information, however collected, shall be sealed
within seven years from the date of collection and shall not
thereafter be used or disseminated unless clearly necessary
for authorized intelligence purposes;

{9) information, however collected, shall be
disseminated within the entity only to such cersons who have
a need for such information in the discharge of their
authorized intelligence responsibilities and shall not be

dicseminated outside the entity without prior written
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approval of an intelligence official designated by the head
of the entity specifying the authorized recipients and the
reasons for dissemination;

(10) information, however collected, sﬁall not be
disseminated for law enforcement purposes unless --

(A) such dissemihaéiah is necessary to infornm
appropriate law enforcement officials of illegal acts
withiﬁ their jurisdiction or to protect against a
threat to the physical safety of ény person;

(B) the need for such aissemination cutweighs
the possible risks of disclosure of sensitive
intelligence sources or methods;

(C) the Attorney General or his designee is
notified in a timely manner of all such dissemination;
(11) information, however collected, shall not be

disseminated to a foreign government unlesg --

(A) such dissemination is clearly in the
interests of the United States;

(B) the need for such dissehination outweighs
the possible harm to the United States person whom the
information concerns;

(C}) the Attorney General or his designee is
notified in a timely manner of all such dissemination.

(b) The Attorney General or his designee shall review at
least annually all maintenance, use, and dissemination of
nonpublicly available information concerning United States
persons, without their consent, to determine whether the
procedures approved by the Attorney General pursuant to this

section have been followed.

3
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CIVIL ACTION

Sec. 221. {a) A violation of a person's rights to privacy,

freedom of expression, and due process of law, which are

srotected by the establishment of procedural safeguards in this
title whose violation would contravene this title's purpose as
explained in section 203 (4), giveé rise to a constitutional
tort. In such instances, a person has redress under chapter 171,
title 28, as amended (as set out in S.__ ) except as provided in
{d) and ggz below.

(b)‘ In the case of an imminent or continuing violation of a
person's rights protected by this title, a court may exercise its
equitable power to grant temporary or permanent eguitable relief,
including a mandatory or prohibitory injuncticn.

(c) If a plaintiff prevails under (a) or (b) above, such
plaintiff shall be entitled to a reasonable attorney's fee and
other litigation costs reasonably incurred.

(dy An application under (a) or (b) above must be made
within two years of the date on which the aggrieved person
discovered or reasonably should have discovered the facts

establishing a cause of action under this title.
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